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Pedepar:

1. Incepranifina po60Ta IPUCBSIYEHA PO3BSI3aHHIO aKTyaJIbHOI 33/1a4i: aHaJli3y Ta JOCiIKEHHIO, OLiHIi Ta
MOPIBHSIHHIO iCHYIOUMX Ta NIE€PCIEKTUBHUX KBAHTOBOCTIMKUX €JIEKTPOHHUX IiJIIMCIB IO CYKYITHOCTi 6€3yMOBHUX,
YMOBHUX Ta [IparMaTUYHUX KpUTepiiB. MeTa i 3aBgaHHs gocigkeHHs. O6rpyHTYBaHHS BUOOPY, aHATI3 Ta
IOCIIiIPKEHHS], OLliHKA Ta [TOPiBHAHHS iCHYIOYMX Ta NIEPCIIEKTUBHUX KBAHTOBOCTIMKUX €JIEKTPOHHUX ITiIIKCIB 110
CYKYIIHOCTi 6€3yMOBHMX, YMOBHUX Ta IIParMaTU4YHUX KpUTEPiiB. Y nepuiomy posniii gucepratii (AHani3 cTany
0€e31eKy iCHyI0YMX Ta OOTPYHTYBAaHHS BUMOT [I0 METOZiB IIEPCIIEKTUBHUX KBAHTOBOCTIMKUX €JIEKTPOHHUX Mi/INNCIB)
Ha OCHOBI IIOIIYKY JPKEPEJ, 10 IPUCBsIYeHi 0OrPyHTYBaHHIO BUMOT Ta MOJieJiell 6e3leKy BUPILlyoThCs 3a1adi
BM3HAUEHHSI CTAHY PO3BUTKY KBAHTOBUX TE€XHOJIOTI Ta BUMOT IO aCUMETPUYHUX €JIEKTPOHHUX IIiANNCIB Ha
MDKHapOJIHOMY Ta HalliOHaJbHOMY PiBHSX. [Ipo6sieMU 3axUIIEHOCTI BiJ, HOBOTO KJIaCy KBAHTOBUX aTaK BUHUKIIN

IeKijibKa JecsTUIiTh ToMy. Ha OCHOBI pileHs Ta aHasi3y Bif, HAyKOBOi CIisibHOTH (11podecopiB Menesuc ta Koburir,



Ta inmux) NIST CIIA orosocuB KOHKYPC Ha pO3pO0JIEHHS IIPOEKTIB CTAaHAPTiB KBAHTOBOCTIMKUX ACUMETPUYHUX
KIIPUTOIIEPEeTBOPEHb, B ToMY uuci, EI1. B HacTynHi poku Bifbysock Tpu payHiu i B 2022 poni Ha ¢popymi NIST CIIA
KoHdepeHllis npuiiHsia pimeHHs npo cranaapTtusaiiio i B NIST 8413 naBeneHo nepenik cranaapTu3oBanux EIT. B
[OAAJIBLIIOMY Iicjisl piuHoro pociimxenns y CIIA 6ynu npuiiHari penepanbi crangapTty FIPS 203 Ha ocHOBI
Crystal-Kyber, FIPS 204 Ha ocHoBi Crystall-Delithium Ta FIPS 205 Ha ocHoBi rem-dyskuii. [Ifogo MaTeMaTuyHOro
Mmetogy Falcon nponoeskeHo BocimpKkeHHs Horo 6e3nedyHocTi. Ha HallioHasbHOMY PiBHI 6yJ10 IPUMHSTO pillleHHSs
B35ITU 32 OCHOBY MaremaTuyHi Metogu Crystall-Delithium, Crystal-Kyber, Falcon ta EI1 Ha 0CHOBi 0fHOpPa30BUX
KJ104iB. Kpim TOrO0, 6710 OT0I0MEHO MPOJOBKEHHS TOCIiIKeHb Ha 4-My payHZi Ta 6yJI0 OpraHi3oBaHO KOHKYPC Ha
PO3pOOJIEHHS albTepHATUBHUX BapiaHTIB €JIEKTPOHHOTO Mifrcy. AHai3 10Ka3as., 110 3'1BUJIOCh 6araTo
[IPOIO3ULN Ha NepelIrX payHaax KOHKYPCiB: 69 Ha nepmomMy KOHKypci Ta 40 Ha KOHKYPCi ajIbTepHAaTUBHUX
BapiaHTiB EIl. Takum 4MHOM NOps[ 3 pO3pOOKOI0 KBaHTOBOCTIVKMX EIT i BUHMKIIA Ipo6ieMHa 3a7,a4a pO3pO0IeHHS
METOAVNYHUX OCHOB OL[iHKU Ta MOPiBHIHHS aCUMETPUYHUX KPUNTOIIEPETBOPEHS, B TOMY ymcJli EI1. BupimenHs gx
TEOPETUYHOI TaK i MPaKTUYHOI 3a/1a4i 1O3BOJIMJIO HA OCHOBI MaTeMAaTUYHUX PEUTITOK PO3POOUTHU Ta TPUNHSITU
kBaHTOBOCTIMKI EIT JICTY 9212:2023 ta nnporokos ACII Ta inkancysauii kiaodis JCTY 8961:2019. Y npyromy posnisi
nucepTauii (Mogesb 6e3neKy Ta KpUTepii OL[iHKY i TOPiBHSIHHS NePCIEeKTUBHUX TOCTKBAHTOBUX €JIEKTPOHHUX
nianucis) o6rpyHTOBaHO MOZEJIi IOPYIIHKKA, 3arpo3 Ta 6e3neku. [IokasaHo, o0 aCUMEeTPUYHI eJIEKTPOHHI Mifnucu
MalOThb MHOXXMHY Pi3HOMaHITHMX 3aCTOCYBaHb, KOTPi BUCYBAIOTh JEIIO BiIMiHHI OJMH Bifi OJJHOrO BUMOTH 10
KpUNTOorpaQiyHux NepeTBOpeHb TUIy aCUMETPUYHUN €JIEKTPOHHUI nifgnuc. HaBeneHo nepestiku 6€3yMOBHHUX,
YMOBHUX Ta IParMaTUYHUX KPUTEPIiB. Y TpeTboMy po3pini aucepratii (HaykoBo-MeTOLM4HI OCHOBU PO3POOKHU,
OIIiHKM Ta MOPIBHSIHHS iCHYIOYMX Ta [IePCIEeKTUBHUX KBAHTOBOCTIMKUX €JIeKTPOHHUX MiJNKCIB 32 6€3yMOBHUMU,
YMOBHMMHU Ta NParMaTM4HUMU KPUTEPiSIMUA) OGIPYHTOBAHO KOMILJIEKCHY METOJIUKY OL[iHKU Ta MOPiBHSJIBHOTO
aHaJli3y aCUMETPUYHUX €JIEKTPOHHUX IiJIUCIB, CTIMKUX 10 KJIACUYHOr'O Ta KBAHTOBOT'O KPUIITOAHAJII3Y.
3arporoHOBaHO BAOCKOHANIEHHS KOMIIJIEKCHOI METOIVKY OLIIHKY Ta MOPiBHSJILHOIO aHAJIi3y B YaCTUHI BpaxyBaHHS
B [IPOLIECI OL[iHKY Ta MOPiBHSHHS 3a NPAarMaTUYHUMU KPUTEPISIMU METHU 3LiiICHEHHS [IOPIBHSIHHS Ta MOKJINBUX
BapiaHTiB 3acTocyBaHH EIl, 1m0 nprusoanTs A0 36i1bLIIEHHS] TOYHOCTI Ta BiANIOBIHOCTI OTPUMAHOTO Pe3yJIbTaTy
BUXiJJHUM BUMOTaM. Y 4€TBEPTOMY PO3LiJi auceprauii (AHai3, OLiHKa Ta IOPiBHSHHS iCHYIOUMX Ta KaHAUAATIB Ha
IepCleKTUBHI KBAHTOBOCTIMKI HallioHabHI Ta Mi’>KHapOAHi €J1IeKTPOHHI MiANKUCY 32 6€3yMOBHUMU KPUTEPiIMU)
3[1ifICHEHO OLiHKY Ta IIOPiBHSJIBHUM aHajli3 K KAaHAUAATIB Ha CTaHAAPTU3ALL{I0 MiXK CO0010, TaK i BXe
CTaHJAPTU30BAHUX 1711 BUKOPMCTAHHS B IEPEXiIHNN Ta IOCT-KBAaHTOBUH N1€PiOY aJITOPUTMU €JIEKTPOHHOTO
nipnucy Mixx co6orto. IIpoBeieHO NOPiBHSIHHS OTPUMAHUX PEe3yJIbTaTiB IOPIBHSIHHS BXXE CTaHIapTHU30BaAHUX
aJITOPUTMIB 3 MDKHapogHUMU pe3ysbTaTamu. Y aToMy po3gini auceprauii ([IporpamHe MozesoBaHHs Ta
€KCIIEPMMEHTAJIbHI JOCJiIPKEHHS POLECiB IOPIiBHIHHS 32 6€3yMOBHUMU KPUTEPiSIMU) YTOUHEHO OLIiHKU Ta
OTPMMAaHO €KCIIEPEMEHTAJIbHI Pe3yJIbTaTy IOPIBHSIHHS €JIEKTPOHHUX MiJIKICIB 32 JOTIOMOT0I0 PO3PO6IEHOTO
IIPOrpaMHOro 3abesneyeHHs. [y1s esekTpoHHoro nianucy Falcon 3anpornoHoBaHa aTaka BiTHOBJIEHHS KJIIOUiB Ta
IOCJIiIKEHO BIVIMB BUKOPUCTaHHS (PiKCOBAHOI TOYKY 3aMiCTh I171aBal040i TOUYKU B IIpoueci GOpMyBaHHS MiNNACY HA

Oe3Iexy.

2. The dissertation work is devoted to the solution of the actual problem: analysis and research, evaluation and
comparison of existing and promising quantum-resistant electronic signatures according to a set of unconditional,
conditional and pragmatic criteria. The purpose and tasks of the research. Justification of the choice, analysis and
research, evaluation and comparison of existing and prospective quantum-resistant electronic signatures
according to a set of unconditional, conditional and pragmatic criteria. In the first chapter of the dissertation
(Analysis of the security status of existing and justification of requirements for methods of promising quantum-
resistant electronic signatures) based on the search for sources devoted to the justification of requirements and
security models, the tasks of determining the state of development of quantum technologies and requirements for
asymmetric electronic signatures at the international and national levels are solved. The problems of security
against a new class of quantum attacks arose several decades ago. Based on the decisions and analysis of the
scientific community (Professors Menezes and Koblitz and others), the US NIST announced a competition for the
development of draft standards for quantum-resistant asymmetric cryptographic transformations, including ES. In



the following years, three rounds took place, and in 2022, at the NIST USA forum, the conference made a decision
on standardization and a list of standardized ES is given in NIST 8413. Subsequently, after a year of research, the
US federal standards FIPS 203 based on Crystal-Kyber, FIPS 204 based on Crystall-Delithium, and FIPS 205 based
on a hash function were adopted. Regarding the Falcon mathematical method, research into its security continued.
At the national level, it was decided to take as a basis the mathematical methods of Crystall-Delithium, Crystal-
Kyber, Falcon and ES based on one-time keys. The analysis showed that many proposals appeared in the previous
rounds of competitions: 69 in the first tender and 40 in the tender of alternative ES. Thus, along with the
development of quantum-resistant ES, the problematic task of developing methodical bases for evaluating and
comparing asymmetric cryptotransformations, including ES, arose. The solution of both theoretical and practical
problems made it possible to develop and adopt quantum-resistant ES DSTU 9212:2023 and the ASSH protocol and
key encapsulation DSTU 8961:2019 on the basis of mathematical lattices. In the second chapter of the dissertation
(Security model and criteria for evaluating and comparing promising post-quantum electronic signatures), the
models of the intruder, threats and security are substantiated. It is shown that asymmetric electronic signatures
have a variety of applications, which put forward somewhat different requirements for cryptographic
transformations of the asymmetric electronic signature type. Lists of unconditional, conditional and pragmatic
criteria are given. In the third chapter of the dissertation (Scientific and methodological foundations of the
development, evaluation and comparison of existing and promising quantum-resistant electronic signatures
according to unconditional, conditional and pragmatic criteria), a comprehensive methodology for the evaluation
and comparative analysis of asymmetric electronic signatures resistant to classical and quantum cryptanalysis is
substantiated. An improvement of the comprehensive methodology for the evaluation and comparative analysis is
proposed in terms of taking into account in the process of evaluation and comparison according to pragmatic
criteria the purpose of the comparison and possible options for the application of the ES, which will contribute to
increasing the accuracy and compliance of the obtained result with the initial requirements. In the fourth chapter
of the dissertation (Analysis, evaluation and comparison of existing and candidates for promising quantum-
resistant national and international electronic signatures according to unconditional criteria), an evaluation and
comparative analysis of both candidates for standardization among themselves and already standardized for use in
the transitional and post-quantum periods electronic signature algorithms among themselves is carried out. The
obtained results of the comparison of already standardized algorithms with international results were compared.
In the fifth chapter of the dissertation (Software modeling and experimental studies of comparison processes by
unconditional criteria), the estimates are refined and experimental results of the comparison of electronic
signatures are obtained using the developed software. For the Falcon electronic signature, a key recovery attack is
proposed and the impact of using a fixed point instead of a floating point in the signature formation process on
security is investigated.

Jep>kaBHHH peecTpauiiiHuii Homep [IiP:
IIpiopuTeTHHI HaNIpsIM PO3BUTKY HayKH i TEXHIKHU: [HdopmauiiiHi Ta KoMyHiKawiiiHi TeXHOMOTii

CrpareriyHuii npiopUTEeTHUH HaNPSIM iIHHOBALLiMHOI AisIJIBHOCTI: PO3BUTOK CydacHUX

iHopmaLiiHUX, KOMYHIKALiTHUX TEXHOJIOTii1, pOOOTOTEXHIKA
ITizcyMKH AOCIiAKEHHS: HoBe BUpIlEHHS aKTyaJbHOTO HAyKOBOTO 3aBIaHHS

ITy6osikamii:

¢ Potii, O., Kachko, O., Kandii, S., & Kaptol, Y. (2024). Determining the effect of a floating point on the Falcon
digital signature algorithm security. Eastern-European Journal of Enterprise Technologies, 1(9 (127), 52-59.
(Scopus, Web of Science) https:/ /journals.uran.ua/eejet/article /view /295160 /291714 DOI: 10.15587 /1729~
4061.2024.295160.

¢ Kachko, O., Gorbenko, Y., Kandii, S., & Kaptol, Y. (2024). Improving protection of falcon electronic signature
software implementations against attacks based on floating point noise. Eastern-European Journal of



Enterprise Technologies, 4(9 (130), 6-17. (Scopus, Web of Science)
https:/ /journals.uran.ua/eejet /article /view /310521 DOI: 10.15587 /1729-4061.2024.310521.

¢ Kaptiol, Y. Y. (2022). Analysis of the RAINBOW post-quantum electronic signature algorithm state and attacks
on it for the period of the NIST PQC third round completion. Radiotekhnika, 2(209), 87-92.
http:/ /rt.nure.ua/article /view /262495 /258911 DOI: 10.30837/rt.2022.2.209.09.

¢ Yu.l. Gorbenko, M.V. Yesina, V.A. Ponomar, I.D. Gorbenko, E.Yu. Kapt'ol Scientific and methodological bases of
analysis, evaluation and results of comparison of existing and promising (post-quantum) asymmetric
cryptographic primitives of electronic signature, protocols of asymmetric encryption and key encapsulation
protocols. Radiotekhnika. 2023. 212, 42-66. http: / /rt.nure.ua/article /view /286512 /280398 DOI:
10.30837/rt.2023.1.212.05.

¢ €.10. Kantpou, 1. [I. Top6eHKo. AHaJi3 MOXJIMBOCTEN Ta OCOOJIMBOCTI IPOrpaMyBaHHSI 33[1a4 KPUIITOJIOTI] Ha
KBaHTOBOMY KoMITtoTepi. Radiotekhnika, 202, 37-48. http:/ /rt.nure.ua/article /view /215822 /215989 DOI:
10.30837/rt.2020.3.202.03.

¢ Gorbenko, 1., & Kaptol, Y. (2023). Analysis and comparison of the security of electronic signatures based on
new quantum-resistant problems. Radiotekhnika, 4(215), 31-45.
http:/ /rt.nure.ua/article /view /299724 /292240 DOI: 10.30837 /1t.2023.4.215.04.

HaykoBa (HayKOBO-T€XHiYHa) IPOAYKILis:
ConuiasibHO-€KOHOMIYHA CIIPSIMOBaHIiCTh:

OxopoHHi goKymeHTH Ha OIIIB:

BrnpoBaakeHHS pe3yJIbTaTiB AHCEPTalii: BiposamkeHo

3B'S130K 3 HAYKOBHMH TEMaMH:

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA/KEPiBHHUKIB (KOHCYJIbTAaHTA)

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:
1. Top6enko IBan IMUTpOBUY

2. Ivan Gorbenko

KBasigikamis: n. 1. u., npodecop, 05.13.21

InenTudikarop ORCID ID: 0009-0003-6979-8946

HoparkoBa indopmamist:

IloBHe HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0H: XapKiBCbKuii HallioHaMbHUI yHiBepcUuTeT imeni B. H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micuesnaxo,szeuna: mangaH CBo6oau, 4, XapkiB, XapKiBCbKUil p-H., 61022, Ykpaina

dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBriHHS: MiHicTepCcTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

VII. BizomocTi npo odiniiHHX ONIOHEHTIB Ta PEIeH3€HTiB

OdiuiiiHi OTIOHEHTH



BiacHe IIpizBuie Im'sa I1o-6aThKOBI:
1. Kopuenko Onexkcangp I'puroposud
2. Oleksandr Korchenko

KBasigikamis: x. 1. 1., npodecop, 05.13.21
ImenTudikarop ORCID ID: 0000-0003-3376-0631
JonaTkoBa iHdopmanist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0CO0H: JlepkaBHMII yHiBepCUTET iHPOPMAIiIHO-KOMYHIKaI[HUX

TEXHOJIOTIN

Kopg 3a €IPIIOY: 38855349

Micuesnaxomkeunﬂ: ByJ1. CosioM'stHCBKa, Oyz. 7, Kuis, 03110, Ykpaina
dopma BracHOCTI: JlepxasHa

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKH YKpaiHu

InenTudikarop ROR:

Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. Tomomna Cepriit BacunboBuy

2. Serhii V. Toliupa

KBasigikamis: n. 1. u., npodecop, 05.12.02
Inentudikarop ORCID ID: 0000-0002-1919-9174
JonmaTkoBa iHdopmarist:

IloBHe HafIMeHyBaHHﬂ IOPUIUYHOL 0Cc00H: KuiBchkuil HallioHasIbHUI YHiBepcuTeT iMeHi Tapaca

[lleBuenka

Kopg 3a €IPIIOY: 02070944

MicneSHaxo,erCHHﬂ: ByJI. Bosopumupceka, 6ya. 60, Kuis, 01033, Ykpaina
dopma BiracHoCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. YeBappnin Binagucias €BreHOBUY

2. Vladyslav Chevardin

KBasigikamis: x. . 1., npodecop, 05.13.21
ImenTudikarop ORCID ID: 0000-0002-1070-4568
JoparkoBa iHdpopmamist:

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI 0COOM: BiiiCbKOBUI IHCTUTYT TesleKOMyHiKaLiii Ta iHGopMaTh3awii

imeHi ['epoiB KpyT



Kopg 3a €IPIIOY: 24978555

Micue3HaxoaKeHH: ByJl. MOCKOBCBKa, 6y, 45 /1, Kuis, 01011, Ykpaina
dopma ByacHOCTI: Jlepxkasna

Cdepa ynpaBiriHHS: MinicrepcTBo 060poHU YKpaiHu

InenTudikarop ROR:

PeuenseHTu

Baacue IlpizBuuie Im's I1o-6aThbKOBI:

1. OnifinukoB Poman BaciboBuy

2. Roman Oliynykov

KBasigikamis: 1. 1. u., npodecop, 05.13.05

Imentudikarop ORCID ID: 0000-0002-3494-0493

JopaTrkoBa indpopmamnist:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0COOH: XapKiBCbKuil HallioHaMbHKT yHiBEpcUTeT imeni B. H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micuesnaxo,szeﬂnﬂ: mangaH CBo6onu, 4, XapkiB, XapKiBCbKUil p-H., 61022, Ykpaina
dopma ByacHOCTI: Jlepkasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJIl04Hi BiZoMOCTi
Biiacue IlpisBume Im's ITo-6aThKOBI Ccin Biraniii [aHoBnY

rOJIOBH pagu

Bnacue Ipizsume Im's [10-6aTbKOBI Ccin Biraniit [BaHoBIY
roJIOBYIOYOrO Ha 3aciJaHHi

BiamoBiganbHUH 32 MiITOTOBKY [llepyenKo AHzIpiii OeKcaHapOBUY

00JIIKOBHX JOKYMEHTIB

Peectparop VkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZaJIbHUM 3a peecTpallilo HayKOBOi IOpyenko TeTsaHa AHaToiiBHA

OisIIBHOCTI




