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Pedepar:

1. Inceprarifina po60Ta IpUCBIYeHA PO3BI3aHHIO aKTyaJIbHOI 3a/a4i: aHaIi3y Ta JOCTiIKEHHIO, OLiHIi Ta
IIOPIBHSIHHIO iCHYIOUMX Ta NI€PCIIEKTUBHUX KBAHTOBOCTIMKUX €JIeKTPOHHUX IiJIIMCIB IO CYKYITHOCTi 6€3yMOBHUX,
YMOBHUX Ta [IparMaTUYHUX KpUTePiiB. MeTa i 3aBgaHHs gocigkeHHs. OOrpyHTYBaHHS BUOOPY, aHAI3 Ta
IOCJIIPKEHHS, OLiHKA Ta MOPiBHSHHS iCHYIOYMX TA IEPCIEKTUBHUX KBAHTOBOCTIMKUX €JIEKTPOHHUX IiJIUCIB 110
CYKyIIHOCTi 6€3yMOBHMX, YMOBHUX Ta IIparMaTUYHUX KpuTepiiB. Y nepuiomy posnini gucepratii (AHami3 cTrany
6€e3I1eKM iCHYIOUMX Ta OOTPYHTYBAaHHS BUMOT [I0 METO/IiB II€PCIIEKTMBHUX KBAHTOBOCTIMKUX €JIEKTPOHHUX IiJIIMCIB)

Ha OCHOBI MOUyKYy IpKEpEJ1, 110 I'IpI/ICBH‘-IeHi O6FPYHTYB3HHIO BHMOT Ta MO,ILCJ'ICIZ 0e3neKu BI/IpiU.Iy'IOTbCH 3a,u,aqi



BM3HAUEHHS CTaHY PO3BUTKY KBAHTOBUX TE€XHOJIOTIN Ta BUMOT IO aCUMETPUYHMX €JIEKTPOHHUX IiANNCIB Ha
Mi’KHAPOJHOMY Ta Hal[ioOHaJIbHOMY PiBHSX. [Ipo6ieMy 3axUIEHOCTI BiJi HOBOTO KjlaCy KBAHTOBUX aTaK BUHUKIIU
IleKisibKa JecsaTuliTh ToMy. Ha oCcHOBI pilieHb Ta aHasi3y Bif, HAyKOBOi CIijibHOTHU (11podecopiB Menesuc ta Kobuir,
ta iHmux) NIST CIIIA orosocuB KOHKYPC Ha pO3pO0JIeHHS IPOEKTIB CTAaHIAPTiB KBAHTOBOCTIMKUX AaCUMETPUYHUX
KIIPUTOIIEPETBOPEHD, B TOMY 4Mcili, EI1. B HacTynHi poku Binoysock Tpu payHau i B 2022 poui Ha popymi NIST CILA
KoHdepeHIlis NpuiiHsia pileHHs npo cranaapTusaiiio i B NIST 8413 naBeneHo nepenik crangapTu3oBaHux EIT. B
NOo/IbLIIOMY Iicjisl piuHoro pociimxenns y CIIA 6ynu npuitHari penepanbHi crangapTtu FIPS 203 Ha ocHOBI
Crystal-Kyber, FIPS 204 na ocHogi Crystall-Delithium Ta FIPS 205 Ha ocHoBi rem-dyskii. [Ifogo MaTeMaTuyHOro
meTony Falcon nponoBskeHo fJocimkeHHs Horo 6e3neyHocti. Ha HanlioHaspHOMY PiBHI 6yJ10 IPUMHATO pillleHHSs
B35ITU 32 OCHOBY MaremaTuyHi Metogu Crystall-Delithium, Crystal-Kyber, Falcon ta EI1 Ha 0CHOBI 0fHOpPa30BUX
KJII04iB. KpiMm TOrO, 6yJ10 OroJsIomeHo NPOAOBKEHHS TOCIiI)KeHb Ha 4-My payHZi Ta 6yJI0 OPraHi30BaHO KOHKYPC Ha
PO3pO6JIEHHS aJIbTEPHATMBHUX BapiaHTIiB €JIEKTPOHHOTO MiANNUCy. AHali3 MoKa3as, MO 3'SIBUJIOCh 6araTo
MIPOIO3ULN Ha IIepelIrX payHaax KOHKYPCiB: 69 Ha nnepmomMy KOHKypci Ta 40 Ha KOHKYPCi albTepHAaTUBHUX
BapiaHTiB EIl. Takum 4yMHOM NoOps[ 3 pO3p0oOKOI0 KBaHTOBOCTIMKMX EIT i BUHMUKIIA Ipo6sieMHa 3a7,a4a po3po0IeHHS
METOJIMYHUX OCHOB OL[iHKY Ta INOPiBHSIHHS aCUMETPUYHUX KPUIITOIIEPETBOPEHD, B TOMY 4yucyi EIl. BupimeHHs gk
TEOPETUYHOI TaK i MPaKTUYHOI 33/1a4i TO3BOJIMIIO HAa OCHOBI MaTeMAaTUYHUX PELITOK PO3POOUTHU Ta TPUUHSITH
kBaHTOBOCTIMKI EIT JICTY 9212:2023 ta nporokos ACII Ta inkancysauii kiaodis JCTY 8961:2019. Y npyromy posnisi
nuceprauii (Monesb 6e3neKku Ta KpuTepii OLiHKY i MOPIBHSIHHS MePCIEKTUBHUX [I0CTKBAHTOBUX €JIEKTPOHHUX
nianucis) OGrpyHTOBaHO MOJieJli TIOPYIIHMKA, 3arpo3 Ta 6e3neku. [Ioka3aHo, o aCUMETPUYHI €JIEKTPOHHI MifI1ucu
MalOTh MHOKUHY Pi3HOMAaHITHUX 3aCTOCYBaHb, KOTPi BUCYBAIOTh [0 BiIMiHHI OJIMH BiJl OJHOTO BUMOTH 10
Kpunrorpa@iyHux epeTBOPeHb TUITy aCUMETPUYHUN €JIEKTPOHHUI nifnuc. HaBeneHo nepestiku 6€e3yMOBHHUX,
YMOBHMX Ta [IParMaTUYHUX KPUTEPIiB. Y TpeTboMy po3fini gucepratii (HaykoBo-MeTOOMYHI OCHOBU PO3POOKY,
OIIiHKM Ta MOPiBHSIHHS iCHYIOYMX Ta [IePCIEKTUBHUX KBAHTOBOCTIMKUX €JIeKTPOHHUX MiANKCIB 32 6€3yMOBHUMH,
YMOBHVMH Ta ITParMaTUYHMMU KPUTEPiSIMUA) OGTPYHTOBAHO KOMILJIEKCHY METOJIMKY OLIiHK/ Ta MOPiBHSAJILHOTO
aHaJli3y aCUMETPUYHUX €JIEKTPOHHUX MiANKCIB, CTINKUX A0 KJIACUYHOTO Ta KBAHTOBOTO KPUIITOAHAJII3Y.
3arporioHOBaHO BAOCKOHAJIEHHS KOMILJIEKCHOI METOLVKY OLIIHKY Ta MOPIBHAJILHOTO aHasli3y B YaCTUHI BpaXyBaHHS
B [IPOLIECI OLIiHKY Ta MOPiBHSHHS 3a IPAarMaTUYHUMU KPUTEPISIMU METHU 3ilICHEHHS [IOPIBHSIHHS Ta MOXKJINBUX
BapiaHTiB 3acTocyBaHHs EIl, 1o nprusonuts Ao 36ibLI€HHS] TOYHOCTI Ta BiANOBIHOCTI OTPUMAHOTO pe3yJIbTaTy
BUXiJJHUM BUMOraMm. Y 4eTBEPTOMY PO3LiJi nuceprauii (AHasi3, OLiHKa Ta OPiBHSHHS iCHYIOUMX Ta KaHAUAATIB Ha
[IepCIIeKTHUBHI KBAHTOBOCTIMKI HalliOHAbHI Ta MI’)KHApOAHI €JIeKTPOHHI IiANKUCH 32 6€3yMOBHUMU KPUTEPiIMU)
3[1ifICHEHO OLiHKY Ta IOPiBHSJILHUM aHali3 K KaHAUAATIB Ha CTaHAApTU3ALL{I0 MiX cO0010, TaK i BXe
CTaHJAPTU30BaHUX [1JIS1 BUKOPUCTAHHS B [I€PEXiIHUN Ta IOCT-KBAaHTOBUH NE€PiOY aJITOPUTMU €JIEKTPOHHOTO
nignucy Mk co6oto. [IpoBeieHO MOPiBHSIHHS OTPMMAHUX PE3yJIbTATiB IOPiBHSIHHS BXKe CTAaHIAPTU30BAHUX
aJITOPUTMIB 3 MDKHapogHUMU pe3yibTaTamu. Y aToMy po3gini guceprauii ([IporpamHe MopesoBaHHS Ta
€KCIIEPMMEHTAJIbHI JOCIIiIPKEHHS MPOLIECiB IOPIiBHIHHS 32 6€3yMOBHUMU KPUTEPISIMU) YTOUHEHO OLIiHKU Ta
OTPHMAHO €KCIIePEMEHTAJIbHI Pe3yJIbTaTy NOPIBHSIHHS €JIeKTPOHHUX MiJIKICIB 32 JOIIOMOT0I0 PO3PO6IEHOTO
IIPOrpaMHOro 3abe3neyeHHs. [171s esleKTpoHHOro nignucy Falcon 3anpornoHoBaHa aTaka BiJHOBJIEHHS KJIIOYiB Ta
IOCJiI)KEHO BIVIMB BUKOPUCTaHHS (PiKCOBAHOI TOYKY 3aMiCTh I171aBal040i TOUYKY B IIpoueci GOopMyBaHHS MiIKCy Ha

Oe3meKy.

2. The dissertation work is devoted to the solution of the actual problem: analysis and research, evaluation and
comparison of existing and promising quantum-resistant electronic signatures according to a set of unconditional,
conditional and pragmatic criteria. The purpose and tasks of the research. Justification of the choice, analysis and
research, evaluation and comparison of existing and prospective quantum-resistant electronic signatures
according to a set of unconditional, conditional and pragmatic criteria. In the first chapter of the dissertation
(Analysis of the security status of existing and justification of requirements for methods of promising quantum-
resistant electronic signatures) based on the search for sources devoted to the justification of requirements and
security models, the tasks of determining the state of development of quantum technologies and requirements for
asymmetric electronic signatures at the international and national levels are solved. The problems of security



against a new class of quantum attacks arose several decades ago. Based on the decisions and analysis of the
scientific community (Professors Menezes and Koblitz and others), the US NIST announced a competition for the
development of draft standards for quantum-resistant asymmetric cryptographic transformations, including ES. In
the following years, three rounds took place, and in 2022, at the NIST USA forum, the conference made a decision
on standardization and a list of standardized ES is given in NIST 8413. Subsequently, after a year of research, the
US federal standards FIPS 203 based on Crystal-Kyber, FIPS 204 based on Crystall-Delithium, and FIPS 205 based
on a hash function were adopted. Regarding the Falcon mathematical method, research into its security continued.
At the national level, it was decided to take as a basis the mathematical methods of Crystall-Delithium, Crystal-
Kyber, Falcon and ES based on one-time keys. The analysis showed that many proposals appeared in the previous
rounds of competitions: 69 in the first tender and 40 in the tender of alternative ES. Thus, along with the
development of quantum-resistant ES, the problematic task of developing methodical bases for evaluating and
comparing asymmetric cryptotransformations, including ES, arose. The solution of both theoretical and practical
problems made it possible to develop and adopt quantum-resistant ES DSTU 9212:2023 and the ASSH protocol and
key encapsulation DSTU 8961:2019 on the basis of mathematical lattices. In the second chapter of the dissertation
(Security model and criteria for evaluating and comparing promising post-quantum electronic signatures), the
models of the intruder, threats and security are substantiated. It is shown that asymmetric electronic signatures
have a variety of applications, which put forward somewhat different requirements for cryptographic
transformations of the asymmetric electronic signature type. Lists of unconditional, conditional and pragmatic
criteria are given. In the third chapter of the dissertation (Scientific and methodological foundations of the
development, evaluation and comparison of existing and promising quantum-resistant electronic signatures
according to unconditional, conditional and pragmatic criteria), a comprehensive methodology for the evaluation
and comparative analysis of asymmetric electronic signatures resistant to classical and quantum cryptanalysis is
substantiated. An improvement of the comprehensive methodology for the evaluation and comparative analysis is
proposed in terms of taking into account in the process of evaluation and comparison according to pragmatic
criteria the purpose of the comparison and possible options for the application of the ES, which will contribute to
increasing the accuracy and compliance of the obtained result with the initial requirements. In the fourth chapter
of the dissertation (Analysis, evaluation and comparison of existing and candidates for promising quantum-
resistant national and international electronic signatures according to unconditional criteria), an evaluation and
comparative analysis of both candidates for standardization among themselves and already standardized for use in
the transitional and post-quantum periods electronic signature algorithms among themselves is carried out. The
obtained results of the comparison of already standardized algorithms with international results were compared.
In the fifth chapter of the dissertation (Software modeling and experimental studies of comparison processes by
unconditional criteria), the estimates are refined and experimental results of the comparison of electronic
signatures are obtained using the developed software. For the Falcon electronic signature, a key recovery attack is
proposed and the impact of using a fixed point instead of a floating point in the signature formation process on
security is investigated.
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