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2. Methods and means of the cybersecurity requirements compliance ensuring for programmable logic systems

Pedepar:

1. Incepraliiio IpUCBSYEHO PO3POOJIEHHIO METOIB i 3aC006iB 3a6€311€4eHHs] BUKOHAHHS BUMOT [0 Kibep6e3neKu
CHCTEM Ha [IpOrpaMoBHill jioriui. HaykoBuMu pesysbTaTamu € HacTyIHi: 1) Brepiue 3anpornoHoBaHuil MeTog, Kenc-
OPiEHTOBAHOTrO OLiHIOBaHHS Kibepbe3neKky 1(POBUX KOMIIOHEHTIB i CUCTEM Ha IPOTPAMOBHI JIOTill, SIKWiA
6a3yeTbCsl HA BUKOPUCTAHHI MHOXKMHY B3a€MOIIOB'SI3aHMX (POPMaIbHUX i HaniBGOpMasIbHUX IPOLEyp Ta aHali3i
MO>KJIMBUX TIOMUJIOK 1PV OLiHIOBAHHI, IO O3BOJISIE MiABULIUTY PiBE€Hb 3alIeBHEHHS! BUKOHAHHS BUMOT; 2)
yIOCKOHAJIEHO OHTOJIOTIYHY MOJI€Jb Ta HOTALLiIo [JIs1 OLiHIOBaHHS KibepOe3neKku CUCTeM Ha ITPOrpaMoBHili Jorily,

gKa, Ha BIIMiHY BiJ BilOMUX, BPaXOBY€ iX IIPOL€CHO-IIPOAYKTHI BPa3JIMBOCTI Ta JOJATKOBY NEKOMIIO3UIIiI0 BUMOT, a



TaKOXX BBOJIUTb AJITOPUTMU [Ii¥ IIPU aHAJII3i BUKOHAHHS BUMOT, 1O LO3BOJISIE MIIABUILIUTY TOCTOBIPHICTh
OIIiHIOBaHHS; 3) YIOCKOHAJIEHO MTOKAa3HUKY IJIMOUHM [leTaizalii Ta 4iTkocTi GOopMyBaHHS BUMOT 10 KibepbesneKku
IIJIIXOM Kilacugikallii BUMOT 3 ypaxyBaHHSIM MOSKJIMBOCTI iX €KOMII03U1lii, @ TAaKOXK HasSIBHOCTI, TUITy i CTPYKTypU
CBiJIOLITB P€aJi30BHOCTI, 1110 JO3BOJISIE OLIiHUTY T'PaHUYHi 3HAYEHHSI METOTUYHHUX ITOXUOOK MIPU OLiHIOBaHHI Ta
copmyBaTi peKoOMeHialLlii oo neTasnizanii BUMOT; 4) OTPUMAaB MOaJIbIIOr0 PO3BUTKY METOZ, 3a0e3eYeHHs
indopmauiitnoi Kibepbesnexu 11PPOBUK KOMIIOHEHTIB i CCTeM Ha IPOrpaMoBHIl JIOTilli, IKUH, Ha BigMiHY Bif,
BiZJOMUX, aHaJIi3y€e HEBiAIOBIIHOCTI BUMOT 3 BUKOPMCTAHHSAM NIPOLIEAYP ONMUCY BPA3JIMBOCTEN i OLIHKM KPUTUYHOCTI
HaCJIiAKIB BTPy4YaHb, a TAKOK BUBHAUEHHSI MHOKMHU KOHTP3aXO[1iB 32 KpUTEpieM «Oe3reKa-BapTiCTh», O 03BOJISIE
3MEHIIUTY PU3UKU JI0 TPUMHATHOTO PiBHS. 3alpPOIIOHOBAaHI METOY i 3aC00M O3BOJISIIOTH MiJBULTUTH

IIOCTOBIPHICTb OIiHIOBaHHS i 3a6e3neyeHHs] BUKOHAHHS BUMOT 10 Kibep6e3neKky CUCTeM Ha IPOrpaMOBHil JIOTILL.

2. The dissertation is devoted to the development of methods and tools for ensuring the cybersecurity
requirements compliance of the programmable logic systems. The scientific results are: 1) for the first time, a case-
oriented method for the cybersecurity evaluation of digital components and systems on programmable logic is
proposed, which is based on using a set of interrelated formal and semi-formal procedures and analyzing possible
gaps in the evaluation, that allows increasing the safety and security requirements assurance; 2) the ontological
model and notation for cybersecurity evaluation of programmable logic - based systems is improved, which unlike
the known ones, takes into account its process-product vulnerabilities and additional decomposition with the
introduction of algorithms of requirements compliance actions, which allows increasing the reliability of the
evaluation; 3) the indexes of cybersecurity requirements clarity and depth detail are improved taking into account
the possibility of their decomposition, as well as the presence, type, and structure of evidence of its
implementation, which allows to estimate the limits of methodological errors in the evaluation and to formulate
recommendations concerning the requirements detailing; 4) the method of cybersecurity ensuring for digital
components and systems on the programming logic have been further developed, which unlike the known ones,
allows analyzing the discrepancies of the requirements using the procedures for describing the vulnerabilities and
assessing the criticality of the consequences of the intrusions as well as the defining of a set of countermeasures
by the «cybersecurity-cost» criterion, that allows risk reduction to an acceptable level. The proposed methods and
tools allow increasing the evaluation reliability and ensuring the cybersecurity requirements compliance of
programmable logic systems.
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