O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iKOBHI HOMeP: 0419U000086
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 08-01-2019

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Inngmenko Oser OjieKCaHaPOBUY

2. Illiashenko Oleg Oleksandrovych
KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: kanguzaar Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIndp HayKoBOi creniaibHOCTI: 05.13.05

Ha3zBa HayKoBOi CIeniaIbHOCTI: KoMII'I0TepHi CHCTEMM Ta KOMIIOHEHTH

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

Jara 3axHcTy: 20-12-2018

CnenianbHICTB 32 OCBiTOMO: CriernianizoBaHi KOMIT'IOTEPHi CUCTEMU

Micue po6oTH 3400yBaya: HaujoHnanbHuii aepokocmiunumii yHiBepeutet im. M.€. JKyKoBcbKoro "XapKiBChKuii

aBialifiHMM iHCTUTYT"

Kopg 3a €IPIIOY: 02066769

Micne3Haxoa>KeHHS: Bys. Ukanosa, 17, m. Xapkis, XapKiBCbKuii p-H., XapKiBcbka 0671, 61070, Vkpaina

dopma ByracHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHoi BYU€HOI pagHy (Pa30Boi Creliaai30BaHOl BYEHOI paju). [l 64.050.14

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuMil TEXHIYHMIA YHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: By Kupnnuosa, 2, M. XapkiB, XapkiBcbkuii p-H., Xapkiscbka 061., 61002, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMeHYBaHHSI IOPHUAUYHOI 0COOM: HauioHanbHuil aepokocMiuHumii yHiBepeuteT im. M.E.
JKykoBcbKOro "XapkiBCbKUM aBiallilHUI iHCTUTYT"

Kopg 3a €IPIIOY: 02066769

Micue3Haxoa>KeHHS: By/. Ukasosa, 17, M. Xapkis, XapKiBcbKuii p-H., XapkiBcbka 0671, 61070, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio
Moga guceprariii:
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Tema guceprauii:
1. Metopu i 3aco6u 3a6e3nedyeHHsI BUKOHAHHS BUMOT 10 Kibep6e3rnekyu CUCTeM Ha MMPOrPaMOBHIi JIOTilli

2. Methods and means of the cybersecurity requirements compliance ensuring for programmable logic systems

Pedepar:

1. Incepraliito IpUCBSIYEHO PO3POOJIEHHIO METOIB i 32C00iB 3a6€311€4€HHsI BUKOHAHHS BUMOT [10 KibepOesneKku
CHCTEM Ha [IPOrpaMoBHil jiorini. HaykoBMMY pesyibTaTamu € HACTYIHi: 1) Briepiue 3anpornoHoBaHnii METOz, KENC-
OpiEHTOBAHOTrO OLiHIOBaHHS Kibepbe3neku nu@PoBUX KOMIIOHEHTIB i CUCTEM Ha ITPOTPAMOBHIH JIOTiIi, IKUi
6a3yeTbCs Ha BUKOPUCTAaHHI MHOXKMHM B3a€MOIIOB s13aHMX (POPMasIbHUX i HaniBpopMaIbHUX IPOLEeAYP Ta aHali3i
MO>KJIMBUX TIOMUJIOK IIPY OLIiHIOBAaHHi, 10 JO3BOJISIE MiABUIIUTY PiBEHD 3all€BHEHHS BUKOHAHHS BUMOT; 2)
yIOCKOHAJIEHO OHTOJIOTIYHY MOJI€JIb Ta HOTALIO 715 OLiHIOBAaHHS KibepOe3reKy CUCTeM Ha ITPOrpaMOBHil JIOTiLy,
gKa, Ha BiIMiHY BiJ BiJOMUX, BPaxOBYye iX IIPOL€CHO-TIPOAYKTHI BPa3JIMBOCTI Ta IOJATKOBY IEKOMIIO3UIIil0 BUMOT, a
TaKOXX BBOJUTb AJITOPUTMU [Ii¥ IIPU aHAJIi3i BUKOHAHHS BUMOT, 1O [03BOJISIE MIIABULIUTY TOCTOBIPHICTh
OLIiHIOBaHHS; 3) YIOCKOHAJIEHO MTOKAa3HUKY ITIMOVHM [leTasizanii Ta 4iTkocTi GopMyBaHHS BUMOT 10 Kibepbesneku

MIIIXOM Kilacugikallii BUMOT 3 ypaxyBaHHSIM MOJKJIMBOCTI iX J€KOMITI03Ullii, 8 TAaKO>K HAsSIBHOCTI, TUITY i CTPYKTypHU



CBiZIOLITB peasi30BHOCTI, 10 103BOJISIE OL[iHUTY TPAaHUYHI 3HAUE€HHSI MeTOAMYHUX [TI0XUOOK IIPY OLiHIOBaHH] Ta
copmyBaTH peKoMeHIaLlil oo feTasnizalii BUMOT; 4) OTPUMAaB MOajbIIOr0 PO3BUTKY METOZ, 3a0e3eYeHHsI
iHdopmauiitHoi Kibepbesnexu 11MPPOBUX KOMIIOHEHTIB i CUCTEM Ha NPOrpaMOoBHIl JIOTilli, IKUM, Ha BigMiHY Bif,
BiZJOMUX, aHaJIi3y€ HEBiAINOBIIHOCTI BUMOT 3 BUKOPMCTAHHAM NIPOLIEAYP ONUCY BPA3JIMBOCTEN i OLIHKM KPUTUYHOCTI
HACJIiJKiB BTPy4aHb, a TAKOXX BU3HAYEHHS MHOKMHY KOHTP3aXO0ZiB 32 KPUTEPieM «Oe3IeKa-BapTiCTb», IO JO3BOJISIE
3MEHIIUTY PU3UKU 10 TPUMHATHOTO PiBHS. 3alpOIIOHOBaHI MeTOAY i 3aC00U O3BOJISIIOTH MiJBULITUTH

IOCTOBIpHICTb OLIiHIOBaHHS i 3a6€3I1€4eHHs] BUKOHAHHS BUMOT 10 Kibep6e3eku CUCTeM Ha IIPOrpaMOBHill JIOTiLL.

2. The dissertation is devoted to the development of methods and tools for ensuring the cybersecurity
requirements compliance of the programmable logic systems. The scientific results are: 1) for the first time, a case-
oriented method for the cybersecurity evaluation of digital components and systems on programmable logic is
proposed, which is based on using a set of interrelated formal and semi-formal procedures and analyzing possible
gaps in the evaluation, that allows increasing the safety and security requirements assurance; 2) the ontological
model and notation for cybersecurity evaluation of programmable logic - based systems is improved, which unlike
the known ones, takes into account its process-product vulnerabilities and additional decomposition with the
introduction of algorithms of requirements compliance actions, which allows increasing the reliability of the
evaluation; 3) the indexes of cybersecurity requirements clarity and depth detail are improved taking into account
the possibility of their decomposition, as well as the presence, type, and structure of evidence of its
implementation, which allows to estimate the limits of methodological errors in the evaluation and to formulate
recommendations concerning the requirements detailing; 4) the method of cybersecurity ensuring for digital
components and systems on the programming logic have been further developed, which unlike the known ones,
allows analyzing the discrepancies of the requirements using the procedures for describing the vulnerabilities and
assessing the criticality of the consequences of the intrusions as well as the defining of a set of countermeasures
by the «cybersecurity-cost» criterion, that allows risk reduction to an acceptable level. The proposed methods and
tools allow increasing the evaluation reliability and ensuring the cybersecurity requirements compliance of
programmable logic systems.
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