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BUMHEHUX Yy KibeprnpocTopi

2. The Peculiarities of proof during the pre-trial investigation of criminal offenses committed in cyberspace

Pedepar:

1. luceprarnis € nepummnM y BiTYM3HSIHIN Haylli KPUMIHAJIBHOTO NIPOLECY KOMIUIEKCHUM JIOCJiIKEHHS TEOPETUYHUX
Ta IPaKTUYHUX NIPO6JIeM OKa3yBaHHS MPU 37ilICHEHH] JOCYLOBOrO PO3CilyBaHHS KPUMiHAJIBHUAX
IIPaBOINOPYLIEHb, BUNHEHUX Y KibeprpocTopi Ha ocHOBI nosnoxeHb KITK Ykpainu 2012 poky. Ha nincrasi
y3arajabHEHHS JOKTPUHAJIbHUX HANPalOBaHb, aBTOP BUOKPEMJIIOE OCHOBHI HaNPSIMU JOCIIiIPKEHHS [TPo6iemM
PO3CIlifyBaHHS KpUMiHaIbHUX IPABOIIOPYIIEHb, BUNHEHUX Y KibepIpocTopi, ceper, akux: 1) HayKoBi JOCiIKeHHs],
[IPUCBSYEHI KPUMIHAMICTUYHUM NIPO6JIeMaM PO3CIIilyBaHHS KPUMiHAJIIbBHUAX [IPABONOPYIIEHb, BYNHEHUX Y
KibeprpocTopi; 2) HayKOBi LOCIIiIKeHHS, IPHUCBSIYEH] KpUMiHaNICTUIYHUM IIPOGIEMaM PO3CliLyBaHHS; OKPEMUX
KaTeropiil KpUMiHa/IbHUX [IPAaBONOPYIIEHb, BUMHEHUX Y KibepIpocTopi 3) HAyKOBi JOCTIiI’KEeHHS], SIKi IPUCBSIYEHI
IIMTaHHSM BUKOPUCTAaHHS €JIEKTPOHHUX Ta IU(PPOBUX JOKa3iB Y KPUMiHAJIbHOMY NIPOLIECYaIbHOMY [1OKa3yBaHHi; 4)
HayKOBi JOCJIIIKEHH, SKi IPUCBAYEH] TMTAHHAM BUKOPUCTAHHA CIleljaJIbHAX 3HaHb [IPU PO3CiAyBaHHi

KpUMiHaJIbHUX [1PaBOIIOPYIIEHb, BUNHEHUX Y KibepIIpOCTOpi; 5) HAYKOBi AOCJIIPKEHHS, IPUCBSIYEeH] INTaHHIM



KPUMIHOJIOTIYHOTO aHasi3y Kibep3/I04MHHOCTI Ta pO3POOKY 3aX0/1iB IPOTUIl LIbOMY SIBULY; 6) HAYKOBi
IOCJIiIKeHHS, IPUCBIYeHI TUTAaHHSAM MIXXHAPOHO-TIPABOBOrO CIIiBPOOITHULITBA ¥ cdepi 60pOTHOU 3i 3I1I0UUHHICTIO;
7) MbKIUCHUTUTIHAPHI TOCiIKeHHS TpobJieM NPOTUii Kibep3J10YMHHOCTI Ta AOCTiI>KeHHs MPOTUIii

KiGEP3JI0UMHHOCTI y MeXaxX iHIINX rajay3e HayKu.

2. The dissertation represents the first comprehensive and systematic study in the national science of criminal
procedure devoted to the theoretical and practical problems of proof in the course of the pre-trial investigation of
criminal offenses committed in cyberspace, carried out on the basis of the provisions of the Criminal Procedure
Code of Ukraine of 2012, contemporary doctrinal approaches, judicial practice, and international legal standards.
On the basis of a generalization and critical analysis of doctrinal developments and scholarly sources, the author
identifies the principal directions of research concerning the problems of investigating criminal offenses
committed in cyberspace. These include: 1) scientific studies devoted to forensic and criminalistic issues of
investigating criminal offenses committed in cyberspace; 2) research focused on the peculiarities of investigating
specific categories of cyber-related criminal offenses; 3) studies addressing the use of electronic and digital
evidence in criminal procedural proof; 4) research concerning the application of special knowledge and expertise
in the investigation of such offenses; 5) criminological studies aimed at analyzing the phenomenon of cybercrime
and developing measures for its prevention and counteraction; 6) works devoted to issues of international legal
cooperation in combating crime; and 7) interdisciplinary research on countering cybercrime within the framework
of other branches of scientific knowledge.
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