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Pedepar:

1. Incepraliis npucBsYeHa aKTyaabHil 3a7a4i ninBumeHHs e(peKTUBHOCTI CUCTEMU OXOPOHU 30POB'S LIJISIXOM
nobynosu Enexrponnoi Cucrtemu OXopoHU 310pOB’s, KOTpa 3a6e31e4uThb 36ip, 00poOKyY Ta 36epe’KeHHsI NaHUX
Nalj€eHTa; O3BOJIUTD iHTEerpyBaTH icHytoui cuctemu EMK Ta 3a6e3ne4uTb MOXJIMBOCTI IJ1s1 MiTKII0YEHHS CEPBiCiB
CTOPOHHIX opraHizauiil. [TpoananizoBaHo icHy04i nigxonu no iHpopmarusanii MeAMYHUX IPOLECiB Ta TI0KA3aHO iX
CHHEPTilo 32 paxyHOK 30i/bIIeHHS 00’eMy 3i6paHMX MEIUYHUX JAHUX i, SIK HACTIIOK, OTPMMAaHUX 3 HUX 3HAHb.
[TokaszaHo nepesary cepBiC-Opi€eHTOBaHUX apXiTEKTyp B KOHTEKCTI JaHOi 3aadi. 3alipOIOHOBAaHO METOJ, IIOIIYKY

CEPBiCiB, 32aCHOBAaHNUI1 HA NIOPiBHIHHI Mogenel AP, NOK/INKaHM MiIBULIUTH €(PEKTUBHICT PO3POOKM HOBUX



koMnoHeHTiB ECO3 muigxom nepeBMKOPUCTAHHS iCHYI0UO0I (PYHKLIOHAIBHOCTI. KitacngikoBaHO Bpa3aMBOCTi
OKpPeMUX KOMIIOHEHTIB CCTEMH Ta PO3IJISIHYTO UJISIXU yOe3nedeHHs JaHUX KopucTysavya. Hamani pekomenpanii go
1100yJ0OBY apXiTeKTypPH MOXYTb 6YTH BUKOPUCTaHUMU I1py po3pobui ECO3, 3akpinyenoi B 3akoni Ykpainu «IIpo
Iep>kaBHi (piHaHCOBI rapaHTii MEIMYHOrO 0OCIYTOBYBaHHS HacejeHHs» (Big 19.10.2017 Ne 2168-VIII, penakuig Bif,
01.01.2021), Ta po3MmMpPIOIOTS ii MOTEHLia 6inbll MOBHO peasi3ylouu piBeHb B3aeMO/Iil Mal[ieHTa 3 CUCTEMOIO.
Po3rysiHyTO BUKOpPUCTaHHS NPUKiHIIEBUX 00UYMCIIEHb /IJ1S1 MOHITOPUHTY CTaHy NaljieHTa Ha MPUKJafi IporpaMHO-
arnapaTHOro KOMIUIEKCY BU3HAUEHHS AMXaHHY nauieHTa. [TokazaHo Taki nepeBaru 06po6Ky CUTHAJiB MEPEX
HaTiJIbHUX JATYMKIB IK MOXKJIMBICTb OTPMMAaHHS Ta Ilepefadi Ha akTyaTOPU Pe3yybTaTiB aHasi3y B peajbHOMY 4Yaci,
[iABUILEHY aBTOHOMHICTh CUCTEMU, a/IKe 3HUKA€ HEOOXiIHICTh IIOCTIMHOIO 3B'I3KYy 3 XMapolo, yoe3rnedyeHHs JaHUX
KOpUCTYBaya LIJIIXOM MiHiMi3alil ix mepegadi B xmapy, L0 3HaYHO 3HMWKY€E PU3UK aTaK TUITY «JIIOJMHA [I0OCEPEIUHI».
3anponoHOBaHO HOBI METOYM NOOY0BY KPAOBUX MEPEX Ha OCHOBI rpadiB, KOTPi J03BOJISIIOTh PO3NOAITISTH

064K CIIOBaNIBbHI 3a/1a4i BcepenuHi cebe BifIoBiIHO 10 OCOGIMBOCTEN Ta MOTYKHOCTE!N OKpPEMUX BY3JIiB CUCTEMHU Ta
3MEHIUINTYU HaBaHTKEHHS Ha XMapHY iHPpacTpyKTypy. JaHuil MeTO, € yIOCKOHANIEHHIM Tpaauliiinux IoT-
apxiTeKTyp, afiKe IO CyTi J03BOJISIE NIPEACTABIISITY IPUKIHIIEB] By3JIU SIK CE€pBicH i 3abe3nevyye MOXKIINBICTb
KomMno3uuii ix ¢pyHkuioHany. [loenHaHHS KpalloBUX OOYKCIIEHb B MEPEXKAX HATIJIbHUX CEHCOPIB Ta XMapHOi YaCTUHU
ECO3 no3Bosisie epeKTUBHO 36MpaTu, 00po0bJIsaTy, 30epiraty Ta HaAABATU NOCTYII 10 AAHUX MallieHTa,
3a0e31e4youy MOCTiHMI MOHITOPYHT MOTO CTaHy; HaJlalouu 6isibll NOBHY iHGOpMaLLilo 117151 AiarHOCTUKHU Ta
JIiKyBaHHSI JliKaplo; IEPEBUKOPUCTOBYBATU 3i6paHy iHpOpMalilo B HAYKOBUX LiJISIX Ta [J1s1 300py CTaTUCTHUKM i

[IPUMHATTS pillleHb, [0 CNIUPAIOTLCA Ha JaHi Jlep>)KaBHUMU OpraHaMMU.

2. This thesis is focused on solving actual problem of improving healthcare system’s efficacy by introducing
Electronic Healthcare System (EHS), which will enable collection, processing, and persistence of patient’s data,
integrate existing PHR solutions and provide pluggable connectivity for third parties. Existing approaches to
digitalization of healthcare domain were analysed, and synergy of applying them together caused by increased
amount of data available in the system and, as a result, extracted knowledge was shown. Advantages of applying
Service-Oriented Architecture to given task were shown. Using ontology-based service discovery was proposed
aimed to improve the efficacy of new service development by reusing already existing functionality with matching
criteria being defined as sum ontology-based distance of respective API models and convolution of QoS
requirements’ conformity. Classification of threats of various EHS components was performed and methods to
mitigate found vulnerabilities were proposed. Utilization of blockchain with combined proof-of-authority, proof of
stake and proof-of-conformance consensus is suggested to guarantee patient’s data integrity and ensure
regulatory compliance requirements. To mitigate performance and privacy drawbacks of shared Hyperledger it is
suggested to use it as an index pointing to data stored on the third-party services with an additional benefit of
precise authorization boundaries. Suggested methods of system design can be used in the implementation of EHS
specified in the Law of Ukraine "On state financial guarantees of health care" (from 19.10.2017 N2 2168-VIII) and
expand its potential by closer integration of patient’s interactions layer. Usage of fog computing for continuous
patient monitoring is introduced with an example of computer appliance for user’s breath detection. Advantages of
processing body sensor network’s signal on the edge were shown including increased system autonomy, reduced
feedback latency, improved security of sensitive data due to restrictions on transferring measurements to the
cloud resulting in lower chance of man-in-the-middle attacks. Novel graph-based fog computing network model,
which allows distribution of computational task in the edge networks with the regard to the varying capabilities
and resources of each node was developed and evaluated in the simulated environment. In this model smart
sensors are regarded as services allowing other system components to consume their capabilities, improving
networks robustness and redundancy. Algorithm of preservation of most meaningful data based on cumulative
moving average for caching measurements on storage-restricted intermediate fog nodes with an algorithm to
mitigate consequences of edge network fragmentation. The combination of edge computing inside body sensor
networks and cloud-based EHS modules provides effective collection, processing, persistence, and access to user’s
data bound with continuous patient monitoring; provides increased volume of meaningful information for
diagnosis and treatment to the physicians; allows to reuse gathered information for scientific purposes; makes



possible for governmental agencies to collect statistics and make data-driven decisions.
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