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2. Methods and means of identification of computer systems of critical application state for information protection

Pedepar:

1. Incepraliito NpUCBSYE€HO MiJBUIIEHHIO ONIePATUBHOCTI Ta JOCTOBIPHOCTI ieHTH}iKaLii CTaHy KOMITIOTEPHUX
CHCTEM KPUTUYHOTO 3aCTOCYBaHHS IIJISIXOM PO3POOKY Ta yIOCKOHAJIEHHS! METO/IiB Ta 3aC00iB PO3IIi3HaBaHHS
aHOMaJlill Ta 3710BXKUBaHb. [IpoBeieHO aHali3 HayKOBO-TeXHiYHOI Tpobsiemu ineHnTudikauii crany KCK3 nis
3aXUCTy AaHUX. BUKOHAHO MOPiBHAJBHI JOCTIIKEHHS iCHYI0OUMX METOIB Ta BiTOMUX KOMITIOTEPU30BAHMUX CUCTEM
inenTudikanii crany, BUsIBJIEHO psifi, 0OMEXKeHb iX BUKOPHCTaHHS. 3p06JIEHO BUCHOBOK IIPO IIePCIEeKTUBHICTD
HaIpsIMKY PO3pOOKY Ta JOCJiI)KEHHS KOMIJIEKCHUX MeTofiB ineHTudikauii crany KCK3. Po3pob6sieHo cxemy
inentudikaunii crany KCK3, sika Bkimovae nigcucreMy igeHTuikauii aHomasii ta 3710BkuBaHb. CHHTE30BaHO
KpuTepii oLiHKM iHPOPMATUBHOCTI TOKa3HUKIB PyHKIioHyBaHHS KCK3. BUKOHaHO MOZEepHi3allilo MeTOLy

IVCKPUMIHAHTHOTO i KJIaCTEPHOTO aHaJli3y 32 YMOBU HEUiTKUX BUXITHUX JaHUX. PO3p06JIeHO €eKCIIEPTHY CUCTEMY 3



HENPOAYKLIMHUM MEXaHi3MOM JIOTiYHOTO BUBEMIEHHS, 1110 JO3BOJINJIO BUKOHATH ineHTUdikawio crany KCK3 3
HeoOMeXXeHMM 4K CJIOM KOHTPOJIbOBAaHUX ITOKa3HMUKiB. Po3pobiieHo ekciipec-meTtoy, ineHtudikanii crany KCK3 Ha
OCHOBi KOMIIJIEKCHOTO BUKOPUCTAHHS CTAaTUCTUYHUX MeTOZiB Kiacudikauii, o Bkiaoyae BDS-TecTyBaHHs, OLiHKY
[IOKa3HMKIB XepcTa Ta KOHTposibHUX KapT lllyxapra, CUSUM ta EWMA, 1m0 103B0JIMIIO 301/1bIUTY JOCTOBIPHICTh
inenTudixaunii BTopriens B KCK3. CuHTe30BaHO HOBUII TIOKa3HMK HOpMasbHOro ¢pyHKuionyBaHHs KCK3, Ha 0CHOBI
BDS-cratuctuky, IKAi Bifpi3HAETHCS Bif, BIZOMUX BUKOPUCTAHHSIM CUHTE30BaHOTO ITIOKa3HYKA I)KUTTEPa
napaMeTpiB cucTeMu. YI0CcKoHaneHo MeTo, inenTudikauii crany KCK3 Ha 0CHOBi KOMIIJIEKCHOTO BUKOPUCTaHHS
iHTeJIeKTya/IbHUX METO/IB ineHTu(iKallii, o BKJII04Yae HEMPOHHY Mepexy APT-1, cucTteMy HEYITKOrO BUBEIEHHS
Mampani Ta IMOBIpHICHMI aBTOMAT, IO MigBUILIMIIO ONIEPAaTUBHICTS imeHTUdiKkanii BroprueHs B KCK3. BukoHano
IIOPiBHSIJIbHE OCJIIZIPKEHHS Ta OL[iHKY JOCTOBIPHOCTI Ta OI1epaTUBHOCTI PO3PO6IEHNX METOiB Ta 3aC00iB

inentudikanii anomasniit Ta 3snoBxuBanb B KCK3, HamaHo npakTU4Hi pekoMeHaanii

2. The thesis is dedicated to the enhancement of efficiency and reliability of the identification of the computer
systems of critical application state by means of development and improvement of methods and means of
recognition of anomalies and abuses. A scheme of the identification of the CSCA state that includes the subsystem
of the anomaly and abuse identification was proposed. The basis of performance of the abuse identification
subsystem is complex use of intelligent classification methods that includes the neural network ART-1, the
improved models of fuzzy output and the probabilistic automaton. Complex use of the statistical methods of
classification and the decision support systems based on discriminant, cluster and Bayes classifiers. Enhancement
of the discriminant analysis method under the condition of fuzzy input data was performed for the two-alternative
classification. It was based on the analogies of theoretic and probabilistic characteristics of fuzzy numbers,
particularly, the expected value, the dispersion of correlation coefficients, used for the standard calculation
scheme by means of the solution of the linear equation system and the classification of the object state. In the
present work the enhancement of the cluster analysis under condition of fuzzy specification of the point
coordinates (the results of measurements of controlled parameters) and the centers of cluster groups, defined by
membership functions, was done for the multi-alternative diagnostic. The procedure of the comparison of fuzzy
distances between the objects of clustering and the group centers, based on the comparison of fuzzy function of
distance difference with zero was proposed. The rules for the result treatment of the comparison of fuzzy number
with zero were developed. A criterium of self-descriptiveness estimation of the performance parameters of CSCA
under fuzzy input data, the value of which belongs to the final range, does not depend on the parameter
membership function type and on the rules of inclusion of the function into evaluation expression, was found. The
self-descriptiveness rate of the controlled fuzzy parameters, described by gaussian, exponential functions of
membership and the criterium based on the surface evaluation of the area of intersection of the state membership
functions was developed. An expert system with non-productional mechanism of logic inference based on
modified Bayes classifier was created for identification of the CSCA state with infinite numbers of controlled
parameters. An express method of identification of the CSCA state relied on complex use of statistic methods of
classification including BDS test, the evaluation of Hurst exponent and Shewhart charts, CUSUM and EWMA, as
components of the subsystem on anomaly recognition, was worked out. A new parameter of normal performance
of CSCA based on the jitter value of the system was synthesized and a template of normal behavior of CSCA arising
from BDS test and Hurst exponent values was proposed. The templates of the normal system state of CSCA relying
on Shewhart charts, CUSUM and EWMA were built. A classification method of CSCA state based on the neuron
network ART-1 that included complex use of ART-1blocks was developed. The use of the proposed method
improved the efficiency of identification of the CSCA state. A method of identification of the CSCA state relying on
the system of fuzzy output, which differs from the well-known by the use of minimization procedure of number of
rules linking input and output fuzzy variables, was suggested. It allowed to improve efficiency of the identification
of CSCA state. On the basis of ROC-analysis a comparative study and an estimation of reliability and efficiency of
developed methods and means of anomaly and abuse identification in CSCA was performed. Practical
recommendations on the use of the methods and means of the anomaly and abuse identification of the CSCA were
proposed.
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