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2. Information technology for the detection and analysis of anomalous events for the protection of computer
networks of small and medium-sized enterprises based on blockchain.

Pedepar:

1. B po6oTi BupilIeHO aKTyaJbHE HAayKOBE 3aBJJaHHS 3 PO3POOKU MOJesiel Ta METO/iB 1Jis1 iHpopMaLiliHOI TeXHOJIOTI]
3aXMCTy KOMITIOTEPHUX MEPEXK, 3 BpaXyBaHHSAM OCOOJIMBOCTEN MEPEXK MAJIUX Ta CEPEHIX MiJIIPUEMCTB, SIKi
0a3yI0ThCsl HA MeTOMax 30epiraHHs Ta nomvpeHHs iHpopmaii Ha ocHoBi blockchain Texnosorii. Kpim toro,
Ba)KJIMBYM € 3aBJIAHHS BU3HAYEHHS apXiTeKTypy iHpOpMaLiliHOI CUCTEMU BUSIBJIEHHSI BTOPTHEHD 711 MEPEXK MaJIUX
Ta CepeHIiX MianpremcTs, sika Bukopuctosye blockchain komnonenTn. O6’'€KTOM IOCIiIKeHHS € iHPpopMaliliHi
IIPOLIeCU B CUCTeMax 3a0e3eyeHHs 3aX1CTy Bifl Kibep3arpo3 Ta aHOMaIbHOTO TPadiky KOMITIOTEPHUX MEPEX.
[IpenmeToMm JoCifKeHHs 6y10 06paHO METOY, MOZEJIi Ta eJIeMEHTH iH(pOpMallifiHOI TEXHOJIOTii K0J1abOpaTUBHOIO
3axXUCTY Bif KibepaTak Ta aHOMaJIbHOTO TPaQiKy 17151 KOMITIOTEPHUX MEPEX MaJIMX Ta CePEIHIX MiApUeMCTB Ha

ocHOBi blockchain Texnosorii. MeToo fucepTauiiHOro LOCHiIyKeHHs € MinBUllleHHs ePeKTUBHOCTI 3aXUCTY



KOMITIOTEPHUX MEPEX MaJIiX Ta CEPeHIX IMiANPUEMCTB Ha OCHOBI GJIOKYEITH TeXHOJIOTIi. 3aBOaHHS AOCTiIKEHHS
noJisirae B IOGYZOBi MOZeJIi pO3IIOZiNeHoi cuCTeMu 3aX1UCTy KOMITIOTEpHUX Mepex Ha ocHOBI blockchain,
CIIMPAIOYMCh Ha pe3yJIbTaTH aHaJli3y OCHOBHUX 3arpo3 J1s1 KOMII'IOTEPHUX MEPEXK, 30KpEMa, MEPEK MaJIuX Ta
CEpenHiX MigNpUeMCTB. B OCHOBY METOZ0JI0TIi JOCIII)KEHHS TIOKJIAIEHO iMiTaliliHe MopesntoBaHHs, UML
[IPOEKTYBaHHS KOMIIOHEHTIB 6JIOKYeH TeXHOJIOTil, MeTOAY MAaTEMaTUIHOTO MOZEJIIOBAHHS 1711 BUBHAYEHHS
ONTUMAJIbHUX NIapaMeTpiB 6JI0KYEH MifcucTeMu. MeToay eKCIIepTHUX OL[iHOK BUKOPUCTOBYBAJIMCH J1J1s
KOPEKTHOT'O BUOOPY TUIIOBUX aTaK Ta HAaBaHTaKE€Hb HA aTaKOBaHi CUCTEMH IIPU NOOYAOBI iMiTalliMHUX MOJeIeN.
MeTonu 06’eKTHO-OPiEHTOBAHOrO aHasi3y Ta GyHKIIOHAJIbHOTO MOJIEIIOBaHHS, 30kpemMa, SADT nmpoeKTyBaHHS,
BHMKOPHCTaHi IIpU KOHLeNTyani3aujii 6i3Hec-mponecis y HoTtaujii IDEFO, ski 6ysu B34Ti 32 OCHOBY I1py ITPOEKTYBaHHi
iHopmarliitHoi TeXHOJIOrii BUsIBJIEHHS Ta aHaJIi3y aHOMaJIbHUX MO J71s1 3aXUCTYy KOMITIOTEPHUX MEPEX MaJIUX Ta
CepeJHixX MiAnprueMcTB Ha 0CHOBI blockchain. OcHOBHI pe3ysibTaTh LOCIIIKEHHS Ta HAYKOBA HOBM3HA POOOTH
II0JIATAIOTh Y PO3POOL METOIIB MOZEJIEH Ta AITOPUTMIB 3aXUCTy KOMITIOTEPHUX MEPEX MAJIMX Ta CEPEIHIX
nipnpuemcts Ha ocHoBi blockchain. Ha ocHOBI aHani3y akTyasibHUX 3arpo3 [1jis1 KOMITIOTEPHUX MEPEXX MajiuX Ta
CepeJHiX MiAIPUEMCTB BU3HAUYEHO HAMOiIbII e(PEKTUBHI METOIU Ta 3aCO0M 3aXUCTY TAKUX MEPEX i3 BpaxyBaHHSIM
0Cco6MBOCTEN iX (PYHKIIIOHYBaHHS Ta €KCIIyaTallii. B poboTi 3arpornoHOBaHO Nepesiik OCHOBHUX Klacu(ikaTopiB
17151 iHdopMaLifiHOI TeXHOJIOTII 3aXHCTy KOMITIOTEPHUX MEPEX, 110 MOXKYTb 6yTU 00’€JHAHI B KOMIJIEKCHU
Ky1acu@ikaTop AJ1s MiABUIeHHS] TOYHOCTI BUSIBJIEHHS HE BiJOMUX aHOMAaJIbHUX IOJIill PO3IIOIiIEHOI0 CUCTEMOIO
BUSBJIEHHS] BTOPrHEHb. PO3p06IeHnI MeTO[I, ITiABUILLIEHHS e(EeKTUBHOCTI BUKOPUCTaHHS pecypciB blockchain
iICHCTEMOIO OLiHIOE MOBIPHICTb YCIIIIIHOTO CTBOPEHHS 0JIOKY Ta J03BOJISI€ 3HU3UTU CIIOKMBAHHS PECYPCiB
blockchain nincrucremoro. Briepiie po3pobseHa KOHLENTyalbHa MOZEJIb po3NofineHoi iHpopmalliiiHoOi cuctemu
BUSBJIEHHS Ta aHAJIi3y aHOMAJIbHUX NOJil B KOMITIOTEPHUX MEPEXKaX MAJIUX Ta CEPEHIX MiAIPUEMCTB, IKa Ha
BiIMiHy Bif] icHytouux MicTuUTh blockchain KOMIIOHEHT /1151 BUSBJIEHHS], HAKONIMYEHHSI, 30€pEXXEHHS Ta CIiJIbHOTO
BHMKOpHCTaHHs iHpopmaliii mpo aHoMasnbHi nofii Ta 6710k MysbTUKIacudikaTOpa AJ1s1 BU3HAaYEHHS HassBHOCTI
3arposu, o J03BOJIsE MiABUIIUTY IIBUANIKICTh pEaryBaHHs Ha HEBiIOMI aTaky; Briepie 3aripOIIOHOBAaHO METO
BHMOOPY IIPOTOKOJTY KOHCEHCYCY /11 PO3IOJiNEeHOI CUCTEMU BUSIBJIEHHS! BTOPTHEHb Ha OCHOBI blockchain, sikuii Ha
BiMiHY BiJi iCHYI04MX BpaxOBy€ BUMOTH [10 OGJIalHAHHS, MacIITabyBaHHS Ta KEPyBaHHS YIaCHUKAMU CUCTEM
BUSIBJIEHHS] BTOPTHEHb B KOMITIOTEPHI Mepexi, 1110 3abe3levye NiATPUMKY IIPUNHSTTS pillleHb IIPYU [IPOEKTyBaHHi
CHCTEM 3aXUCTy KOMITIOTEPHUX MEPEX MaJIUX Ta CEPEJHIX MiANprUeMCTB. YI0CKOHAJIEHO METO], KOHCEHCYCy PoS
blockchain texHoorii, sKMI Ha BifMiHY Bill iCHYI0YMX, BUKOPUCTOBYE B SIKOCTi 3Ha4€HHS CTaBKU Yac pPOOOTHU By3Ja B
posrozineHin cucremi i o3Bossie BukopucroBysatu blockchain gyis nenenTpasnizoBanoro 36epiraHHs JaHAX
PO3II0fiNeHo0i cUCTeMU BUSIBJIEHHSI BTOPTHEHD B KOMITIOTEPHI Mepexki Mayiux Ta cepelHix nianpuemcts. Habyma
[IOA/IBLIIOTO PO3BUTKY (PYHKLIOHAIbHA MOJIEJIb PO3IOAiIEHOI CUCTEMU 3aXMCTy KOMITIOTEPHUX MEPEXK HAa OCHOBI
blockchain TexHosorii 17151 BUSIBJIEHHS, HAKOIIMYEHHS, 30€pEeXXeHHS Ta CIIJIbBHOTO BUKOPUCTAHHS iHpopmalii npo
aHOMaJIbHi NOJIil, sSIka BU3HA4Yae OCHOBHI BXiNHi, BUXi[IHi TapamMeTpy, 0OOMEXXEeHHS Ta peCypcH 3 TpboMa pPiBHSAMU
IeTasizallii Ta € OCHOBOIO [J1s1 IPOEKTYBaHHS CUCTEM 3aXUCTy KOMITIOTEPHUX MEPEXK MAJIMX Ta CEPEIHIX
nignprueMcTB. [IpakTUYHe 3HaU€HHS OTPUMAaHUX Pe3yJIbTaTiB [10JIArae B TOMY, 11J0 BOHU Y CBOIlM CYKyITHOCTI
YTBOPIOIOTh HOBY iH(pOpMAaLIiiiHy TEXHOJIOTiI0 BUSBJIEHHS Ta aHaJIi3y aHOMaJIbHUX MOZIN 1715 3aXUCTY KOMITIOTEPHUX
MEepesK MaJjiix Ta CEepeJHixX MifprueMCTB Ha 0cHOBI blockchain. 3anponoHoBana iHdopMaliifiHa TEXHOJIOTisT MOXe
OyTy BUKOPUCTAHA K PO3POOHNUKAMU CUCTEM 3aXUCTy KOMITIOTEPHUX MEPEX, TaK i MEPEXEBUMU
agminictpaTopamu 1a IB crenianictamu Manux Ta cepenHix nianprueMmcTs. Po3pobiieni 6i3Hec mpolecu Ta
apXiTeKTypa € OCHOBOIO 1151 PO3POOKU 6i/IblI MOTY>)KHUX Ta PYHKLIOHATIBHUX PO3IOiIEHUX CUCTEM BUSIBJIEHHS

BTOPTHEHD.

2. The thesis addresses the current scientific task of developing models and methods for information technology
for protecting computer networks, taking into account the specifics of networks of small and medium-sized
enterprises, which are based on methods of information storage and distribution using blockchain technology.
Additionally, an important task is to determine the architecture of the intrusion detection information system for
small and medium-sized enterprise networks that uses blockchain components. The object of the research is the
information processes in cybersecurity systems and the analysis of anomalous traffic in computer networks. The



subject of the research was selected methods, models, and elements of collaborative information technology for
protection against cyber-attacks and anomalous traffic for computer networks of small and medium-sized
enterprises based on blockchain technology. The purpose of the research is to increase the efficiency of protecting
computer networks of small and medium-sized enterprises based on blockchain technology. The research task is
to build a model of a distributed computer network protection system based on blockchain, relying on the analysis
results of the main threats to computer networks, especially networks of small and medium-sized enterprises. The
research methodology is based on simulation modeling, UML design of blockchain technology components,
mathematical modeling methods for determining optimal parameters of the blockchain subsystem. Expert
assessment methods were used to select typical attacks and loads on attacked systems when building simulation
models. Object-oriented analysis and functional modeling methods, including SADT design, were used in
conceptualizing business processes in the IDEFO notation, which served as the basis for designing information
technology for detecting and analyzing anomalous events to protect computer networks of small and medium-
sized enterprises based on blockchain. The main results of the research and the scientific novelty of the work lie in
the development of methods, models, and algorithms for protecting computer networks of small and medium-
sized enterprises based on blockchain. Based on the analysis of current threats to computer networks of small and
medium-sized enterprises, the most effective methods and means of protecting such networks were determined,
taking into account the specifics of their operation. The work proposes a list of main classifiers for information
technology for protecting computer networks, which can be combined into a comprehensive classifier to improve
the accuracy of detecting unknown anomalous events by the distributed intrusion detection system. The
developed method for improving the efficiency of resource utilization by evaluating of the probability of successful
block creation, and allows reducing the consumption of resources by the blockchain subsystem. For the first time,
a conceptual model of a distributed information system for detecting and analyzing anomalous events in the
computer networks of small and medium-sized enterprises has been developed. Unlike existing models, it includes
a blockchain component for detecting, accumulating, storing, and sharing information about anomalous events, as
well as a multi-classifier block for determining the presence of threats, which allows for increased response speed
to unknown attacks. A method for selecting a consensus protocol for a distributed intrusion detection system
based on blockchain has been proposed for the first time. Unlike existing methods, it takes into account the
requirements for equipment, scalability, and management of participants in intrusion detection systems in
computer networks, providing support for decision-making when designing protection systems for the computer
networks of small and medium-sized enterprises. The functional model of a distributed computer network
protection system based on blockchain technology has been further developed for detecting, accumulating,
storing, and sharing information about anomalous events. This model defines the main input and output
parameters, constraints, and resources with three levels of detail and serves as the foundation for designing
protection systems for the computer networks of small and medium-sized enterprises. The practical significance
of the obtained results is that they collectively form a new information technology for detecting and analyzing
anomalous events to protect the computer networks of small and medium-sized enterprises based on blockchain.
The proposed information technology can be used by developers of computer network protection systems, as well
as network administrators and IT security specialists of small and medium-sized enterprises. The developed
business processes and architecture serve as the basis for developing more powerful and functional distributed
intrusion detection systems.
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InenTudikarop ROR:

VIII. 3akir04Hi BimoMocTi



BaacHe IlpizBume Im's I10-6aTbKOBI Kasumup Bosopumup Bikroposiy
TOJIOBH pajgu

Biacue IpizBume Im's I10-6aTbKOBI Kazumup Bononumup Bikroposiy
rOJIOBYIOYOrO Ha 3acCimaHHi

BinnosimasnbHui 3a IIi,Z;I‘OTOBKy JIucenko Harasnig BosogumupiBHa

00JIiIKOBHX JOKYMEHTIB

PeecTpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiJIIOBiZaJIbHUM 3a peE:CTpaI.lilO HayKOBO'l' Opuenko TersiHa AHaToJIiBHA

OisIIBHOCTI




