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Pedepar:

1. B po6oTi BupilieHo akTyajibHe HayKOBe 3aBJJaHHS 3 PO3POOKU MOJesieil Ta MeTOAiB 1J1s1 iHpopmaliiiHOi TeXHOJIOT i
3aXMCTy KOMITIOTEPHUX MEPEX, 3 BpaXyBaHHSM OCOOJIMBOCTEN MEPEXX MAJIMX Ta CEPeHIX MiJIPUEMCTB, SIKi
0a3yl0TbCs HAa MEeTOZax 36epiranHs Ta nomupeHHs ingopmauii Ha ocHoBsi blockchain Texnosorii. Kpim Toro,
BaXXJIMBUM € 3aBJJaHHS BU3HAUEHHS apXiTeKTypy iHpopMalLliiHOI cCUCTEMHU BUSIBIIEHHS] BTOPTHEHbD [JIS1 MEPEX MaJIUX
Ta CEePeJHIX MiANprueMCTB, sika Bukopuctoye blockchain komnonenTn. O6’'eKTOM IOCiIPKEHHS € iHpopMalliiiHi

IIpOLieCU B CUCTeMax 3abe3leueHHs 3axX1UCTy Bifi Kibep3arpos Ta aHOMabHOTO Tpadiky KOMITIOTEPHUX MEPEXK.



[IpegmeToM OCIiIKeHHS 6yJ10 00paHO METOAU, MOZEJ Ta eJleMeHT! iHPOpMaLiliHOI TeXHOJIOTiI KOS1a60PaTUBHOTO
3aXHUCTY Bif KibepaTak Ta aHOMaJIbHOTO Tpadiky /1151 KOMITIOTEPHUX MEPEXX MaJliX Ta CEPeIHIX MMiApUeMCTB Ha
ocHOBi blockchain TexHoJorii. MeTo1o fycepTauiiHOro AOCHiIyKEHHS € NifBULIeHHS e(EeKTUBHOCTI 3aXUCTY
KOMITIOTEPHUX MEPEX MaJIiX Ta CEPeIHIX MiANPUEMCTB Ha OCHOBI GJIOKYEITH TeXHOJIOTIi. 3aBoaHHS AOCHiIKEHHs
noJisirae B IOGYZOBI MOZEJIi pO3IIOZiNeHOi CCTeMH 3aX1CTy KOMITIOTEPHUX Mepek Ha ocHOBI blockchain,
CIIMPaIOYMCh Ha pe3yJIbTaTH aHaJli3y OCHOBHUX 3arpo3 J1s1 KOMIT'IOTEPHUX MEPEXK, 30KpeMa, MEpeK Majiux Ta
CEpEeIHIX MiAIIPUEMCTB. B OCHOBY METOIOJIOTII HOCIiIKEHHS NIOKJIAEHO iMiTaliiiHe Moz enoBaHHy, UML
ITPOEKTYBAHHS KOMIIOHEHTIB 0JIOKYEHH TEXHOJIOTiI, METOAY MaTEMaTUYHOTO MOZEJIIOBAHHS 7151 BUBHAYEHHS
ONTUMAaJIbHUX IIapaMeTpiB 6JI0KYEH MifcucTeMu. MeToay eKCIIepTHUX OL[iHOK BUKOPUCTOBYBAJIMCH [1JIS
KOPEKTHOT'O BUOOPY TUIIOBUX aTaK Ta HAaBaHTaK€Hb HA aTaKOBaHi CUCTEMH IIPU NOOYAOBI iMiTalliHUX MOJesle.
MeTonu 06’eKTHO-0OPiEHTOBAHOrO aHasi3y Ta QYHKIIOHAJIBHOTO MOJEIIOBaHHS, 30kpeMa, SADT npoekTyBaHHS,
BUKOPUCTaHI I1pY KOHLeNTyani3auii 6isHec-mpouecis y Horauii IDEFO, ki 6y B3sTi 32 OCHOBY IIPU ITPOEKTYBaHHi
iHdopmaniitHoi TexHOIOrii BUsIBJIEHHS Ta aHaJIi3y aHOMaJIbHUX MO J71s1 3aXUCTY KOMITIOTEPHUX MEPEX MaJUX Ta
CepeJHixX MiAnprueMcTB Ha 0CHOBI blockchain. OcHOBHI pe3yibTaTy JOCIIIIKEHHS Ta HAYKOBA HOBM3HA POOOTH
IOJIATAIOTh Y PO3POOLi METOIIB MOZEJIel Ta AITOPUTMIB 3aXUCTy KOMITIOTEPHUX MEPEX MAJIMX Ta CEPEIHIX
nipnpuemcts Ha ocHOBI blockchain. Ha ocHOBI aHami3y akTyasibHUX 3arpo3 [1jis1 KOMITIOTEPHUX MEPEX MaJiuX Ta
CcepeHiX MiANpPUeEMCTB BU3HAUYE€HO HANOibII e(peKTUBHI METOIM Ta 3aCO0M 3aXUCTY TAKUX MEPEX i3 BpaxyBaHHSIM
0cobMBOCTEN iX PYHKIIIOHYBaHHS Ta eKCILIyaTalii. B poboTi 3anpornoHoBaHO Nepestik OCHOBHUX K1acu(ikaTopis
17151 iHOpMaLiifHOI TeXHOJIOTii 3aXMUCTy KOMITIOTEPHUX MEPEXK, 1[0 MOXKYTb OyTU 06'€IHaHI B KOMILJIEKCHUN
Kyacu@ikaTop AJ1s MiABUIEHHS] TOYHOCTI BUSIBJIEHHS HE BiJOMUX aHOMAaJIbHUX IOJIill PO3IOIiJIEeHOI0 CUCTEMOIO
BUSBJIEHHS] BTOPrHEHb. PO3p06ieHnI MeTO[, ITiiBUILIEHHS e(EeKTUBHOCTI BUKOpUCTaHHS pecypciB blockchain
iICMCTEMOIO OLIiHIOE MMOBIPHICTb YCHIIIHOTO CTBOPEHHS GJIOKY Ta LO3BOJISIE 3HU3UTHU CIIOKUBAHHS PECYPCiB
blockchain nifcrcremoro. Briepie po3pobsieHa KOHIENTyaJlbHa MOZEJIb po3NofineHoi iHpopmaLiiiHoOi cuctemu
BUSIBJIEHHS Ta aHAJIi3y aHOMaJIbHUX NOJil B KOMITIOTEPHUX MEPeXKax MaJIUX Ta CePeHiX MiAIPUEMCTB, SKa Ha
BigMiHY BiJ icHyl04ux MicTuThb blockchain KOMIIOHEHT AJ151 BUSIBJIEHHSI, HAKOIIMYEHHS, 30€PE>KEHHSI Ta CIIIJIBHOTO
BUKOPUCTaHHA iHpopMallii 1po aHOMabHi Nofii Ta 6710K MyJIbTUKIACU(piKaTOpa /1J1 BUSHAYEHHS HASIBHOCTI
3arposu, 10 J03BOJISE MiABUIIUTY IIBULIKICTh pearyBaHHS Ha HEBiIOMI aTaky; Briepie 3aripONIOHOBAaHO METO
BHUOOPY IIPOTOKOJTY KOHCEHCYCY /i1 PO3IIOJiNeHOi CUCTEMU BUSIBJIEHHS! BTOPTHEHb Ha OCHOBI blockchain, sikuii Ha
BiMiHY BiJl iCHYI04MX BPaxOBy€ BUMOTH 10 OOJIaIHAHHS, MaCIITa0yBaHHS Ta KEPYBaHHSI Y4aCHUKAMU CUCTEM
BUSIBJICHHS] BTOPTHEHb B KOMITIOTEPHI Mepexi, 0 3abe3nevye MiATPUMKY IPUHHATTS PillleHb IIPY [IPOEKTyBaHHi
CHCTEM 3aXUCTy KOMITIOTEPHUX MEPEX MaJIMX Ta CEPEIHIX MiANpreMCTB. YI0CKOHAJIEHO METO, KOHCeHCycy PoS
blockchain TexHosorii, sKnii Ha BifMiHYy Bifl iCHYI0UMX, BUKOPMCTOBYE B IKOCTi 3Ha4EHHS CTaBKM 4ac POOOTH By3Jjia B
posmogineHiu cucreMi i o3Bossie BUKopucroBysaty blockchain gyis nenenTpanizoBaHoro 36epiraHHs JaHAX
PO3II0fiNeHoi cuCTeMu BUSIBJIEHHSI BTOPTHEHb B KOMITIOTEPHI Mepeski Mayux Ta cepelHixX nianpuemcts. Habymna
[IO/IQJIBIIOTO PO3BUTKY (PYHKLiOHAIbHA MOJI€JIb PO3IIOiIEHOI CUCTEMU 3aXMCTy KOMITIOTEPHUX MEPEXK HA OCHOBI
blockchain TexHosorii 17151 BUSIBJIEHHS, HAKOIIMYEHHS, 36€peXeHHs Ta CIIJIbBHOTO BUKOPUCTAHHS iHdopmalii npo
aHOMaJIbHI TOJIil, sSIKa BU3HAYa€e OCHOBHI BXiNHi, BUXiHI TapameTpy, 0OOME>XKeHHS Ta peCypcH 3 TpboMa pPiBHSAMU
IeTasizallii Ta € OCHOBOIO [J1s1 IPOEKTYBaHHS CUCTEM 3aXUCTy KOMITIOTEPHUX MEPEXK MaJIMX Ta CEPeIHIX
nignpuemcts. [IpakTU4He 3HAYEHHS] OTPUMAHUX PE3YJIbTATIB I10JIIrae B TOMY, 110 BOHU Y CBOill CYKyITHOCTI
yYTBOPIOIOTh HOBY iH(pOpMaLiliHy TEXHOJIOTiI0 BUSIBJIEHHS Ta aHaJli3y aHOMaJIbHUX MOJIH [JIs1 3aXUCTY KOMITIOTEPHUX
MepeX MaJIMxX Ta cepeHixX MmignmprueMcTB Ha ocHOBI blockchain. 3anponioHoBaHa iHpopMalliliiHa TEXHOJIOTisSI MOXKe
OyTy BUKOPUCTaHA K pO3POOHNKAMU CUCTEM 3aXUCTy KOMITIOTEPHUX MEPEX, TaK i MEPEXEBUMU
agMiHicTpaTopamu Ta Ib cnieniasictaMy Manux Ta CepefHix NignpueMcTs. Po3pobiieHi 6i3Hec mpouecu Ta
apXxiTeKTypa € OCHOBOIO JIs1 PO3POOKH 6i/bII MOTY>)KHUX Ta PYHKLIOHATBHUX PO3IOiIEHUX CUCTEM BHUSIBJICHHS
BTOPTHEHb.

2. The thesis addresses the current scientific task of developing models and methods for information technology
for protecting computer networks, taking into account the specifics of networks of small and medium-sized
enterprises, which are based on methods of information storage and distribution using blockchain technology.



Additionally, an important task is to determine the architecture of the intrusion detection information system for
small and medium-sized enterprise networks that uses blockchain components. The object of the research is the
information processes in cybersecurity systems and the analysis of anomalous traffic in computer networks. The
subject of the research was selected methods, models, and elements of collaborative information technology for
protection against cyber-attacks and anomalous traffic for computer networks of small and medium-sized
enterprises based on blockchain technology. The purpose of the research is to increase the efficiency of protecting
computer networks of small and medium-sized enterprises based on blockchain technology. The research task is
to build a model of a distributed computer network protection system based on blockchain, relying on the analysis
results of the main threats to computer networks, especially networks of small and medium-sized enterprises. The
research methodology is based on simulation modeling, UML design of blockchain technology components,
mathematical modeling methods for determining optimal parameters of the blockchain subsystem. Expert
assessment methods were used to select typical attacks and loads on attacked systems when building simulation
models. Object-oriented analysis and functional modeling methods, including SADT design, were used in
conceptualizing business processes in the IDEFO notation, which served as the basis for designing information
technology for detecting and analyzing anomalous events to protect computer networks of small and medium-
sized enterprises based on blockchain. The main results of the research and the scientific novelty of the work lie in
the development of methods, models, and algorithms for protecting computer networks of small and medium-
sized enterprises based on blockchain. Based on the analysis of current threats to computer networks of small and
medium-sized enterprises, the most effective methods and means of protecting such networks were determined,
taking into account the specifics of their operation. The work proposes a list of main classifiers for information
technology for protecting computer networks, which can be combined into a comprehensive classifier to improve
the accuracy of detecting unknown anomalous events by the distributed intrusion detection system. The
developed method for improving the efficiency of resource utilization by evaluating of the probability of successful
block creation, and allows reducing the consumption of resources by the blockchain subsystem. For the first time,
a conceptual model of a distributed information system for detecting and analyzing anomalous events in the
computer networks of small and medium-sized enterprises has been developed. Unlike existing models, it includes
a blockchain component for detecting, accumulating, storing, and sharing information about anomalous events, as
well as a multi-classifier block for determining the presence of threats, which allows for increased response speed
to unknown attacks. A method for selecting a consensus protocol for a distributed intrusion detection system
based on blockchain has been proposed for the first time. Unlike existing methods, it takes into account the
requirements for equipment, scalability, and management of participants in intrusion detection systems in
computer networks, providing support for decision-making when designing protection systems for the computer
networks of small and medium-sized enterprises. The functional model of a distributed computer network
protection system based on blockchain technology has been further developed for detecting, accumulating,
storing, and sharing information about anomalous events. This model defines the main input and output
parameters, constraints, and resources with three levels of detail and serves as the foundation for designing
protection systems for the computer networks of small and medium-sized enterprises. The practical significance
of the obtained results is that they collectively form a new information technology for detecting and analyzing
anomalous events to protect the computer networks of small and medium-sized enterprises based on blockchain.
The proposed information technology can be used by developers of computer network protection systems, as well
as network administrators and IT security specialists of small and medium-sized enterprises. The developed
business processes and architecture serve as the basis for developing more powerful and functional distributed

intrusion detection systems.
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IloBHe HaliMEeHYBaHHS IOPHUAUYHOI 0COOM: HaujoHanbHuil yHiBepCUTET "UepHIriBChbKa MoIiTeXHiKa"

Kopg 3a €IPIIOY: 05460798



Micue3HaxoaKeHHS: By [llesuenka, 6yn. 95, YepHiris, YepHiriBcbkuii p-H., 14035, Vkpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH:. YHiBEPCUTETCHKUIL

VIII. 3aKkJIl04Hi BiZOMOCTi

ByacHe IlpizBumie Im's ITo-6aTbKOBI

TOJIOBH pajgu

BiiacHe IIpi3Buine Im'sa ITo-6aTbKOBI

rOJIOBYIOYOTO Ha 3aciJaHHi

BignoBigasibHuUI 3a MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

Peectparop

KepiBHuk Bigginy YKpIHTEI, mo €

BiZIOBiZasIbHUM 32 peecTpallilo HayKOBOi

OisIIBHOCTI

Kazumup Bonopumup BikTropoBuy

Kasumup Bonogumup BikTopoBud

JIncenko Harasnig BosogumupiBHa

VKpIHTEI

[Opuenko TersiHa AHaToJiiBHA



