O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iIKOBHI HOMeP: 0826U002880
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpauii: 25-06-2026

Craryc: 3amanoBana

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. XanaBka Biktop Bosmogumuposny

2. Viktor V. Khaliavka
KBasmigikamis:
InenTudgikarop ORCID ID: 0009-0009-0811-7282
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 123

Ha3zBa HayKoBOi creniaIbHOCTI: Komm'iotepHa iHxeHepis

lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI

OCBiTHbo—HayKOBa nmporpama 3i CreniaJibHOCTI: Komn'loTepHi cuctemu Ta Mepexi

JaTa 3axucTy: 08-07-2026

CnenianbHICTD 32 OCBITOIO: ABTOMOGIIbHUI TPAHCTIOPT

Micue po6oTH 34,00yBaya: Uepkachkuii HayKOBO-/JOCIIIHMIA EKCIIEPTHO-KpUMiHaIicTYHMit neHTp MBC

Ykpainu

Kopg 3a €IPIIOY: 25574009

Micue3Haxoa KeHHS: By [lacTepiBcbka, Uepkacu, Yepkachkuii p-H., 18009, Vkpaina

dopma ByracHOCTI:

Cdepa yIIpaBJ'IiHHﬂ: MiHicTepCcTBO BHYTPIIIHIX CIIpaB YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIIudp cnenianizoBaHoi BYU€HOI pagHy (pa30Boi creniaai3oBaHOl BYEHOI paju). PhD 14116
TloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOH: UepKachKuii IepKaBHUI TEXHOJIOTIYHMUI YHIBEPCUTET
Kopg 3a €IPIIOY: 05390336

Micue3HaxoaKeHHS: 6ynbBap llleBuenka, Yepkacu, Yepkacbkuii p-H., 18006, Vkpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR:

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10
BHKOHAHO JHCEPTaIlilo

IToBHE HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0H: UepKachKuii iepKaBHUI TEXHOJIOTIYHUI YHiBEpCUTET
Kopg 3a €IPIIOY: 05390336

Micue3Haxoa KeHHS: 6yibeap [lleByenka, Uepkacy, YepkachKuii p-H., 18006, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

V. BizomocTi npo gucepraniio
MoBga guceprTallii: Vkpaincoka
Koau TemaTHYHHUX PYOpPHK: 20.55.01, 20.56.01

Tema gucepranii:
1. MeTonu Bubopy napaMmeTpiB CKiHYEHHHUX IOJIiB MaTPHULb APYTOro NOPSIKY Ta ix MIPUMITUBHUX €JIEMEHTIB 1714

KpUNTorpadpiyHuX 3aCTOCYyBaHb Y KOMITIOTEPHUX CUCTEMAX i Mepeskax
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Pedepar:

1. Incepraliito NpUCBSIYEHO PO3B’SI3aHHIO aKTYaJIbHOTO HAYKOBO-TIPUKJIAJIHOTO 3aBJJaHHS - PO3POOJIEHHIO METOIIB
BUOOPY NapaMeTpiB CKiIHUEHHHUX I0JIiB MATPULb JPYTroro NOPSIKy Ta iX NIPUMITUBHUX €JIEMEHTIB /111 BUKOPUCTAHHS
B KpunrorpagiyHuX NpPOTOKOJIaX KOMITIOTEPHUX CUCTEM i MepeXX. AKTYaJIbHICTh pOOOTH 3yMOBJIEHA 3pOCTaHHIM
06cHTiB e1eKTPOHHOI iHdopMmaliii, pO3BUTKOM PO3IOJiIEHNX 00YUCIIOBATIbHUX CEPEeIOBUIl, XMAaPHUX CEPBICIB,
MOOIbHUX MEPEXK, BOYJJOBAaHUX CUCTEM Ta IHTEpHETY peueli, a TaKOX HifBUIIEHHSIM BUMOT 10 KpUnrorpadivyHoi
CTiMKOCTI 3aC00iB 3aX1CTy JaHUX. Y Cy4yacHill KOMII'IOTepHiN Kpunrorpadii CKiH4eHHi 1107151 € OCHOBOIO 6araTbox
aJITOPUTMIB y3roJl)K€HHS KJII04iB, €JIEKTPOHHOTr0 ¢ poBOro nianucy, muppysanHs Ta apTeHTudikailii. Bomnovac
NOA/IBIINK PO3BUTOK KpUNTOrpadiuHUX 3ac06iB NOTpedye HOBUX anrebpaidyHux KOHCTPYKIiH, SIKi pO3IIMPIOIOTh
npocTip KpunrorpadiyHux napameTpiB 6e3 BTpaTyu MaTeMaTuyHoi cTporocTi. OJHNUM i3 epCrleKTUBHUX HaIPSIMIB €

BUKOPUCTAHHA MAaTPUYHUX CTPYKTYP HaJ, IIPOCTUMU I10JISIMU, IIPAKTUYIHA L[iHHiCTb SKMX BU3HAYAETHCSI MOSKJIMBICTIO



KOHCTPYKTUBHOTO BUOOPY MTapaMeTpiB MATPUYHOTO CEPeIOBUILA Ta IPUMITUBHUX eJleMeHTiB. O6’€KTOM
IOCJIiIKeHHS € Mpoliecy BUOOPY IapaMeTpiB CKiIHUeHHUX I10J1iB MAaTPHLb IPYroro MOpsAKy Ta NPUMITUBHUX
€JIEMEHTIB y IMX MOJISIX /151 KpUNTOrpadpiuHOro BUKOPUCTAaHHS B KOMITIOTEPHUX CUCTeMax i Mepexkax. [IpegmeTom
IOCJIiIKEHHS € METOIY, MOJeJli Ta aJITOPUTMU BUOOPY IapaMeTPiB TaKUX I10J1iB, TIOLIYKY iX IPUMITUBHUX
€JIEMEHTIB i 3aCTOCYBaHHS OTPYMMAaHMX PE3YyJIbTATIB y IIPOTOKOJIAX Y3TOIKEHHS KJII0YiB Ta €JIEKTPOHHOTO
yudposoro nianucy. MeTtoro nucepTaliiiHoi po6oTH € NifBUlLlleHHS KpUnTorpadiyHoi CTifKOCTi 3aC06iB 3aXUCTY
iHopmallii 3a paxyHOK po3p0o06JIEHHSI METOJiB BUOOPY [1apaMeTPiB CKiHYEHHHUX I10J1iB MaTpULb APYToro MOpsIKy Ta
iX IPUMITUBHUX €JIEMEHTIB. 171 JOCATHEHHS METH IIPOAHaJi30BaHO CYYaCHUM CTaH BUKOPUCTAHHS CKiIHYEHHUX
II0J1iB i MAaTPUYHUX CTPYKTYp Yy Kpuntorpadii; BU3HAU€HO YMOBHU [TPAKTUYHOTO 3aCTOCYBAHHS MaTPUYHUX T10JIiB;
PO3p06JI€eHO MeTOoH, BU60PY IPHUMITHBHUX €JIEMEHTIB; 3aIIPOIIOHOBAHO METO/, OHOYACHOT0 BUOOPY IapameTpis
MAaTpPUYHOTO I0JIs1 Ta IPUMITUBHOTO €JIEMEHTA; YIOCKOHAJIEHO peasisaliio npoTokoJis Jidp¢i-Xennmana ta Enb-
'amMasis NJISIXOM [IEPEHECEHHS ONepPaliil y MAaTPUYHE CEPENOBULIE; NOCIIIKEHO CTATUCTUYHI BIACTUBOCTI 1
004UCII0BAJIbHY CKJIaAHICTb 3aIPOIIOHOBAHMX pillleHb. Y po6OTi I0Ka3aHo, 1110 IIOBHUI I1epedip eJleMeHTiB
CKiHYEHHUX I10J1iB MaTpHULb APYToro MOpsIKy € 064UCII0BaIbHO BUTPATHUM i MAJIONIPUIATHUM [J151 IPAaKTUYHUAX
KpunTorpadiyHux 3acTocyBaHb. ToMy po3po671€HO METO, BUGOPY IPUMITUBHUX €JIEMEHTIB, SIKUil IPYHTYETbCS HA
aHaJli3i XxapaKTEePUCTUK MaTPULIi-KaHOUATA, ii XapaKTEPUCTUYHOTO NTOJIIHOMA, YMOB IIOCSATHEHHS MAaKCUMaJILHOTO
nepiosy Ta NOPsAKY BUSHAaYHUKA B 6a30BOMY MoJti. Takuil niaxin gae 3MOry KOHCTPYKTUBHO (POPMYBATU MHOKUHY
IIPUMITUBHUX €JIEMEHTIB 6€3 MPSIMOro nepedopy BCiX MOXJIMBUX MAaTPULLb. 3alIPOIIOHOBAHO METO/, OHOYACHOTO
BHUOOpY IIapaMeTpiB MAaTPUYHOTO 110J1s Ta IIPUMITUBHOTO eJleMeHTa B HboMy. Ha BigmiHy Bin TpapuuiiHoro ninxomy,
KOJIY TIapaMeTpu 10Jis1 PiKCyI0ThCSI OKPEMO Bifl [TOIIYKY reHepaTopa, el MeToZ, [I0eJHy€e 001 IBi IPOLieIypU B
€JMHill KOHCTPYKTMBHIl cxeMmi. BiH 6a3yeTbCs Ha BJIACTUBOCTAX KBaAPAaTUYHUX JIMIIKIB | HEJIMIIKIB y IPOCTOMY IOJI,
aHaJi3i HepO3KJIAAHOCTI XapaKTEPUCTUYHOTO MOJIIHOMA Ta BPaxyBaHHI 3BS13Ky MK ITapaMeTpaMy MaTpuLli i
BJIACTMBOCTSIMU ii B1acHUX 3Ha4YeHb. HaykoBa HOBU3HA IOJISITA€ B TOMY, 1[0 BIIEpIle PO3POOIEHO Ta TEOPETUYHO
OOI'PYHTOBAHO METOAU BUOOPY NapaMeTPiB CKiHYEHHUX 0JIiB MaTPULb APYroTro MOPSIIKY Ta iX MPUMITUBHUX
€JIEMEHTIB 7151 KpUIITOrpaiyHMX 3aCTOCYBaHb y KOMITIOTEPHUX CUCTEMAX i Mepexkax. 3alIpOIIOHOBAHO LiliCHUN
mizxiz, y Meskax sIKOro 3ajia4ya BUOOpy napameTpiB MaTPUYHOTO M0JIsl IOE€HYEThCS i3 3a1a4elo BU6OPY reHepaTopa
110ro MyJIbTUILIIKATUBHOI rpynu. [IpefcTaBieHo Nigxoau 10 BUKOPUCTAaHHS MaTPUYHUX alrebpaidHux CTPYKTYp Y
IIPOTOKOJIaX y3rojkeHHs kmoyuis lipgi-XennmaHa Ta esnekTpoHHOro uudposoro nignucy Ens-T'amans. [IpakTudse
3HQUEHHSI PE3YJIbTATIB N10JIIra€ B MOKJIMBOCTI iX BUKOPMCTAHH4 Iif] YaC CTBOPEHHS IPOTrPAMHUX i arlapaTHUX
3aco6iB kpunrorpadivHoro 3axucty iHpopmaliii. 3anpornoHoBaHi alropuTMIvHI IPOLLEAYPH IAIOTh 3MOTY
dopmMyBaTU NapaMeTpU MAaTPUYHOTO I10JIs1 Ta Bif[IOBiAHI IPUMITUBHI €J1leMeHTU 151 IPOTOKOJIIB Y3TOIKEHHS
KJIIOYiB, CX€M €JIEKTPOHHOIO M(POBOro MiANKCY Ta iHIINX MEXaHi3MiB, 110 6a3yI0TbCS HA CKJIaAHOCTI AUCKPETHOTO
norapumysaHH4. [lepeHeceHHs 064MCIIEeHb i3 KIIACUYHOTO CKAJISIPHOTO CEPEIOBUILA 10 MATPUYHOTO PO3MINPIOE
MHOXXUHY JIOITyCTUMUX KpUIITOrpadiyHMX rapaMeTpiB i CTBOPIOE [lepeyMOBH [1J1s MiJBUILEHHS CTIMKOCTI
KpunrorpadiyHux 3aco6iB. OCHOBHi pe3yJIbTaTu JUCEPTALIHOI pOOOTH ONPUIIOJHEHO B 5 HAYKOBUX My0OJliKallisX,
cepep SIKUX 2 CTATTi y BUJAHHIX, IO iHAEKCyIoThCs B Scopus Ta/a6o Web of Science, 3okpema oniHa CTaTTs y

kBapTwii Q2, a TaKOXK 3 OINOBiAi HA Mi’>KHApOAHUX HAYKOBO-TIPAKTUYHNX KOHPEPEHIIisIX.

2. The dissertation is devoted to solving a relevant scientific and applied problem: the development of methods for
selecting the parameters of finite fields of matrices of order 2 and their primitive elements for use in cryptographic
protocols of computer systems and networks. The relevance is determined by the growing volume of electronic
information, the development of distributed computing environments, cloud services, mobile networks, embedded
systems, and the Internet of Things, as well as by increasing requirements for the cryptographic strength of data
protection means. In modern computer cryptography, finite fields constitute the basis of many key agreement,
digital signature, encryption, and authentication algorithms. Further development of cryptographic means
requires new algebraic constructions that expand the space of cryptographic parameters without loss of
mathematical rigor. One promising direction is the use of matrix structures over prime fields, whose practical
value is determined by the possibility of constructively selecting the parameters of the matrix environment and
primitive elements. The object is the processes of selecting parameters of finite fields of matrices of order 2 and



primitive elements in these fields for cryptographic use in computer systems and networks. The subject is
methods, models, and algorithms for selecting the parameters of such fields, finding their primitive elements, and
applying the obtained results in key agreement protocols and digital signature schemes. The aim of the
dissertation is to increase the cryptographic strength of information protection means by developing methods for
selecting the parameters of finite fields of matrices of order 2 and their primitive elements. To achieve this aim, the
current use of finite fields and matrix structures in cryptography was analyzed; the conditions for the practical
application of matrix fields were determined; a method for selecting primitive elements was developed; a method
for simultaneous selection of the matrix field parameters and a primitive element was proposed; the
implementation of the Diffie-Hellman and ElGamal protocols was improved by transferring operations into the
matrix environment; and the statistical properties and computational complexity of the solutions were studied.
The dissertation shows that exhaustive enumeration of elements of finite fields of matrices of order 2 is
computationally expensive and unsuitable for practical cryptographic applications. Therefore, a method for
selecting primitive elements was developed based on analysis of the characteristics of a candidate matrix, its
characteristic polynomial, the conditions for attaining the maximum period, and the order of the determinant in
the base field. This approach makes it possible to constructively form the set of primitive elements without direct
enumeration of all matrices. A method for simultaneous selection of the matrix field parameters and a primitive
element in it is proposed. Unlike the traditional approach, in which field parameters are fixed separately from the
search for a generator, this method combines both procedures within a single constructive scheme. It is based on
the properties of quadratic residues and non-residues in a prime field, analysis of the irreducibility of the
characteristic polynomial, and consideration of the relationship between matrix parameters and the properties of
its eigenvalues. The scientific novelty lies in the fact that methods for selecting the parameters of finite fields of
matrices of order 2 and their primitive elements for cryptographic applications in computer systems and networks
have been developed and theoretically substantiated for the first time. An integral approach is proposed, in which
the problem of selecting matrix field parameters is combined with the problem of selecting a generator of its
multiplicative group. Approaches to the use of matrix algebraic structures in the Diffie-Hellman key agreement
protocol and the ElGamal digital signature scheme are presented. The practical significance lies in their possible
use in the development of software and hardware means for cryptographic information protection. The proposed
algorithmic procedures make it possible to form matrix field parameters and corresponding primitive elements for
key agreement protocols, digital signature schemes, and other mechanisms based on the difficulty of the discrete
logarithm problem. Transferring computations from the classical scalar environment to the matrix one expands
the set of admissible cryptographic parameters and creates prerequisites for increasing cryptographic strength.
The main results of the dissertation have been published in 5 scientific publications, including 2 articles in journals
indexed in Scopus and /or Web of Science, one of them in the Q2 quartile, as well as 3 papers presented at
international scientific and practical conferences.
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