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I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Kooy TeMaTHYHHX PYOPHK: 49.33.29, 49.03.07, 50.37.23

Tema gucepranii:
1. Metogu po3snizHaBaHHg Wi-Fi IpUCTPOiB MIJIIXOM BpaxyBaHHS iX iHIMBiAyalIbHAX O3HAK 1714 i BALIEHHS

3axXMIIEHOCTI Mepexi

2. Methods for the Wi-Fi devices recognizing by its individual signs for the network security improving

Pedepar:

1. O6'ext - npouec 3axucty Wi-Fi mepesxi. Meta — niagBuienss 3axuieHocTi Wi-Fi mepexi misixom
OOI'PYHTOBAHOIO BPaxXyBaHHs O3HaK ii cTaHy Ha ¢QiznyHOMY piBHI. [IpegmeT JOoCiIPKeHHS — 03HAKU CTaHy
6€31pOTOBOI Mepexi, Ha OCHOBI SIKUX IPUIMAETLCA PillleHHs NIPO ii aHOMasbHU CTaH. MeToOu — METOOU
CIIEKTPAJIbHOTO aHaJli3y, METO, IIOPiBHSIHHS, €KCIIEPUMEHTAJIbHA IIEPEBIPKA, MaTEMAaTUYHE MOJIE/IIOBAHHS.
PesynbTaTu - 3alIpONIOHOBAHO MeTOJ, ineHTudikalii kopructyBauiB Wi-Fi Mepex IISIXOM [1eTajIbHOTO aHai3y
CIIEKTPAIbHUX XaPAKTEPUCTUK BUIIPOMIHIOBAHHS iX IPUCTPOIB; OTPUMAJIY NOAAJIBIIAY PO3BUTOK METOIMU
dbopmyBaHH# iHGOPMaTHBHUX O3HAK [1JIs [TOPIBHSIHHS CIIEKTPIB, SIKi 6a3yI0ThCsI HA OOYMCIIEHH] CepeiHiX KBaJlpaTiB
pi3HMLB ix BiAsiKkiB Ta KoedilieHTiB acumeTpii ix KopessauiiiHux QyHKIIiH; OTpUMaB MOJAbIINN PO3BUTOK METO
BUSBJIEHHS aTak Ha Wi-Fi Mmepexy, sikull nojisrae B BU3HaYEHHS MiCLIETIOJIOKEHHSI KOPUCTYBayiB B MEPEXi 3a
piBHeM RSSI 3 BUKOpUCTaHHSM pafioBinOUTKiB. ['amy3b BUKOPHUCTAHHS — YO,OCKOHAJIEHHS CUCTEM BUSIBJIEHHS

BTOPTHEeHb JJIs1 aHaJli3y cTany i 6e3nexku Wi-Fi mepex.



2. Object - the process of Wi-Fi network securing. Aim - the Wi-Fi network security increasing by reasonably
taking into account the signs of its physical level state. Subject - signs of the wireless network state, on the basis of
which a decision is made about its abnormal state. Methods - the spectral analysis methods, comparison method,
experimental verification, mathematical modeling. Results - the method for identifying users of Wi-Fi networks by
detailed analysis its spectral characteristics radiation of their devices is proposed; the methods of the informative
signs forming for comparing spectra, based on the mean squares differences in their counts and the asymmetry
coefficients of their correlation functions have been further developed; the method for the attacks detecting on
Wi-Fi network, which consists in determining the users network location by the RSSI level using radio prints, has
been further developed. Application - the intrusion detection system improvement for analyzing the state and
security of Wi-Fi networks.
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