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Pedepar:

1. Inceprarnis Ha 3000yTTSI HAYKOBOTO CTyNEHs AoKTopa ¢pinocodii 3i cnenianbHicTi 123 «KoMi'toTepHa iHXeHepisy.
- HanioHasbHUM TEXHIYHUIYHIBEPCUTET «XapKiBCbKUM MOJIITEXHIYHUI iIHCTUTYT». — XapKiB, 2023. [Ipegmer
TOCJIIPKEHHS — METOZ, MiIBULILeHHS 6€311€KU ITPOrPaMHOro 3abe3nedyeHHs. O6'eKT JOCiIKEHHS — IPoLeC
3abe3nedyeHHs 6e3leKu IporpaMHoro 3abesnedyeHHs. JlucepraliiHa poboTa NprUCBsY€Ha BUPILIEHHIO aKTyalbHO]
HAyKOBO-TEXHIYHOI 3371a4i pO3p0OKM METOLY MiIBUILIEHHS 0€3I1eKU IPOrpaMHoro 3abesnedeHHs ([13) 3
ypaxyBaHHSM MOXKJIMBOCTEH CUHTE3Y TEXHOJIOTiI aBTOMAaTU30BaHOTO TECTyBaHHS 6e3neku [13 Ta rimbokoro
MAalIMHHOTO HaBYaHHS. JIOCTiIKEHHS JKUTTEBOTO LIMKJIy IIPOrPAMHOTO 3a6€3M1eY€eHHs Ta TPOLIECIiB TECTYBaHHS, 110
CYNIPOBOMXYIOTh 1€V LIUKJI, BAKOHAHO 3a gonomoroto teopii rpadis(GERT modeling). Po3po6ka i gocaimkeHHs
METO/ly aBTOMATHU30BAHOTO T€CTYBAHHS 0€3MeKU IPOBOJUIINCS 3 BAKOPUCTAHHSIM METO/y IJIMOOKOTO HaBUYaHHS 3

IiAKpirIeHHsIM. YIOCKOHaJIEHHSI METOly OL[iHKY e(peKTUBHOCTI pO3pO6JIEHOT0 METOY 31iiCHIOBAJIOCS 3



BUKOPUCTAaHHSAM METOAY AUHAMIKM cepeHix BenndrH. OLiHKa JOCTOBIPHOCTI TEOPETUYHUX i TPAKTUYHUX
PEe3yJIbTaTiB IPOBOJMIIACS 3 BUKOPUCTAHHSIM I10JI0KEHb T€OpPii IMOBIPHOCTEN | MATEMATUYHOI CTAaTUCTUKU.
HaykoBa HOBM3Ha OTPMMAaHUX PE3yJIbTaTiB 00YMOBJIEHA TEOPETUYHMM y3araJlbHEHHSIM i HOBUM BUPilIEHHAM
BXJIMBOI HAYKOBO-TEXHIYHOI IPOGJIEMH, IO MOJIArae B po3po0Li METOAY MiJBUIIEHHS 6€3MeKU IPOrPaMHOr0
3a6e3M1e4eHHs] Ha OCHOBI TEXHOJIOTIH TeCTyBaHHS Ha IPOHUKHEHHS. OTPUMAHO TaKi HAyKOBi pe3yJIbTaTU: — BIleplle
OyB PO3pO6JIEHNI METOJ], aBTOMAaTU30BAaHOTO TECTYBAHHS BTOPTHEHb 3 BUKOPUCTAHHSM IOIIYKOBOi CUCTEMU
Shodan, nnatdopmu aHasnizy MmepexxeBoi 6e3nexku MulVal Ta ganux BpazinBocTel IporpaMHoro 3abesnedyenHs: CVE
17151 BBeJIEHHS Ta 100YJJ0BYU pealiCTUYHMX CLIeHApiiB aTaky Ta IePeBipKU 1J1s1 IIMGOKOT0 HaBYaHHS 32 JOIIOMOTOI0
TEXHOJIOTII MiIKpinieHHs. lle 103BOINIIO 3reHepyBaTy JePEBO aTaK JJIsl Pi3HUX HaBYAJIbHUX MPOLENYP,
ONTUMI3yBaTU BifITIOBIJIHI CLieHapii aBTOMaTUYHOT'O TECTYBaHHS 06€3I1eKU IPOrpaMHOro 3a6e3Me4eHHs], i TaKUM
YMHOM MiJBAMUTU €(EKTUBHICTb NPOLeCy 0e3MeKM IPOrPaAMHOTO 3a0€3[eYeHHS; — yIOCKOHAIIEHa MaTeMaTU4Ha
MOJEJIb [IPOLECY TECTYBAHHS HA IPOHMKHEHHS B KOMII'IOTEPHI CUCTEMHU, BiIMiHHA BiJl BilOMUX MOKJIMBOCTEN
TeCTyBaHHS 3axXUILEHOCTI creljanizoBaHux iHpopMalifHUX [171aTGOPM KOMIT'IOTEPHUX CUCTEM, 1110 JO3BOJIUIIO
OLIiHUTU MIMOBIpPHICTb TECTYBAHHS 4acy Ha IPOHUKHEHHS B 33JJaHU iHTEepBaJl; — MaTeEMaTUYHA MOJIEJIb [TPOLIECY
TECTYBaHHS Ha [IPOHUKHEHHS B KOMIT'IOT€PHI CUCTEMU OTPUMAaJIa NOJAJIbIINAY PO3BUTOK. BiTMiHHOIO OCOGJIMBICTIO
1iiei MOoJiesli € BUKOPUCTaHHS Po3Moainy Epsianra B IKOCTi OCHOBHOTO Ipy MaTeMaTU4HiN ¢popmarizauii nporecis
nepexofly Bif cTaHy 1o cTaHy. lle 103Bosuio, 3 04HOro 60Ky, YHi(piKyBaTH MaTeMaTUYHY MOAEJb i IPECTaBUTH
IIPOLIEC TECTYBAHHS Ha OiJIbII BUCOKOMY PiBHI iepapxii TecTyBaHHS, 3 iHIIOTrO — CIIPOCTUTH Horo. [IpakTnyHa
3HAYMMICTb OTPMMAHUX PE3YJIbTATIB M0OJISITA€ B afjaNTallii IpOLiecy TeCTyBaHHS IPOrPAMHOTrO 3a6€3MeYeHHs 10
NiABUILEHUX BUMOT 6e3IeKU i MOXKIMBOCTEN TeCTyBaHHs 3aC006iB aBTOMAaTH3allii, 3 BAKOPUCTAHHIM TEXHOJIOTIN
IJIMO0KOr0 HaBYaHHS 3 MiAKpinyieHHsM. [IpakTuiHe 3Ha4€HHSI OTPUMAaHUX PE3YJIbTATIB I10JIra€ B HACTYITHOMY: —
KOMIIJIEKC MAaTEMATUYHUX MOZEJIEN IIPOLLECY TECTYBAaHHS HAa IPOHMKHEHHS B KOMII'IOTEPHUX CUCTEMAX 3
BMKOPHMCTaHHSIM MepeXeBoro mniaxony mogemoBanHsa GERT cipocTtus cxeMy TeCTyBaHHS Ha IDOHUKHEHHS B 1,7
pasy 3 ypaxyBaHHSIM MOXJIMBUX 3MiH NpoLeAyp (BKJIIOYAIOUU JOJABaHHS HOBUX NPOLEAYP i MOCIyT) 17151 OLiHKK
iMOBIpHICHO-4aCOBMX XapaKTEPUCTHUK i MOXKJIMBOCTEN MOr0 MacCIITa0yBaHHS ITPU 30iJIbIIE€HH] 00CATY i CKJIaHOCTI
PO3B'sI3yBaHMX 3aJ]a4; — CUHTE3 OCHOBHMX KOMIIOHEHTIB METO/ly aBTOMAaTUYHOIO TECTYBaHHS HA IPOHUKHEHHS
I03BOJIMB MiIBULIMTY e(EeKTUBHICTh poLiecy 6e3eKy IPOrpaMHOro 3abesrneyeHHs! (3HU3UTH BilHOCHI
IIOIIKOKEHHSI Ha BCiX eTamnax JKUTTEBOTO LUKy IPOrpaMHoOro 3abe3nedeHHs Ao 6 pasis). PeaysibraTu auceprarii
BIIPOBAJI’)KE€HI Ta BUKOPUCTOBYIOThCA B AissbHOCTI Komnasii "Line Up", HayKoBO-ZI0OCIiZHOTO LEHTPY CYL0BOI
€KCIIePTU3U 3 IMTaHb iHTEJIEKTYaJIbHOI BIACHOCTI, @ TAKOXX BUKOPUCTOBYETLCSI B HABYAJIbHOMY IIPOLIEC]
HanioHasnbHOro TeXHIYHOrO yHiBepcUTeTy «XapKiBCbKUi MOJITEXHIYHUI iHCTUTYT»". Y BCTYIIi OO PYHTOBYETHCS
aKTyaJIbHICTb TEMU AMcCepTallii, GOPMYJIIOIOTbCS OCHOBHA META i 3aBAAHHS POOOTH, BUKJIAJAETHCSI HAYKOBA HOBU3HA
i IpaKTUYHA LiHHICTh OTPMMAHUX PE3yJIbTaTiB. [lepimnii po3aisn npruCcBAYEHO aHali3y Ta MOPiBHAJILHUM
IOCTiI)KeHHSIM METO/IiB TeCTyBaHHS Ha IPOHUKHEHHS [IPOrPaMHOro 3abe3eyeHHs. Y Ipyromy posfisi onucanui
IIPOLIEC TECTYBAHHS HA IPOHUKHEHHSI CKJIAJHMX MaTeMaTUYHUX MOJeJIeil.Y TpeTbOMy PO31ijli pO3p06IEHO METO
ABTOMAaTU30BaHOTO TECTYBaHHS HA IPOHUKHEHHS 3 BUKOPUCTAHHSIM TE€XHOJIOTI] IMIMO0KOr0 MalIMHHOTO HaBYaHHSI.
YeTBepTuil po3IiJ MPUCBSIYEHO JOCTIIKEHHIO e(peKTUBHOCTI METOAYIIABULLIEHHSI 6e3I1eKy IIPOrPaMHOTO
3a6e3reyeHHs Ta OO PYHTYBaHHIO TPAaKTUYHMX PEKOMEH 1ALl 010 HOr0 BUKOPUCTAHHS. KitouoBi cioBa:
IIporpamHe 3a6e31e4eHHs1, aBTOMAaTU30BaHe TECTYBAaHHS, TECTyBaHH: 6€3IeKY, IIMO0Ke MallMHHE HaBYaHHS,
HeuiTKa mogesnb GERT, kibepaarposa, Bpa3iuBiCTb IPOrpaMHOTro 3a6€3Me4eHHs, HEBiIOBIIHICTb 6e3eKn

MIPOrPaMHOTO 3a6e3MeyeHHsI.

2. Dissertation for obtaining a scientific degree PHD in the speciality 123 - "Computer Engineering". - National
technical university "Kharkiv polytechnic institute". - Kharkiv, 2023. The subject of research - software security
enhancement method. The object of research - software security process. The dissertation work is devoted to the
solution of the current scientific and technical problem of developing a method of improving the security of
software, taking into account the possibilities of synthesis of technologies of automated software security testing
and deep machine learning. The study of the software life cycle and testing processes accompanying this cycle was
performed using graph theory (GERT modeling). The development and research of the method of automated safety



testing was carried out using the method of deep learning with reinforcement. Improvement of the method of
evaluating the effectiveness of the developed method was carried out using the method of dynamics of averages.
The assessment of the reliability of theoretical and practical results was carried out using the provisions of
probability theory and mathematical statistics. The scientific novelty of the obtained results is due to the
theoretical generalization and a new solution of an important scientific and technical problem, consisting in the
development of a method for improving the security of software based on penetration testing technologies. The
following scientific results have been obtained. - for the first time, a method of automated intrusion testing using
the Shodan search engine, the MulVal network security analysis platform, and CVE software vulnerability data has
been developed to input and build realistic attack and validation scenarios for deep learning with reinforcement
technology. This allowed to generate an attack tree for various training procedures, to optimize the corresponding
scenarios of automatic software security testing, and thus increase the efficiency of the software security process;
- improved mathematical model of the process of testing for penetration into computer systems, different from
the known capabilities of testing the security of specialized information platforms of computer systems, which
allowed to estimate the probability of testing time for penetration in a given interval; - the mathematical model of
the process of testing for penetration into computer systems was further developed. A distinctive feature of this
model is the use of the Erlang distribution as the main one in the mathematical formalization of the processes of
transition from state to state. This allowed, on the one hand, to unify the mathematical model and present the
testing process at a higher level of the testing hierarchy, on the other hand, to simplify it. The practical
significance of the obtained results is to adapt the software testing process to the increased security requirements
and capabilities of testing automation tools, using deep learning technologies with reinforcement. The practical
significance of the obtained results is as follows. - a set of mathematical models of the penetration testing process
in computer systems using the GERT network modeling approach simplified the penetration testing scheme by 1.7
times, taking into account possible changes in procedures (including the addition of new procedures and services)
to estimate probabilistictemporal characteristics and possibilities of its scaling at increase in volume and
complexity of the solved problems; - the synthesis of the main components of the method of automatic
penetration testing has increased the efficiency of the software security process (reduce the relative damage at all
stages of the software life cycle to 6 times). The results of the dissertation are implemented and used in the
activities of the company "Line Up", the Research Center for Forensic Examination on Intellectual Property, and
are also used in the educational process of the National Technical University "Kharkiv Polytechnic Institute". The
relevance of the thesis topic is justified in the introduction, the main goal and task of the work are formulated, and
the scientific novelty and practical value of the obtained results are presented.The first section is devoted to the
analysis and comparative studies of software penetration testing methods. In the second section, the penetration
testing process mathematical models complex. In the third section, automated penetration testing method using
deep machine learning technology are developed. The fourth section is devoted to the study of the efficiency of
the software security improving method and substantiation of practical recommendations for its use. Key words:
software, automated testing, security testing, deep machine learning, fuzzy GERT model, cyber threat, software
vulnerability, software security mismatch.
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