O0Js1ikoBa KapTKa aucepTaii

I. 3arasbHi BimOMOCTI
Jep>kaBHHH 00J1iKOBHI HOMep: 0823U100479
Oco06J1uBi TO3HAYKH: BinKkpura

JaTa peectpamnii: 11-07-2023

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Betinins 1lao ...

2. Weilin Cao

KBasmigikamis:

InenTudikarop ORCHID ID: He sactocosyerbcs

Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crieniajIbHOCTI: 123

Ha3zBa HayKoBOi CcIeniaIbHOCTI: KommiotepHa iHxeHepis
T'anyss / ranysi 3HaHb!

OcBiTHBO-HayKOBa IMporpama 3i creniaJbHOCTI: He 3actocoByeTsbcs
JaTa 3axHcTy: 06-07-2023

CnenianbHICTB 32 OCBiTO0: KommioTepHa iHXeHepis
Micue po6oTu 3500yBayva:

Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocoyerbcs

CeKTop HayKH: He 3aCTOCOBYETHCS



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHoi BYEHOI pagH (pa30Boi Cleliaai3oBaHOi BY€HOI pagu). [1d 64.050.097

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuMil TEXHIYHMIA YHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: By Kupninyosa, 6yx. 2, M. Xapkis, XapKiBcbKuii p-H., XapkiBcbka 0651, 61002, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

IV. BizomocTi n1po nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujoHanbHuil TEXHIYHMIA yHiBEpCUTET "XapKiBChKUIA

MOJIITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3Haxoa>KeHHS: By Kupninyosa, 6yx. 2, M. Xapkis, XapKiBcbKuii p-H., XapkiBcbka 0651, 61002, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictrepcTBo ocBiTH i HayKu YKpainu

InenTudgikarop ROR: He zacrocosyerscs

CeKTop HayKH: He 3aCTOCOBYETHCS

V. BimoMocTi npo gucepraniio
MoBga gucepraiiii:
Koau TemaTHyHHUX PyOpHK: 50.37.23, 50.41.25

Tema gucepranii:
1. MeTop nifgBuUILEHHS 6€3I1€KM TPOrPAaMHOTr0 3a6€31eYeHHs Ha OCHOBI TEXHOJIOTIN TECTYBaHHS Ha IPOHMKHEHHS

2. The software security improving method based on the penetration testing technology

Pedepar:

1. Inceprauis Ha 3006yTTSI HAYKOBOTO CTyIEHs JOKTOPa (inocodii 3i crienianbHicTi 123 «KoMiT'toTepHa iHxKeHepis».
- HanioHanbHUI TEXHIYHUIYHIBEPCUTET «XapKiBCbKUM MOJIITEXHIYHUI iHCTUTYT». — XapKiB, 2023. [Ipegmer
IOCTIIKEHHS — METOJ, i BUILLIEHHS 6€311eKU ITporpamMmHoro 3abesnedyeHHs. O6'eKT NOCHiIKeHHS — NPOoLieC
3abe3neyeHHs 6e3MeKy IPorpamHoro 3abesnedyeHHs. JucepratiiiHa po60Ta IpUCBsIY€HA BUPILIEHHIO aKTyaslbHOI
HAyKOBO-TEXHIYHOI 3a71a4i po3p0oOKM METOLy MifiBUIIeHHS O6e3eku porpamHoro 3abesnedeHHs ([13) 3
yPaxyBaHHSIM MOJKJIMBOCTEN CUHTE3y TEXHOJIOTi aBTOMaTU30BaHOT'O TeCTyBaHHs 6e3mneku [13 Ta rinbokoro

MalIMHHOI'O HAaB4YaHH4. ,HOCJ]i,I[)I(eHHH JKUTTEBOT'O IUKITY TIDOTPAMHOI'O 3abe3reyeHHs Ta npoueciB TE€CTyBaHHS, 11O



CYNIPOBOMXYIOTh eV LIMKJI, BAKOHAHO 3a gonomorolo teopii rpadis(GERT modeling). Po3po6ka i gocaimkeHHs
METOJly aBTOMAaTHU30BaHOI'0 TECTYBaHHS 6e3IeKy ITPOBOJIUIINCS 3 BUKOPUCTAHHSIM METO[y IJIMOOKOI0 HaBYaHHS 3
NiAKPiNIeHHSIM. YIJOCKOHaJIEHHSI METOly OL[iHKY €(PeKTUBHOCTI pO3p0O6JIEHOI0 METOY 311iICHIOBAJIOCS 3
BAKOPUCTAaHHSIM METOAY AUHAMIKM cepeHix BenndrH. OLiHKa JOCTOBIPHOCTI TEOPETUYHUX i TPAKTUYHUX
PE3yJbTaTiB IPOBOLMIIACS 3 BUKOPUCTAHHSM I10JI0KEHb TEOPii IMOBIPHOCTEN I MATEMATUYHOI CTaTUCTUKU.
HaykoBa HOBU3HA OTPUMAaHUX Pe3yJbTaTiB 00YMOBJIEHA TEOPETUYHUM y3arajbHEHHSIM i HOBUM BUPIlI€HHSIM
BaXXJIMBOI HAYKOBO-TEXHIYHOI IPOGJIEMH, IO [10JIrae B po3po0Li MeTOAY MiJBUIIEHHS 6€3M1eKU IPOrPaMHOr0
3a6e3MeyeHHs] Ha OCHOBI TEXHOJIOTiH TeCTyBaHHS Ha IPOHUKHEHHS. OTPUMAHO TaKi HAyKOBi pe3yJIbTaTU: — BIleplle
OyB pO3p00JIEHUI METO], aBTOMATHU30BaHOI'O TECTYBaHHS BTOPTHEHb 3 BUKOPUCTAHHSM IOIIYKOBOI CUCTEMU
Shodan, nnatdopmu aHasnizy mepexkesoi 6e3neku MulVal Ta ganux BpazinBocTeil porpaMHoro 3abesnedyenHs: CVE
17151 BBE€JIEHHSI Ta NOOYJOBU PEaJliCTUYHUX CLIeHaPiiB aTaky Ta NepeBipKu [ IIMO0KOr0 HaBYaHHS 33 JOIIOMOTOI0
TEXHOJIOTI MiaKpirieHHs. lle 103800 3reHepyBaTy IePeBO aTakK [Jisl Pi3HUX HABYAJIbHUX IIPOLEAYP,
ONTUMI3yBaTU BifITIOBINIHI CLieHapii aBTOMaTUYHOT'O TECTYBaHHS 06€3I1eKU IPOrpaMHOro 3abe3redeHHs], i TaKuM
YMHOM MiJBUIINTU €(EKTUBHICTb NpoLecy 6e3NeKy IPOrpaMHOro 3abe3MeYeHHs; — yIOCKOHaleHa MaTeMaTU4Ha
MOJEJIb [IPOLECY TECTYBAHHS HA IPOHUKHEHHS B KOMII'IOT€PHI CUCTEMHU, BiIMiHHA BiJ| BilOMUX MOKJIMBOCTEN
TeCTyBaHHS 3aXUILEHOCTI creljanizoBaHux iHpopMaLifHUX [171aTGOPM KOMIT'IOTEPHUX CUCTEM, 110 JO3BOJIMIIO
OLiHWTH MMOBIPHICTb TECTYBaHH4 YacCy Ha IDOHUKHEHHS B 33[JaHUN IHTEPBAJl; — MAaTEMaTUYHA MOJIEJIb [IPOLIECY
TECTYBaHHS Ha IPOHUKHEHHS B KOMIT'IOT€PHI CUCTEMU OTPUMAaJIa NOJAJbIINAY PO3BUTOK. BifMiHHOIO OCOGJIMBICTIO
iei Mozesli € BUKOPUCTAHHS po3noiny EpsaHra B IKOCTi OCHOBHOTO ITPM MaTeMaTUYHii (popmanisauii npouecis
nepexofly Bif cTaHy 1o craHy. lle 103Bosuo, 3 04HOro 60Ky, YHi(piKyBaTH MaTeMaTUYHy MOAEJb i IPeCTaBUTH
IIpOLIEC TECTYBAaHHS Ha OiJIbIll BUCOKOMY PiBHI iepapxii TecTyBaHHS, 3 iHIIOrO — CIIPOCTUTH Horo. [IpakTnyHa
3HAYMMICTb OTPMMAHUX PE3YyJIbTATIB MOJISITAa€ B afjaNTallii IpoLecy TeCTyBaHHS IPOrPAaMHOTro 3a6€3Me4eHHs 10
[iABUILEHUX BUMOT 6e3IeKU i MOKIMBOCTE! TeCTyBaHHS 3aC006iB aBTOMAaTH3allii, 3 BAKOPHUCTaHHSIM T€XHOJIOTIN
IJIMO0KOr0 HaBYaHHS 3 MiAKpinyieHHsM. [IpakTuuHe 3HaUeHHS] OTPUMAaHUX Pe3yJIbTaTiB I10J1Ira€ B HACTYITHOMY: —
KOMIIJIEKC MAaTEMAaTUYHMX MOZEJIEN IIPOLLECY TECTYBAaHHS HAa IPOHMKHEHHS B KOMII'IOTEPHUX CUCTEMAX 3
BUKOPUCTAaHHAM MEPEXEBOro ninxony moaentoBaHHsa GERT cripocTuB cxemy TeCTyBaHHS Ha IIPOHMKHEHHA B 1,7
Pasu 3 ypaxyBaHHSIM MOJKJIMBUX 3MiH Ipouenyp (BKII0YA4U 0AAaBaHHS HOBUX IIPOLIEAyYP i IOCJIYT) [JIs1 OLiHKU
iMOBIpHICHO-4aCOBUX XapaKTEPUCTUK i MOSKJIMBOCTEN MOro MaclITabyBaHHS MPU 30iJIbII€HH] 00CATY i CKJIaHOCTI
PO3B'sI3yBaHMX 3aJ]a4; — CUHTE3 OCHOBHMX KOMIIOHEHTIB METO/ly aBTOMAaTUYHOr'O TECTYBaHHS HA IPOHUKHEHHS
I03BOJIMB MiIBULIMTH e(EeKTUBHICTh IPOLeCy 6e31eKy TPOrpaMHOro 3abe3rneyeHHs! (3HU3UTH BilHOCHI
IIOIIKO/KEHHSI Ha BCiX eTarax KUTTEBOTO LUKy IPOrpaMHoro 3abesnedyeHHs 1o 6 pasis). PesysnbraTu auceprauii
BIIPOBAJI’)KEHI Ta BUKOPUCTOBYIOThCA B AisisibHOCTI KomnaHii "Line Up", HayKoBO-IOCIIiZHOTO LEHTPY CYL0BOI
€KCIIEPTU3HU 3 IMTaHb IHTEJIEKTYaIbHOI BIACHOCTI, 8 TAKOK BUKOPUCTOBYETLCS B HABYaJIbHOMY IIPOLIEC]
HanioHanbHOro TexHiYHOro yHiBepcuTeTy «XapKiBChbKUi MOJITEXHIYHUN iHCTUTYT»". Y BCTYIIi OO PYHTOBYETHCS
aKTyaJIbHICTb TEMU AycepTallii, GOPMYJIIOIOTbCS OCHOBHA MeTA i 3aBAAaHHS pOOOTH, BUKJIAAE€THCSI HAYKOBA HOBU3HA
i IpaKTUYHA LiHHICTh OTPMMAHUX PE3yJIbTaTiB. [lepimnii po3ais NpruCBAYEHO aHali3y Ta MOPiBHAJILHUM
IOCJTiIKeHHSIM METO/IiB TeCTyBaHHS Ha IPOHVMKHEHHS ITPOTPaMHOr0 3abe3rnedeHHs. Y IpyroMy po3zisii onucanui
IIPOLIEC TECTYBAaHHS HA IPOHMKHEHHSI CKJIAJHMX MaTeMaTUYHUX MOJieJieil.Y TpeTboMy PO31ijli po3po6eHO METO
aBTOMAaTH30BAHOTO TECTYBaHHS HA IPOHUKHEHHS 3 BUKOPUCTAHHSIM TE€XHOJIOTI] IMIMG0KOr0 MalIMHHOTO HaBYaHHSI.
YeTBepTUI1 PO3MiJ IPUCBSIYEHO NOCIIPKEHHIO €(PEKTUBHOCTI METOAYIIiIBUIIEHHS 6€3MeKH IIPOrPAMHOTO
3a0€e31e4eHHs Ta OOIPYHTYBaHHIO [IPAaKTUYHUX PEKOMEHIallil 1010 Horo BUKopucTtaHHs. Kito4osi ciosa:
IIporpamHe 3a6e31e4eHHs1, aBTOMaTU30BaHe TECTYBaHHs, TECTyBaHHS 6€3IeKY, IIMO0Ke MallMHHE HaBYaHHS,
HeuiTka mogenb GERT, xibepsarposa, Bpa3auBiCTb IPOrPaMHOrO 3a0€311€4YE€HH, HEBINOBIAHICTh 6€3I1eKn

MIPOrPaMHOTO 3a6€e3MeYyeHHsI.

2. Dissertation for obtaining a scientific degree PHD in the speciality 123 - "Computer Engineering". — National
technical university "Kharkiv polytechnic institute". - Kharkiv, 2023. The subject of research - software security
enhancement method. The object of research - software security process. The dissertation work is devoted to the
solution of the current scientific and technical problem of developing a method of improving the security of



software, taking into account the possibilities of synthesis of technologies of automated software security testing
and deep machine learning. The study of the software life cycle and testing processes accompanying this cycle was
performed using graph theory (GERT modeling). The development and research of the method of automated safety
testing was carried out using the method of deep learning with reinforcement. Improvement of the method of
evaluating the effectiveness of the developed method was carried out using the method of dynamics of averages.
The assessment of the reliability of theoretical and practical results was carried out using the provisions of
probability theory and mathematical statistics. The scientific novelty of the obtained results is due to the
theoretical generalization and a new solution of an important scientific and technical problem, consisting in the
development of a method for improving the security of software based on penetration testing technologies. The
following scientific results have been obtained. - for the first time, a method of automated intrusion testing using
the Shodan search engine, the MulVal network security analysis platform, and CVE software vulnerability data has
been developed to input and build realistic attack and validation scenarios for deep learning with reinforcement
technology. This allowed to generate an attack tree for various training procedures, to optimize the corresponding
scenarios of automatic software security testing, and thus increase the efficiency of the software security process;
- improved mathematical model of the process of testing for penetration into computer systems, different from
the known capabilities of testing the security of specialized information platforms of computer systems, which
allowed to estimate the probability of testing time for penetration in a given interval; - the mathematical model of
the process of testing for penetration into computer systems was further developed. A distinctive feature of this
model is the use of the Erlang distribution as the main one in the mathematical formalization of the processes of
transition from state to state. This allowed, on the one hand, to unify the mathematical model and present the
testing process at a higher level of the testing hierarchy, on the other hand, to simplify it. The practical
significance of the obtained results is to adapt the software testing process to the increased security requirements
and capabilities of testing automation tools, using deep learning technologies with reinforcement. The practical
significance of the obtained results is as follows. - a set of mathematical models of the penetration testing process
in computer systems using the GERT network modeling approach simplified the penetration testing scheme by 1.7
times, taking into account possible changes in procedures (including the addition of new procedures and services)
to estimate probabilistictemporal characteristics and possibilities of its scaling at increase in volume and
complexity of the solved problems; - the synthesis of the main components of the method of automatic
penetration testing has increased the efficiency of the software security process (reduce the relative damage at all
stages of the software life cycle to 6 times). The results of the dissertation are implemented and used in the
activities of the company "Line Up", the Research Center for Forensic Examination on Intellectual Property, and
are also used in the educational process of the National Technical University "Kharkiv Polytechnic Institute". The
relevance of the thesis topic is justified in the introduction, the main goal and task of the work are formulated, and
the scientific novelty and practical value of the obtained results are presented.The first section is devoted to the
analysis and comparative studies of software penetration testing methods. In the second section, the penetration
testing process mathematical models complex. In the third section, automated penetration testing method using
deep machine learning technology are developed. The fourth section is devoted to the study of the efficiency of
the software security improving method and substantiation of practical recommendations for its use. Key words:
software, automated testing, security testing, deep machine learning, fuzzy GERT model, cyber threat, software
vulnerability, software security mismatch.
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