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Pedepar:

1. Inceprauiiina po6ota A.b. Ckynpkoro "MeTop i Mofesii cucteMu 3axulleHoro iHpopmMauiiHoro o6Miny 3
HEepOo3[ibHUM (PAKTOpiaJIbHUM KOAYBAaHHSIM JAHUX" NPEACTaBIIsiE€ KIIOUOBi aCIIEKTU AOCHIIPKEHHS, IPUCBSIYEHOTO
pO3poO6Li Ta BLOCKOHAJIEHHIO CUCTEM 6€3MeYHOro 0OMiHy iHpopMallielo B yMOBax 3alllyMJIEHMX KaHAJIiB 3B'SI3KY.
AxTyanbHicTb. 3pocTatoyi 06csry nepenavi KOHQPiNeHiMHNX NaHUX Y BIIKPUTUX KaHaslax 3B's13Ky BUMaraloTb
IIOCTIFTHOTO BIOCKOHAJIEHHSI METO/IiB CHHXPOHIi3allii Ta MU pyBaHH [J151 3a1100iraHHsI HECAaHKI[iIOHOBAaHOMY
IOCTYIIy, 3a0€3M1e4eHHS LiJIiCHOCTI Ta JOoCTOBipHOCTI iHpopMmaliii. Ocob61By BaXKIUBICTh HAOyBae Mpobdyiema
CHHXPOHI3alii, KoJIM CTOPOHHIN BIIJIMB 200 aTaku MOXYTh IIPU3BECTU 10 300iB y BCTAHOBJIEHHI CHHXPOHI3MY.
O6’'eKTOM OCIIIPKEHHS € NIPOLIEC 3aXUIIEHOTO [1IepeiaBaHHs IePECTAaHOBOK B YMOBAX BUCOKOI iIHTEHCUBHOCTI IyMy
B KaHaJIi 3B'13Ky. [IpeIMeTOM [OCTiIKEHHS € METO], i MOZEJIi CUCTEMH 3axXUILEHOro iHpOpMaLiliHOro OOMiHy 3
HEpO3AibHUM (aKTOpiabHUM KOAYBaHHIM JAaHUX. MeTO0 AOCiIKEHHS € 3a0e3le4eHHS 3aXUILEHOTO

iHdopmaniitHoro 06MiHy B cCUCTEMax 3 HEPO3AiJIbHUM (PaKTOPiaIbHUM KOJyBaHHSIM JAaHUX i 3alIyMJIEHUM KaHAJIOM



3B'a3Ky. [llo mocaraeTbCst MIISIXOM MOAAJBUIOTO PO3BUTKY MaTEMATUYHOI MOJeJli Ta METOY BUSIBJI€HHS
CHHXPOKOMObIiHalii 32 HEBiOMOTO [10YaTKOBOI'O MOMEHTY MPUIMAaHHS JaHUX, & TAKOK CTBOPEHHS iMiTauiitHux
MOJI€JIEV CUCTEMMU [IJIS1 EKCIIEPUMEHTAJIBHOI OL[iHKY TEOPETUYHUX PE3yJIbTaTiB. HaykoBa HOBU3HA OTPUMAaHUX
Pe3yJbTaTiB. — HAOyB MOAAJIBLIOrO PO3BUTKY METO, KaZpOBOi CUHXPOHIi3allii HEPO3AibHUX (PAaKTOPia/IbHUX KOJIiB,
110 BUKOPHUCTOBYE SIK CHHXPOKOMOiHALIil0 IepEeCTaHOBKY YMCeJI, SIKa Ma€ MAaKCUMaJbHe 3HaY€HHS MiHiMasIbHOI
BifcTaHi XeMMiHra Bif, ii ABIIKOBOTO MPeICTaBIE€HHS [0 BCiX ii HUKIIYHUX 3CYBIiB, @ TAKOXX KOPEJISLIMHY Ta
Ma’KOPUTapHY 0OpOOKY NPUIHATUX (PparMeHTiB, Jie JOBXKMHA (PparMeHTa AOPiBHIOE JOBXWHI CHHXPOKOMOiHallii,
KW 32 paXyHOK BUKOPUCTaHHS KOB3HOTO BikHa (PiKCOBAHOTO PO3Mipy Ta BpaxyBaHHS CePii cripaljioBaHb
MiJCUCTEMU CUHXPOHI3allii J03BOJIsSIE BCTAHOBUTU KaPOBY CUHXPOHI3allilo NpUIMabHOI Ta epeiaBajIbHOI CTaHLIN
cuctemu iHpopMaLiliHOro o6MiHy 3a BUCOKOI IMOBIPHOCTI 6iTOBOi TIOMMJIKY Ta HEBIIOMOrO MOMEHTY IIOYATKy
IPUIMaHHS CUHXPOKOMOIHALIiN NlepeaBaya, 3a6e3e4your HeoOXigHi TOKa3HUKYU MMOBIPHOCTI IPaBUJILHOI Ta
XMOHOI CUHXPOHi3alii; — HabyJsa MoJaIbIIOr0 PO3BUTKY MaTEMATUYHA MOJIEJIb IPOLECY BUSIBJIEHHS
CHHXPOKOMOiHallii cucTem nepenaBaHHs iHpopMalii 3 HEpo3IinbHUM (aKTOpiabHUM KOIyBaHHSIM JaHUX, 110
BHMKOPHCTOBYIOTh KOPEJISILIIIHY Ta Ma)KOPUTapHY OOPOOKY NPUMHSATUX (PParMeHTiB, 1Ka 32 PaxyHOK JOCIIiI>)KeHHS
MEXaHi3MiB NepETBOPEHHSI CUHXPOKOMOiHali B il 3CyB B yMOBax 3aCTOCYBaHHS IPUIIMayeM KOB3HOTO BikKHa
(ikCOBaHOTO PO3Mipy AO3BOJISIE OLIHUTH HMOBIPHOCTI ITPaBUJIbHOI Ta XMOHOI KapOBOI CUHXPOHI3allii. — Brepiue
PO3p06JI€HO MaTeMAaTUYHY MOZEJIb CKIHUEHHOTO 10J1s1 KBaAPAaTHUX MaTpULlb NIOPSIIKY 2 Hall, CKIHUEHHUM I10JIeM
IIPOCTUX YMCEJI ZP, 5IKa 32 PaxyHOK 30iIbIIE€HHS NIOPSIKY MOJIs1 KBAAPAaTHUX MAaTPULlb IO 3HAYEHHS P2, IPOTE
36epe>KeHHsI [TOPSAKY P MOJIs Zp, B IKOMY BUKOHYIOTb OI€pallii IepeTBOPEHHS, J03BOJIsI€ MiIBUIIUTHU CTilKiCTh
Kpunrorpa@iyHux CUCTeM, sKi 6a3yI0TbCs Ha olepalisix y ckiHueHoMy 1oJii. PesysnbraTtu gucepratiiiHoi po6oTu
HiATBEPAXYIOTh €(DEKTUBHICTD 3alIPOIIOHOBAHMX PillleHb K Y TEOPETUYHOMY, TaK i B €EKCIIEPUMEHTAILHOMY
acrekTrax. BoHr CTBOPIOIOTH MiAIPYHTS 4J11 BIPOBAIKEHHS B IIPAKTUYHI CUCTEMU 3aXUILIEHOTO iHPOpMaLiliHOrO
00MiHY, pOpMYyI04M HAyKOBY 06a3y IJIs1 IOJAJIbIIO] pO3POOKY iHTErPOBAHUX ITPOTOKOJIIB, 1110 IIOE€NHYIOTH [TPOLIECH
@ pyBaHHS, CUHXPOHi3allii Ta 06pOOKY AaHUX Y €AUHIN cUCTeMI, ajaliTOBaHil 10 po6OTH B yMOBax

Henepe,u,6aquaHMx 3aBaj Ta HeBi,Z[OMOI‘O MOMEHTY I10YaTKy I1€penaBaHH.

2. The dissertation by A.B. Skutskyi, " Method and Models of a Secure Information Exchange System with Non-
Separable Factorial Data Coding" presents key aspects of research dedicated to developing and improving secure
information exchange systems in noisy communication channels. Actuality. The increasing volumes of confidential
data transmission over open communication channels demand continuous improvement of synchronization and
encryption methods to prevent unauthorized access and ensure the integrity and authenticity of information. The
problem of synchronization becomes particularly crucial when external interference or attacks can lead to failures
in establishing synchronism. The object of the study is the process of secure permutation transmission under
high-intensity noise in a communication channel. The subject of the study is the method and models of a secure
information exchange system with inseparable factorial data encoding. The aim of the study is to ensure secure
information exchange in systems with inseparable factorial data encoding and a noisy communication channel.
This is achieved through the further development of a mathematical model and a method for detecting synchro-
combinations when the initial data reception time is unknown, as well as the creation of system simulation models
for experimental evaluation of theoretical results. Scientific novelty of the obtained results: * The frame
synchronization method for inseparable factorial codes has been further developed. This method uses a
permutation of numbers as a synchro-combination, which has the maximum minimum Hamming distance from its
binary representation to all its cyclic shifts. It also incorporates correlation and majority processing of received
fragments, where the fragment length equals the synchro-combination length. By employing a fixed-size sliding
window and considering series of synchronization subsystem activations, this method allows for establishing
frame synchronization between the receiving and transmitting stations of an information exchange system under
high bit error probability and an unknown start time of synchro-combination reception by the transmitter, thus
ensuring the required probabilities of correct and false synchronization. * The mathematical model of the synchro-
combination detection process in information transmission systems using inseparable factorial data encoding has

been further developed. This model utilizes correlation and majority processing of received fragments. By



investigating the mechanisms of synchro-combination transformation into its shift under the receiver's application
of a fixed-size sliding window, it allows for estimating the probabilities of correct and false frame synchronization.
* For the first time, a mathematical model of a finite field of square matrices of order 2 over a finite field of prime
numbers Zp has been developed. By increasing the order of the field of square matrices to p~2, while maintaining
the order p of the Zp field in which transformation operations are performed, this model enhances the robustness
of cryptographic systems based on operations in a finite field. The results of the dissertation confirm the
effectiveness of the proposed solutions in both theoretical and experimental aspects. They create a foundation for
implementation in practical secure information exchange systems, forming a scientific basis for the further
development of integrated protocols that combine encryption, synchronization, and data processing into a unified
system adapted to operate under unpredictable interference and an unknown start time of transmission.
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