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2. Method and models of a secure information exchange system with non-separable factorial fata coding

Pedepar:

1. Juceprauiiina po6ota A.B. Ckynpkoro "MeTo i Mogesi CUCTEMU 3aXUllieHOoro iHpOopMaliiiHOTo OOMIHY 3
Hepo3LinbHUM (PaKTOpiaIbHUM KOAYBAaHHSM JAHUX' IPEACTABIIsE KIIOUOB aCIEKTH LOCHIIKEHHS, IPUCBSIIEHOTO
PO3po0Li Ta BIOCKOHAJIEHHIO CUCTEeM 6e3l1e4HOoro o6MiHy iHpopMallielo B yMOBax 3allyMJIEHUX KaHAJIiB 3B'S3KYy.
AxTyanpHicTb. 3pocTatoyi 06csru nepeavi KOHQPiIeHIiMHNX NaHUX V BIIKPUTUX KaHaax 3B's13Ky BUMaraloThb
IIOCTifHOTO BO,OCKOHAJIEHHS] METO/IiB CUHXPOHi3alii Ta mu@pyBaHHs 17151 3al106iraHHS HECAHKLIOHOBAHOMY
IOCTYITy, 3abe3Ie4eHHs LiiCHOCTI Ta focToBipHOCTI iHdopMalii. Ocob6MBY BaKINMBIiCTh HabyBae rpobiema
CHMHXPOHi3allii, KOJI CTOPOHHIi BIJIMB 260 aTaKl MOXYTb IIPU3BECTU [0 300iB y BCTAHOBJIEHHI CUHXPOHI3MY.

OG6’eKTOM OCTiIKEHHS € MTPOLIEC 3aXUILEHOT0 NepejaBaHHs IePeCTaHOBOK B YMOBAaX BUCOKOI iHTEHCUBHOCTI LIyMy



B KaHaJIi 3B'3Ky. [IpeiMeTOM JOCTiIKeHHS € METO]], i MOZeJIi CUCTeMH 3axUIeHoro iHhopMaliiiHOro o6MiHy 3
Hepo3[ibHUM (PaKTOpiaJIbHUM KOAYBAaHHSM JaHUX. MeTO0 NOCiIKeHHs € 3abe31e4eHHs 3aXUILeHOTO
iHopmaiitHoro 06MiHy B cCUCTEMax 3 HEPO3AiJIbHUM (PaKTOPiaJIbHUM KOJyBaHHSIM JaHUX i 3alllyMJIEHUM KaHAJIOM
3B'a3Ky. [llo mocsaraeTbCst MIJIIXOM MOAANBIIOTO PO3BUTKY MaTEMATUYHOI MOJIesli Ta METOJY BUSIBJIEHHS
CHMHXPOKOMOiHallil 32 HEBiZOMOrO [10YaTKOBOIO MOMEHTY MPUIIMaHHS JAHUX, & TAKOK CTBOPEHHS iMiTalliiiHUX
MOJI€JIEN CUCTEMU 171 €KCIIEPMMEHTAJILHOI OLIiHKY TEOPETUYHUX Pe3yJIbTaTiB. HaykoBa HOBU3HA OTPUMAaHUX
Pe3yJbTaTiB. — HabyB [10AAJIBLIOrO PO3BUTKY METO/, KaJpOBOi CUHXPOHi3allii HEPO3iIbHUX PaKTOPiaIbHUX KOIiB,
1110 BUKOPUCTOBYE SIK CHHXPOKOMOiHallil0 IEpeCTaHOBKY YMCEJI, IKa Ma€ MaKCUMaJbHE 3Ha4Y€HHS MiHiMaIbHOI
BifcTaHi XeMMiHra Bij, ii ABIIKOBOTO MPeCTaBIE€HHS O BCIX ii [UKIIIYHUX 3CYyBiB, @ TAKOXX KOPEJSLIMHY Ta
Ma’KOPUTapHY OOpOOKY NpUIHATUX PparMeHTiB, Jie JOBXKKHA (PparMeHTa AOPiBHIOE JOBXMHI CHHXPOKOMOiHAallii,
SIKUI 32 PaXyHOK BUKOPUCTaHHS KOB3HOTO BiKHa (PiKCOBAaHOTO pO3Mipy Ta BpaxyBaHHs CEpii cripaljloBaHb
MiICUCTEMU CUHXPOHI3allii 03BOJIsSIE BCTAHOBUTY KaPOBY CMHXPOHI3allil0 IPUMMAaJbHOIL Ta NepenaBaJbHOI CTaHLiN
cucremu iHpopMaLiliHOro o6MiHy 3a BUCOKOI IMOBIPHOCTI 6iTOBOi TOMMJIKY Ta HEBIIOMOrO MOMEHTY IIOYaTKy
IIpUMMaHHS CUHXPOKOMOIHALlill lepeaBaya, 3a6e3redyour HeoOxXigHi TOKa3HUKU MMOBIPHOCTI IIPaBUJIbHOI Ta
XMOHOI CUHXPOHi3allii; — HabyJa MoAAIbIIOr0 PO3BUTKY MaTeMaTUYHA MOJIEJb [IPOLIECY BUSIBJIEHHS
CHHXPOKOMObiHalii cucTem nepenaBaHHs iHQopMalii 3 Hepo3IinbHUM PaKTOpiabHUM KOIYBaHHSAM JaHUX, 110
BHUKOPHCTOBYIOTh KOPEJISILIIIHY Ta Ma)KOPUTapHY OOpOOKY NPUMHSTUX PParMeHTiB, gKa 32 paxyHOK JIOCIIiI>)KeHHS
MEXaHi3MiB NepeTBOPEHHSI CUHXPOKOMOiHallii B ii 3CyB B yMOBax 3aCTOCYBaHHS IPUIIMayeM KOB3HOIO BikKHa
(pikcOBaHOTO PO3Mipy [03BOJISIE€ OLIHUTY MMOBIPHOCTI ITPaBUJIbHOI Ta XMOHOI KaZpOBOi CUHXPOHI3allii. — Briepiie
PO3p06JIEHO MaTeMaTUYHY MOZEeJIb CKIHUEHHOTO 10J1s1 KBaAPAaTHUX MaTPULlb OPSIIKY 2 Hal, CKIHUEHHUM I10JIeM
IIPOCTUX YMCEJI ZP, 5IKa 32 PaxyHOK 30iIbII€HHS NIOPSIKY M0JIs1 KBAAPAaTHUX MaTPULlb IO 3HAYEHHS P2, IPOTE
30epeXXeHHs IOPSIKY p MO Zp, B SKOMY BUKOHYIOTh OIlepallii IepeTBOPEHHS, T03BOJISIE MiJBULIUTH CTilKIiCTb
KpunrorpadiuHux CUCTeM, sKi 6a3yI0TbCs Ha oNepalisix y cKiHueHoMy 1oJii. PesysnbraTtu guceprauiiiHol po6oTu
IiATBEPAXYIOTh €(PEKTHUBHICTD 3alIPOIIOHOBAHUX PillleHb K Y TEOPETUYHOMY, TaK i B €KCIIEPUMEHTAILHOMY
acrexkTrax. BoHr cTBOPIOIOTH MiAIPYHTS AJ11 BIPOBAI)KEHHS B IPAKTU4HI CUCTEMU 3aXUILIEHOTO iHPOpMaLiliHOTO
006MiHy, pOpMYyI0UYM HAyKOBY 6a3y IJIs1 TOJAJIbIIOI pO3POOKY iHTErPOBAHUX ITPOTOKOJIIB, 110 MIOENHYIOTH [IPOLIECH
@ pyBaHHs, CUHXPOHi3allii Ta 06pOOKY AaHUX Y €AUHIN cuUCcTeMi, aJanToBaHil 10 poOOTH B yMOBax

Henepe,n,6aquaHMX 3aBaj Ta HeBiILOMOI‘O MOMEHTY I10YaTKy II€penaBaHH.

2. The dissertation by A.B. Skutskyi, " Method and Models of a Secure Information Exchange System with Non-
Separable Factorial Data Coding" presents key aspects of research dedicated to developing and improving secure
information exchange systems in noisy communication channels. Actuality. The increasing volumes of confidential
data transmission over open communication channels demand continuous improvement of synchronization and
encryption methods to prevent unauthorized access and ensure the integrity and authenticity of information. The
problem of synchronization becomes particularly crucial when external interference or attacks can lead to failures
in establishing synchronism. The object of the study is the process of secure permutation transmission under
high-intensity noise in a communication channel. The subject of the study is the method and models of a secure
information exchange system with inseparable factorial data encoding. The aim of the study is to ensure secure
information exchange in systems with inseparable factorial data encoding and a noisy communication channel.
This is achieved through the further development of a mathematical model and a method for detecting synchro-
combinations when the initial data reception time is unknown, as well as the creation of system simulation models
for experimental evaluation of theoretical results. Scientific novelty of the obtained results: * The frame
synchronization method for inseparable factorial codes has been further developed. This method uses a
permutation of numbers as a synchro-combination, which has the maximum minimum Hamming distance from its
binary representation to all its cyclic shifts. It also incorporates correlation and majority processing of received
fragments, where the fragment length equals the synchro-combination length. By employing a fixed-size sliding
window and considering series of synchronization subsystem activations, this method allows for establishing
frame synchronization between the receiving and transmitting stations of an information exchange system under

high bit error probability and an unknown start time of synchro-combination reception by the transmitter, thus



ensuring the required probabilities of correct and false synchronization. « The mathematical model of the synchro-
combination detection process in information transmission systems using inseparable factorial data encoding has
been further developed. This model utilizes correlation and majority processing of received fragments. By
investigating the mechanisms of synchro-combination transformation into its shift under the receiver's application
of a fixed-size sliding window, it allows for estimating the probabilities of correct and false frame synchronization.
* For the first time, a mathematical model of a finite field of square matrices of order 2 over a finite field of prime
numbers Zp has been developed. By increasing the order of the field of square matrices to p~2, while maintaining
the order p of the Zp field in which transformation operations are performed, this model enhances the robustness
of cryptographic systems based on operations in a finite field. The results of the dissertation confirm the
effectiveness of the proposed solutions in both theoretical and experimental aspects. They create a foundation for
implementation in practical secure information exchange systems, forming a scientific basis for the further
development of integrated protocols that combine encryption, synchronization, and data processing into a unified
system adapted to operate under unpredictable interference and an unknown start time of transmission.
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