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1. MeTonu Ta iHdopMaliliHa TEXHOJIOTiS 3aXKUCTy IPOTPAMHOT0 KOZIy Ha OCHOBI 3ac06iB 06¢yckariii

2. Methods and information technology of software code protection based on obfuscation

Pedepar:

1. B pe3ysbTati JUCepTaLiHUX TOCIiIKEHb BUPILIEHO aKTyaJlbHE HAyKOBE 3aBIAHHS NOCIII)KEHHS METOIIB Ta
iHpopMaLifHUX TEXHOJIOTIN MiATPUMKM €(PEKTUBHOTO PO3POOJIEHHS 3aXUILEHOT0 KOy 3aXUCTy IIPOTPAMHOTO KOy
Ha OCHOBI 3aCTOCYBaHHSI METOIiB Ta 3ac06iB 06(ycKalii. YaockoHaneHo MeTo 06¢ycKallii IporpamHoro Koy,
KW BifIPi3HSETHCS Bif] iICHYIOYNX 3aJaHUM IMOPSAKOM 3alyCKY aJITOPUTMIB [IJI 3aILJTyTyBaHHS KOAY, 110 JO3BOJISIE
301IBIIMTY Yac aHasi3y nporpam. Briepiie po3po6ieHo MmeTom 06poOKU IPOrPaMHOro KOy 3 BUKOPUCTaHHSIM
TEXHOJIOTi! KOMIIisLii Ta Habopy iHcTpyMeHTiB LLVM, HayKOBa HOBM3HA SIKOTO IOJISITA€ B TOMY, 110 BiH
I'PYHTY€ETbCSI HAa MeXaHi3Mi inenTudikanii GyHKil 11 BUKOHAHHS 00¢ycKalii Ha OCHOBI aHOTAlill KOMITLJIATOPA,
10 [103BOJIsI€ IPOBOAUTHU 3AILIyTYBaHHS OCHOBHOI YaCTHMHY IIPOTPAMHOTO KOJy. Y IOCKOHAJIEHO METOZ,
3aIUIyTyBaHHS BUXiJJHOTO IPOrPaMHOT0 KOAY KJIi€HTCbKOI CTOPOHM iHTep(eNCy, SIKUI Bifpi3HIETbCS Bifl iCHYI0UMX
3aCTOCYBaHHAM HEMPOMEPEXKEBUX MEXaHI3MIB, 110 JO3BOJISE aJANITUBHO MOr0 3aMaCKyBaTHU BiJl Bi3yaJbHOIO aHaJIi3y

Ta PO3yMiHH4.



2. The dissertation researches intended to solve the actual scientific problem, which is the research of methods
and information technologies to support the effective development of the protected program code based on the
obfuscation instruments and techniques. In this work, the method of obfuscating program code has been
improved. The improved method differs from the existing algorithms of code obfuscation by a different order of
execution of obfuscation algorithms, which increases the time required for the program binary analysis. The
method of processing program code using LLVM compiler and toolchain technologies has been improved. The
difference of introducing a mechanism to identify which functions need to be obfuscated based on the compiler
annotations allows partial obfuscation of the main part of the program code only. The method of client-side of the
interface source code obfuscation has been improved, which differs from the existing ones using neural network
approach, that allows to disguise it from visual analysis and understanding adaptively.
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