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Pedepar:

1. Inceprauis Ha 3M06YTTS HAYKOBOTO CTYIEHS JOKTOPA TEXHIYHMX HAyK 3a creuianbHicTio 05.12.02 -
TeJIEKOMYHiKalliHi cucTemMu Ta Mepexi. — HaljioHasnbHUN TEXHIYHUI YHIBEpCUTET YKpainu "KuiBcbkuit
MOJIITEXHIYHMN IHCTUTYT iM. Irops Cikopcbkoro” MiHicTepcTBa OCBiTH 1 HayKu YKpainu, M. Kuis, 2024. [luceprauiiina
po60Ta NpUCBsSY€Ha BUPIIEHHIO aKTyaJbHOI HAyKOBOI MPOOI€MU CTBOPEHHS i HAYKOBOT'O OOI'PYHTYBaHHS
KOMILJIEKCHOI METO/I0JI0Tii yIIpaBJIiHHS [IPOLLeCOM O6CIYroByBaHHS y iH(pOpMaLifiHO-TeIeKOMYHIKalilHill Mepexi
MOOIJIPHOTO 3B'$13KY 3 METOIO MiJIBUIIEHHS PiBHS 3aXUIIEHOCTI Ta SIKOCTi IPOLIeCy 0OCIyrOBYBaHHS KOPUCTYBAUiB.
Po3po6seHo Ta foCHiIKeHo MOJieJli Ta METOIY NIoNepenHbOi 06po6KU Tpadika y By3Jli Mepexi, BKIII04aloun
aJIrOpUTMU IiATOTOBKY NaHuX, Kinacudikanii Ta knacrepisanii Tpadika. s posnofisieHnx rpaHuYHUX O0UKCIIeHb

(MEC) 3arponnoHOBaHO METOJ, Oprasisaiii 0649ucseHb, po3NojiseHHs i KOHTPOJIsl HAaBaHTaXKEHHS Ta [1epeBipKu



pesysbTaris. [IpoBeieHO pO3pOOKY Ta BALOCKOHAJIEHHS MOJIeJIEN Ta METO/IiB 3aBaJOCTIIKOIO KOJyBaHHS B
MOOIJIBHUX Mepe’kax LIJIIXOM BIIOCKOHAaJIEHHSI MeTony (popMmyBaHHs Kony Raptor. [TpoBefieHO BIOCKOHaIEHHS!
00pOOKY JaHUX Y IPUCTPOSX KOPUCTyBaya HallpaBJleHi Ha MiJBUIIEHHS 3axXUI€HOCTi IPUBAaTHUX JaHUX i
MIePEeKPUTTSI TUIIOBUX aTaK MOB'SI3aHUX 3 MiIMiHOI0 KOPUCTYBauiB. [[7151 IIbOTO B AMCEPTAllii 3aIIPOIIOHOBAHI i
IOCJIiIKeHi MeToau (POpMyBaHHS 6iOMETPUYHOTO A0JIOHY KOPUCTYBaya, METOM MIOr0 IIPUXOBAHOI nepezaui,
MeTOJu B3aeMHOi aBTeHTU]iKalii Ta mMdpyBaHHS Iif 4ac rosl0coBOro 13BiHKa. PO3p0o6seHo i BIPOBaIKeHO
METOJIY YIIPaBJIiHHS IPUBAaTHUMHU JAHMMU KOPUCTYBaya Ha MOOiJIbHOMY ITpucTpoi. Ha OCHOBI oTpuMaHux
PEe3yJIbTATiB 3aIIPONIOHOBAHO iHTEJIEKTyaJIbHY CUCTEMY YIIPABJIiHHA, 10 3a6e3Mevyye ONTUMi3allilo 3a 06paHUMU
KpuTtepismu meTtoay knacudikauii Tpadika, BpaxyBaHHS IapaMeTpiB KaHaJy 3B’3KY [1J1s1 BUOOPY aJrOPUTMIB
KOJyBaHHS i MOAYJISILIi, @ TaKOXX BUOIp METOZiB 3aXMCTy IPUBATHUX JAaHMX KOPUCTYBaya, BKJIIOYA0UM BUOIp METOY
creraHorpagiqyHoro NprMxoByBaHHS AaHUX. Kill04oBi c10Ba: yIIPaBIliHHS MOOIIBHUMU MEPEXKaMU, PO3IOAiIEeHi
rpaHuYHi 064YMCIeHHs, Kiaacudikalis Ta Kiaacrepusalis Tpadika, Habip 03HaK, HEMPOHHI Mepexi, 3aBaloCTilike
KOJyBaHHS, QOHTaHHI KOAY, YIIPaBJIiHHS 3aXUIEHICTIO JaHUX, KOH(PiNeHiHICTh JaHWX, 3aXUCT Bif aTak, B3aeMHa

aBTeHTU(IKallisl KOPUCTYBayviB Mif, yac A3BiHKA, HACKpi3He mudpyBaHHs MiJ, Yac A3BiHKA, MEpPEXXHa cTeraHorpadis.

2. Astrakhantsev A. A. Models and methods for improving the security and quality of data transmission in mobile
communication systems. - Manuscript. Dissertation for the Doctor of Technical Sciences degree in the specialty
05.12.02 - Telecommunication systems and networks - National Technical University of Ukraine "Igor Sikorsky
Kyiv Polytechnic Institute", Kyiv, 2024. The dissertation is devoted to solving the urgent scientific problem of
creating and scientific substantiation of a comprehensive methodology for managing the service process in an
information and telecommunication network of mobile communications in order to increase the level of security
and quality of the user service process. Models and methods of traffic pre-processing in a network node, including
algorithms for data preparation, classification and clustering of traffic, were developed and investigated. For
mobile edge computing, a method for organizing computations, distributing and controlling the load, and verifying
the results is proposed. The models and methods of noise-resistant coding in mobile networks are developed by
improving the method of Raptor code formation. Improvements in data processing in user devices are aimed at
increasing the security of private data. For this purpose, the thesis proposes and investigates methods for
generating a user's biometric template, methods for its covert transmission, methods of mutual authentication and
encryption during a voice call. Methods for managing user's private data on a mobile device are developed and
implemented. Keywords: mobile network management, distributed edge computing, traffic classification and
clustering, feature set, neural networks, noise-resistant coding, fountain codes, data security management, data
privacy, attack protection, mutual user authentication during a call, end-to-end encryption during a call, network
steganography.
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