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Pedepar:

1. Incepranist Ha 3000YTTSI HAYKOBOTO CTYIIEHs JOKTOpa TEXHIYHUX HayK 3a creunianbpHicTio 05.12.02 -
TeJIEKOMYHiKalliliHi cucTemMu Ta Mepexi. — HaljioHasibHUN TEXHIYHUI YHIBEPCUTET YKpaiHy "KuiBCcbKui
MOJITEXHIYHMI IHCTUTYT iM. Iropsa Cikopcbkoro” MinicTepcTBa ocBiTH 1 HayKu YKpainy, M. Kuis, 2024. [luceprauiitna
poboTa NprcBsiYeHa BUPILIEHHIO aKTyaJIbHOI HAyKOBOI MP0o6ieMU CTBOPEHHSI | HAYKOBOI'O OOI PYHTYBaHHS
KOMIIJIEKCHOI METO/I0JI0Tii yIIpaBJIiHHA [TPOLLECOM O6CIyroByBaHHS y iHGOPMaLiiHO-TeIEKOMYHIKallilHill Mepexi

MOOGITILHOTO 3B'SI3Ky 3 METOIO MiJIBUIIEHHS PiBHSI 3aXUILEHOCTI Ta SIKOCTI ITpoliecy 06CIyroByBaHHSI KOPHUCTYBAUiB.



Po3po6seHo Ta foCHiIKEeHO MOLeJli Ta METOIY IIoNEPeNHbOI 06po6KU Tpadika y By3Jli MEepeXi, BKIII0Yal0un
aJIrOPUTMU MIiArOTOBKY IaHUX, kKiaacudikarii Ta kiacrepizauii Tpadika. {1 po3noiieHuX rpaHuYHNX 06491CIeHb
(MEC) 3anporoHoBaHO METO, OpraHizaiiii 064ncieHb, po3no/iiieHHs i KOHTPOJISl HABAaHTAXXEHHS Ta NepeBipKu
pesysbTartis. [IpoBeieHO po3pOoOKy Ta BLOCKOHAJIEHHS MOJeJlell Ta METOMiB 3aBaJOCTIMKOrO KOJYBaHHS B
MOOIJIBHUX Mepeskax LIJITXOM BIIOCKOHAaJIEHHS MeTony (popMmyBaHHS Komy Raptor. [TpoBefieHO BIOCKOHAIEHHS
00pOOKY JaHUX Y IPUCTPOSIX KOPUCTyBaya HallpaBJleHi Ha MiJBUIEHHS 3aXUIeHOCT IPUBAaTHUX JaHUX i
IIEPEKPUTTSI TUIIOBUX aTaK MOB'SI3aHUX 3 MiJIMiIHOI0 KOPUCTYBauiB. JI71s1 1bOro B AUCEPTALlii 3alpOIIOHOBAH; i
IocinkeHi MeToay GopMyBaHHS 6i0METPUYHOTO MA6JI0HY KOPUCTYBaya, METOIM HOT0 IPUXOBAaHOI Iepeadi,
MeTOoIM B3aeMHOi aBTeHTUdiKallii Ta mr@pyBaHHS Mif, Yac roJ0COBOro A3BiHKa. PO3p06ieHO i BIIPOBAIKEHO
METOJIY YIIpaBJIiHHS IPUBATHUMHU JAHMMU KOPUCTYBaya Ha MOOiJIbHOMY ITpucTpoi. Ha 0CHOBI oTpuMaHux
Pe3yJIbTaTiB 3alPOIIOHOBAHO iHTEJIEKTyaIbHy CUCTEMY YIIPABJIiHHY, 10 3abe3edye ONTUMi3allilo 3a OOpaHUMU
KpuTepisimu metopy kinacudikauii Tpagika, BpaxyBaHHS IapaMeTpiB KaHaJy 3B'13Ky 1151 BUOOPY aJITOPUTMiB
KOJyBaHHS i MOAYJISL{], @ TaKOXX BUOIp METOiB 3aXMCTy IPUBATHUX JAaHMX KOPUCTYBaya, BKJIIOYAOYM BUOIp METORY
creraHorpagiqyHoro NpuxoByBaHH: AaHUX. Kilo4yoBi c10Ba: yIIpaBiliHHS MOOITbBHUMU MEPE>KaMU, PO3IOAiIEHi
rpaHuyHi o64YMcIeHHs, Kiaacudikalis Ta Kiaacrepusalis Tpadika, Habip 03HaK, HEMPOHHI Mepexi, 3aBaloCTilike
KOIyBaHHS, GOHTaHHI KOAU, YIIPABJIiHHS 3aXUIEHICTIO JaHUX, KOH(PineHiMHICTh JaHWX, 3aXMCT Bif aTak, B3aeMHa

aBTeHTUdIKallisl KOPUCTYBayiB Mif, yac A3BiHKa, HacCKpi3He mudpyBaHHs Mif, Yac A3BiHKA, MEpPEXXHa cTeraHorpadis.

2. Astrakhantsev A. A. Models and methods for improving the security and quality of data transmission in mobile
communication systems. - Manuscript. Dissertation for the Doctor of Technical Sciences degree in the specialty
05.12.02 - Telecommunication systems and networks - National Technical University of Ukraine "Igor Sikorsky
Kyiv Polytechnic Institute", Kyiv, 2024. The dissertation is devoted to solving the urgent scientific problem of
creating and scientific substantiation of a comprehensive methodology for managing the service process in an
information and telecommunication network of mobile communications in order to increase the level of security
and quality of the user service process. Models and methods of traffic pre-processing in a network node, including
algorithms for data preparation, classification and clustering of traffic, were developed and investigated. For
mobile edge computing, a method for organizing computations, distributing and controlling the load, and verifying
the results is proposed. The models and methods of noise-resistant coding in mobile networks are developed by
improving the method of Raptor code formation. Improvements in data processing in user devices are aimed at
increasing the security of private data. For this purpose, the thesis proposes and investigates methods for
generating a user's biometric template, methods for its covert transmission, methods of mutual authentication and
encryption during a voice call. Methods for managing user's private data on a mobile device are developed and
implemented. Keywords: mobile network management, distributed edge computing, traffic classification and
clustering, feature set, neural networks, noise-resistant coding, fountain codes, data security management, data
privacy, attack protection, mutual user authentication during a call, end-to-end encryption during a call, network
steganography.
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