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1. Mogeni Ta MeTOAY OLiHKY 3aXUIIEHOCTI MeXaHi3MiB 6araTodakTopHoi aBTeHTUdIKallil Bifi HECAaHKIIiIOHOBaHOTO
IOCTYIIY

2. Models and methods for assessing security of multi-factor authentication mechanisms from unauthorized
access

Pedepar:

1. MeTta nucepTauiiHOTO NOCHiIKEeHHS - po3poOKa MaTEMAaTUYHUX MOJieJIEl Ta METOiB OLIiHKY 3aXUIIEHOCTI Bif,
HCII indopmatiii Ta pecypciB 3 BUKOPHUCTaHHIM MeXaHi3MiB 6aratodakTopHoi aBTeHTHiKallii Ta IOPiBHANBHUN
aHasli3 MexaHi3MiB 6araTodakTopHoi aBTeHTUPiKalLii, 0 703B0JsIe MiHiMizyBaTu imoBipHOCTI HCI mozno
indopmatii Ta pecypciB. 3anporoHOBaHO MaTeMaTHU4Hi Mozesi ouinky 3axumeHocTi Big HCJJ ingopmarii ta
pecypciB 3 BUKOPUCTaHHSIM MeXaHi3MiB 6araTo(pakTopHoi aBTeHTUPiKalLii, sIKi 6a3yI0TbCSI HA 00YMCIIEHHI
rimoBipHOCTel HC]J Ta 6e3BinMOBHOI pOOOTH MeXaHi3MiB, 110 03BOJIsI€ OLiHNTH iMoBipHOCTI HC]I y cxemax
6aratodakTopHOi aBTeHTUdIKAIlil. 3aITPONTOHOBAHO METOMIM OLIiHKM 3axuileHocTi Big HC]J] 3 BUKOpUCTaHHIM
MeXaHi3MiB 6araTogakTopHOi aBTeHTUdIKalLil, sIKi 6a3yI0TbCS1 HA BU3HAYEHHI [IOBHOTO NIE€PEJIiKy aTakK BilHOCHO
aHasi30BaHOro QakTopa, ix knacudikallii, aHanisy KpuTepiiB Ta MOKa3HUKIB, SIKi 103BOJISIIOTD iX MOPIBHATH Ta BUOOPY

TaKMX aTaK, sIKi MOXKYTb OyTH peasi3oBaHi Ta 3a6e3revdyBany 6 JOCATHEHHSI MAKCMMAJIbHUX 3HAY€Hb CKIIAIHOCTEN



KpUITOAHAi3y, WO 403B0JIsie OLiHUTU MoBipHOCTI HC]] $K mif 4yac BUKOPUCTAHHS KOKHOTO (paKTOpa OKPEMO, TaK i
B cxeMax b6aratodaxkTopHoi aBTeHTH(iKaLii B3arasi. 3alipoIIOHOBAaHO €HTPOIINHY MOZesIb PaiyKHOI 060JIOHKU
OKa, sIKa 6a3yeTbCsl Ha BU3HAYEHHI KiJIbKOCTI iHpopMallii, sika MiCTUTbCS B paiiiy>KHiil 000JIOHL, 1110 JO3BOJISIE

004U CIIUTU KiJIbKiCTb 6i0METPUYHOI iHpopMaLLil paligyXKu Ta IOPIBHIOBATH HE TiJIbKY 6i0METPUYHI O3HAKU MiX
coboio, azne i 3 [TIH-kozoM, aposieM Ta iHIIMMU METoaMu aBTeHTH(iKaLii B X07i BAKOPUCTAHHS X €eHTPOIiNHAX
OIIiHOK. YIOCKOHasIeHO MeToJ, aBTeHTudikalii, skuit onucano B craHgapti JCTY ISO/IEC 9798-5, mo BinpisHsieTbCs
Bifl iCHYI0YOTO THM, IO 3aMiCTb [1IEPETBOPEHb Y MYJIbTUILNIIKATUBHIN TPYIIi 110J151 BUKOPHCTOBYIOTHCS [1€PETBOPEHHS
y IPYIIi TOYOK EJINTUYHOI KPUBOI, 1110 JO3BOJISIE SOCATTU €KCIIOHEHLIAJILHOTO PiBHA CKJIANHOCTI 3/i1ICHEHHS aTaku

"[IOBHE PO3KPUTTS", @ TAKOK 3MEHILIUTH JOBXUHU KJII04a TP 30epeskeHH] TI0Ka3HMKa 6e3[1eYHOro yacy.

2. The dissertation is devoted to development of mathematical models and methods for assessing information and
resources security from unauthorized access using multi-factor authentication (MFA) mechanisms and
comparative analysis of MFA mechanisms to minimize the probability of unauthorized access to information and
resources. This paper describes mathematical models for assessing information and resources security from
unauthorized access using MFA mechanisms based on the calculation of unauthorized access probabilities and
uptime probabilities to estimate unauthorized access probabilities for multi-factor authentication schemes. Also it
describes methods for assessing security from unauthorized access using MFA mechanisms based on attacks
complete list determining against this factor, attacks classification, analysis of criteria and indicators compare and
choose from such attacks, which can be implemented and would ensure the achievement of the maximum
complexity values of cryptanalysis. These methods allow to estimate unauthorized access probabilities as using
each factor separately and in a MFA schemes in general. Here we propose the iris entropy model based on the
quantity of information contained in the iris, which allows to calculate the amount of iris biometric information
and compare not only the biometric features among themselves but also with the PIN, password and other
authentication means by using their entropy estimates. Also we improve ISO/IEC 9798-5 authentication method
by changing transformations in the multiplicative group to the group of points of an elliptic curve to achive the
exponential complexity for the "full disclosure" attack, as well as reduce key length while preserving the safety

time.
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