O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0420U102287
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 18-12-2020

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. [Toropenos Bonogumup BosogumMuposuy

2. Pogorelov Volodymyr

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs

Bup, pucepranii: kanguzaar Hayk

AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoOBOi cneniaabHOCTI: 05.13.21

Ha3zBa HayKoBoi creniaJIbHOCTI: Cucremu 3axucty iHpopmauii
T'asy3p / rasysi 3HaHB. He 3aCTOCOBy€THCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs
JlaTa 3axHcCTy: 26-11-2020

CnenianbHICTB 32 OCBiTOMO: 123 Kommn'oTepHa iHxkeHepis

Micue po6oTH 3400yBava: HauionanbHuiil aBiauiiiuuii yHiBepeuteT

Kopg 3a €IPIIOY: 01132330

Micue3HaxoaKeHHS: np. Kocmonasta Komaposa, 6yz. 1, m. Kuis, KuiBcbka 0641., 03058, Yxpaina
dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Indp cneuniasnizoBaHoi BY€HOI paau (pa3oBoi clieniaiizoBaHol BY€HO1 pasu): /1 26.062.17
IloBHe HalMeHYBaHHSI IOPHUAUYHOI 0COOM: HaujoHanbHuii aBiauiitHuil yHiBEpCUTET

Kopg 3a €IPIIOY: 01132330

Micue3HaxoaKeHHs: np. Kocmonasra Komaposa, 6yz. 1, m. Kuis, Kuiscbka 061., 03058, Ykpaina
dopma ByracHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10
BHKOHAHO JHCEPTaIlilo

IloBHe HaliMEeHYBaHHSI IOPHUAUYHOI 0COOM: HaujoHanbHuii aBiauiitHuil yHiBEpCUTET

Kog, 3a €IPIIOY: 01132330

Micue3HaxoaKeHHs: np. Kocmonasra Komaposa, oyz. 1, m. Kuis, KuiBcbka 061., 03058, Ykpaina
dopma ByracHOCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. Heiipomepexxesi MoieJli Ta METOIYA PO3Ii3HABaHHSI KOMITIOTEPHUX BipycCiB

2. Neural models and methods for computer viruses recognition

Pedepar:

1. Y po6oTi BupimeHo akTyasbHy HayKOBO-TIPUKJIAIHY 3a7a4y MifBUIIEHHS e(eKTUBHOCTI IPOTHIii KOMITIOTEPHUM
BipycaM, 3a paxyHOK [IOCJIiZIDKEHHSI i pO3pOOKM HOBUX HEMPOMEPEKEBUX MOJiesIel, METOiB i 3aC00iB pO3IiZHaBaHHS
KOMITIOTEPHUX BipYCiB, 3aTHUX ONEPaTUBHO MPUCTOCOBYBATUCH IO YMOB BUKOPUCTAHHSI i pearyBaTy Ha
BMHUKHEHHS HOBUX BUJB BipycCiB. Y gucepTauiiiHiil po60Ti NpoBeeHO aHali3 CyyaCHUX HEIPOMEepeKeBUX
Mozesiell Ta MeTOIiB PO3Ili3HaBaHHs KOMIT'IOTEPHUX BipyCiB, 1110 [10Ka3aB HasIBHICTb HU3KU HEMOJIiKiB, [TOB'SI3aHUX 3
BHICOKOIO IOTPe6010 B 064K CIIIOBAIBHUX PECYPCaX, HU3bKOIO aJalITOBaHICTIO 40 TPOBEIEHHS aHali3y
006(PyCKOBAHOTO IPOIPAMHOTO KOy Ta HEIOCTATHLOIO €(EKTUBHICTIO PO3Mi3HAaBaHHS. PO3p06I€HO KOHLIENTYaIbHY
MOJeJIb OLIiHIOBaHHS ITIMOOKMX HEMPOHHUX MepeX. Po3pobieHo Mmogesns GopMyBaHHS MapaMeTpPiB HaBYaIbHUX
IIPUKJIAJiB I1M60KOi HepOHHOI Mepexi. Po3po6yieHO MeTo, BUBHAUEHHSI apXiTeKTyPHUX lapamMeTpiB [1160Koi
HEMPOHHOI MepexXi, IPU3HAYEHO] 11711 po3Mi3HaBaHHA BipyciB. OTprMMaB [OAAJIbIINIA PO3BUTOK METO]
HelpoMepesKeBOro po3Ili3HaBaHHS KOMITIOTEPHUX BipyciB. Po3pobJieHe crienjianizoBaHe nporpaMHe 3abe3rneyeHHs,

110 6a3y€eThCsl HA CTBOPEHUX HEMPOMEPEKEBUX METOIax Ta MOJIEJISIX, JO3BOJIMIIO 3a6€31€YUTH JOCTATHIO TOYHICTD



PO3I1i3HaBaHHS KOMITIOTEPHUX BipyCiB Ta 326€31eYUTH OIlePaTHUBHICTh CTBOPEHHS aJITOPUTMIB PYHKIIIOHYBaHHS
arapaTHO-TIPOrpaMHUX 3aC00iB 3axUCTy iHopMalLiii.

2. In terms of the work, it is resolved the actual scientific and applied task of increasing the effectiveness of
computer viruses detection by researching and developing new neural network models, methods and means of
recognizing computer viruses that can quickly adapt to the conditions of use and respond to the emergence of
new types of viruses. The prospects of application in the circuit of anti-virus protection systems and neural
network tools for malware recognition are substantiated. The possibility of using of neural network model both in
behavioral analyzers and when using signature analysis is shown. Also for domestic anti-virus protection systems,
the set of expected conditions of application for the specified neural network means is defined. A conceptual
model for assessing deep neural networks has been developed, which, due to the interrelated principles of
permissibility of use, determining a set of effective types and evaluating the effectiveness of a type of deep neural
network, makes it possible to determine a variety of modern neural network models for building effective antivirus
tools. The model for construction of parameters of educational examples for a deep neural network was developed
that is based on formal representation of encoded values of API-functions calls, bytes of sequence of N-grams,
opcodes, the main registers of the processor, and also results of static analysis of samples of malicious and safe
programs, two-dimensional interpretation of binary code, parameters of the values state dependence graph. The
model allows to build means of the neural network analysis of the obfuscated code. A method for determining the
architectural parameters of a deep neural network designed for virus recognition has been developed, which
because of the use of the proposed conceptual model for assessing deep neural networks and model for
construction of training examples used to implement the stages of determining the basic conditions of application,
neural network model and the most effective architecture, as well as the constrcution of parameters of
educational examples and determining the parameters of the architecture of the most effective type of deep
neural network, allows you to form a set of values that ensure the adaptability of such a network to certain
conditions of use. The method of neural network recognition of computer viruses was further developed, which
provides sufficient error of recognition under different conditions by determining the conditions of creation and
application of neural network means, processes of forming portraits of viruses and secure programs, as well as
determining architectural parameters of deep neural network, verification and evaluation of neural network
means. The method takes into account the limitations related to creation of a training sample and the limitations
related to the computing resources of the anti-virus protection system. The specialized software is developed that
is based on the created neural network methods and models and allows providing sufficient accuracy of computer
viruses recognition and providing efficiency of algorithms

Jep>kaBHHH peecTpauiiiHuii Homep [IiP:

IIpiopuTeTHHI HaNIpsIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHui NpiopUTEeTHUI HAIIPSIM iHHOBaLilHOI AiJIBHOCTI:
ITiZcyMKH JOCTiI>KEeHHS:

Iy6sikamii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiaIbHO-€KOHOMIYHA CIIPSIMOBAaHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaaykeHHs pe3yJIbTaTiB AHcepTalii:

3B'SI30K 3 HAYKOBHMH T€EMaMH:



VI. BizoMocTi mpo HayKOBOT0 KEPiBHUKA /KEePiBHHUKIB (KOHCYJIbTAaHTA)

BiacHe IIpizBuie Im'sa Ilo-0aThKOBI:
1. TeperikoBcbkul Irop AHaros1inoBUY

2. Tereykovskyy lhor A.

KBasigikamis: 1. 1. n., 05.13.21
InenTudikarop ORCID ID: He 3acrocosyetncs
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma By1acHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odiniliHuX OIIOHEHTIB Ta pEl€H3€HTIiB
OdiniitHi onoHEHTH
BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:

1. Onipcekut IBaH PomaHOBUY

2. Opirskyy Ivan R.

KBasmigikamis: 1. r. 1., 05.13.21
InenTudikarop ORCID ID: He 3acrocosyetses
HoparkoBa indopmamnist:

TToBHe HaliMeHYBaHHS IOPHIHNYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHoOCTI:

Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocosyerbcs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. ®ecenko AHppiit OnexciioBuy

2. PeceHko Anzpiit OsnekcitoBruy

KBasmigikamis: k.1.1., 05.13.21

InenTudikarop ORCID ID: He 3acrocosyetbcs



JoparkoBa iHdpopmamnist:

IloBHEe HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByTacHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

Penensentu

VIII. 3aKkJII04Hi BiZmoMOCTi
BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
TOJIOBH paju

ByiacHe Ilpi3Buiie Im's ITo-6aTbKOBI

TOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasbHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

Peectpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZIIIOBiZaJIbBHUM 32 peeCcTpallilo HayKOBOi

OisSIIBHOCTI

Kopuenko Onekcannp I'puroposud

Kopuenko Onexkcangp ['puroposuy

IOpuenko T.A.



