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Pedepar:

1. 3a pesysbTaTaMu IPOBEAEHOTrO AOCIIIKEHHS BCTAHOBJIEHO, 10 CY4YaCHUM CTaH HAYKOBOI'O NOCJIiI>KEHHS
npo6sieM 36MpaHHs KOMITIOTEPHUX JaHUX B KPUMiHAJIbHOMY IIPOBA)KEHHI € HeloCcTaTHIM. Lle 3yMOBJIeHO
IedinuToM HayKOBOi Ta HABYaJIbHO-METOAUYHOI JIITEPATYPH, B SIKill 1€l HAIIPsIM KPMMiHaJiCTUKY PO3IJISINAETCS
CUCTEMHO. 32 Li€10 TEMATUKOIO BiZICYTHI AUCEepTaLiliHi JOCIII)KEHHS 3 KPUMIHAJICTUKU. Y gucepTanii 31iiCHEHO
HayKOBe y3arajbHeHHs Cy4acHUX MOXKJIMBOCTEH 30MpaHHs KOMITIOTEPHUX JIAaHUX I1if] YaC PO3CIIiyBaHHs
KpUMiHa/JIbHUX NIPABOIIOPYIIEHb. 3’COBAaHO CTaH iX HOPMaTUBHO-TIPABOBOT'O PETYJIIOBAHHSA 1 OpraHisaliiiHoro
3a0€e31e4eHHs Ta pO3P0O0JIEHO TEOPETUYHI MTOJIOKEHHS! i IPaKTU4HI PEKOMEHallii 010 IPaBOBUX, OpraHi3alifHUX,
TEeXHIKO-KPUMIiHAMTICTUYHUX [I0JIOKEHb MOLIYyKy Ta ¢ikcanii KOMITIOTEPHUX JaHUX 3 METOI0 JOKazyBaHHs. [TokazaHo,
1110 KOMITIOTEPHI AaHi - 1ie MoTeHUilfHa 3aKoi0BaHa Lru@poBa iHpopmallis, sika IepeTBOPIOETLCS B aKTyaJIbHY Ta
OOCTYIIHY CIIPUMHATTIO Y4aCHUKAM KPUMiHAJIBHOTO IIPOBAIKEHHSI B Pe3yJbTaTi 00POOKHU YU AEKOLYBAHHS
anapaTHO-TIPOrpaMHUMU 3ac06aMu. 3a 3MiCTOM BUOKPEMJIIOIOTBCS TaKi BUAM KOMITIOTEPHUX JAaHUX: (PaiiyoBi,

MepEe>KeBi, OllepaTyBHi, MeTaflaHi, 3aMIIKoBi AaHi JJoBefieHo, 110 KOMITIOTEPHI JaHHI MOXKYTh MiCTUTH iH(opmaliio



IOZO HisiTIbHOCTI KOPUCTYBaya Yu CUCTEMH, Yacy, ATV CTBOPEHHS JJaHUX, Te0JIOKallil KOpUCTyBaya, IPUB’SI3KHU 10
iHTepHeT-TpoBaiepa abo KOHKPETHOI 0COOHU, MEPEsKEeBUX Ta MOIITOBUX afIPECiB, 00IaHAHHS, CAUTIB, CIIiIiB
HECaHKI[iOHOBAHOTO BTPY4aHHs! Ta iH. BCcTaHOBJIEHO, 1110 KOMITIOTEPHI JaHi 3HaXOAsThCSl HA PEYOBUX ab0
BipTyaJIbHUX HOCISIX, SIKi 326€31e4yI0Th (PpisndHe abo jioriuHe 36epeskeHHs LMppoBoi iHdopmallii B IpUIATHIN 114
[I0/IA/IBIIOTO AeKoAyBaHHs Gopmi. [lo peuoBUX HOCIIB HajiesKaTh: JKOPCTKi MarHiTHi 60 TBepIOTi/IbHI HAKOIINYYBAaui,
30BHIlIHI HAKONIMYYBayi, ONTUYHI JUCKU, KAPTU NaM’sTi, BOYJ0BaHi Mikpocxemu nam’siti cmapTgoHis. Jlo
BipTyaJIbHUX HOCIiB BiIHOCSITbCSI: KiOEPIIPOCTIp, 110 BKJIIOYa€e IHTEpHET, XMapHi cepBicy, BipTyasbHi IUCKH,
MepeXKeBi CXOBUIIA, eJIEKTPOHHY IMOIITY Ha BifJaJeHUX cepBepax. 3'sICOBaHO, IO B aCIEeKTi JOKa3yBaHHs
KOMITIOTEpHI aHi AudepeHIiIoI0ThCs Ha [IBi TPYIIX: HEUTPaJIbHI 10 CKOEHOTO IIPABOIIOPYILIEHHS BilOMOCTI, 1110 He
MaloTb 3HAYEHHS [IJIs1 PO3CJIiyBaHHs; KPMMiHAJIbHO-pEeJIEBAaHTHI [P0 00'€KTH, SIKi MAIOTh JJOKa30Be abo
OpieHTyBajIbHE 3HAYE€HHS, Ta CJIiM MiATOTOBKY, BYNHEHHSI YU TPUXOBYBAHHS KDUMIiHAJIBHOTO NPABONOPYIIE€HHS.
BusHaveHo, mo uu@poBi CIigy 371041HY - Lie 3MiHU B pe3yJbTaTi KpUMiHalIbHO-KapaHUX Aiil uudposoi inpopmailii,
sIKa 3HAXOJUTbCSl HA pe40BOMY ab0 BipTyaslbHOMY HOCIi, 1110 IIPOSIBJISIIOTHCS B CTBOPEHHI, TpaHcdopmaliii,
mogugikauii, BupaneHHi, KonioBaHHi, 6JI0KyBaHHi [BiMKOBOTO KOAY, AJ1s1 BUsIBJIEHHS, dikcallii Ta JOCTiIKeHHS SIKUX
NOTPiOHI crieniasbHi NporpaMHO-TeXHiIYHi 3ac06u. 3a3Ha4eHO, IO CJIiJOYTBOPIOIOYMM 06'€KTOM € KOPUCTyBay a6o
rdpoBuii 3acib, 10 BUKOPUCTOBYE iHPopMaLifiHO-1IM(POBI TEXHOJIOTI; 3arajJlbHUM CJIiOCIPUNMAIOYUM 00’ €KTOM
- Hocill (pedoBuii uu@poBUii 3acid, KibepnpocTip); 6e3nocepeHiM CligOCIPUMAOYUM 00’€eKTOM — IUppoBa
iHdopmauisg y popmi ¢paitnis, nporpam, 1o CTBOPIOIOTb MeTaiaHi. BkazaHo, mo 6e3nocepeHiMUA HOCISIMU CIifiB
3JI0YMHIB €: anapaTHi 3acobu (kommr'otep, nepudepiiiHe obiagHaHH, iHII pedoBi Hocii iHpopMallii); nporpamue
3a0e3nevyeHHs; I7106abHi UM JIoKaJIbHi Mepexi; , inmi nudposi 3acobu 36epiranHs iHpopmalii (MobinbHi
HaBirauinHi cuctemy, Tesaedonu, AUCKU Ta iH.). LJudposi cainy knacudikoBaHoO 33 CIOCOOOM CTBOPEHHS IM(PPOBOI
indopmaunii; Bunom nudposoi inpopmariii; Hociem 36epiraHns; ocobamu, y IKUX 3HAXOISITHCSI peYOBi HOCIi;
CTyIlIeHEM KOHTPOJIIO KOPUCTYBaYeM; 3aBIAHHSMU KPUMIHATIBHOTO [TPOBAI’KEHHS; 3HAUYLIICTIO JJIs1 IIPOLIeCy
PO3KPUTTS Ta PO3CJIiIyBaHHS 3JI0YUHY; NOCTYIIHOCTI /151 BUSBJIEHHS Ta NOCJIIPKEHHS; HAsBHICTIO LIKiJJIMBOTrO
[IpOrpamMHoOro 3a6esnevyeHHs. HaBeneHo, MO 10 OCHOBHUX IMGPOBUX IAKepes KOMITIOTePHUX JAaHUX BiTHOCSITHCS:
sor-¢aiinu; Mmeranadi; MmepesxeBuil Tpadik; 3aJIMIIKY BUAICHUX AHUX; IIKiJJIMBe TIporpamMHe 3abe3redeHHs]; IaHi,
sIKi BiZiOVBalOTh aKTHMBHICTh KOPUCTYBa4a; XMapHi cepenoBuia. OGIPyHTOBAHO, 110 KPUMiHaNICTUYHI TEXHOJIOTI]
nouyky Ta ¢ikcanii KOMITIOTepHUX JaHUX IiJ] Yac po3ClilyBaHHs KpUMiHAJIbHUX [TPABONOPYIIEHb SIBJISIIOTH COO0I0
CYKYIIHICTb NPOLIECYaIbHUX Ta OPTaHi3alifHUX 3aX0/iB, KPMMiHAIICTUYHMX [IPUIOMIB, arlapaTHO-OPi€HTOBAHUX
3aCc006iB Ta MPOrpaMHO-aHATITUYHNX METOZIB, CIIPSIMOBAaHUX HA BUSIBJIIEHHS, 3aKPIIlJIEHHS], BUIYy4€HHS, 30€pe>KeHHS
uudposoi iHpopmaliii, sika MoKe CIIyTyBaTH LOKa30M y KpUMiHAJIbHOMY ITPOBAPKEHHI.

2. The dissertation provides a scientific generalization of modern possibilities for collecting computer data during
the investigation of criminal offenses. The state of their regulatory and legal regulation and organizational support
is clarified, and theoretical provisions and practical recommendations are developed regarding the legal,
organizational, technical and forensic provisions for searching and fixing computer data for the purpose of
evidence. According to the results of the study, it was found that the current state of scientific research on the
issues of collecting computer data in criminal proceedings is insufficient. This is due to the lack of scientific and
educational and methodological literature in which this area of forensics is systematically considered. There are no
dissertation studies in forensics on this topic. It is shown that computer data is potential encoded digital
information that is converted into relevant and accessible to the participants in criminal proceedings as a result of
processing or decoding by hardware and software. The following types of computer data are distinguished by their
content: file, network, operational, metadata, residual data. It is proven that each type of computer data contains
information about the activity of the user or system, time, date of data creation, user geolocation, binding to an
Internet provider or a specific person, network and postal addresses, equipment, sites, traces of unauthorized
intervention, etc. It is established that computer data is located on subject or virtual media that provide physical or
logical storage of digital information in a form suitable for further decoding. The tangible media include: hard
magnetic or solid-state drives, external drives, optical disks, memory cards, built-in memory chips of smartphones.
Virtual media include: cyberspace, which includes the Internet, cloud services, virtual disks, network storage, e-



mail on remote servers. It was found that in terms of evidence, computer data is differentiated into two groups:
information neutral to the committed offense that is not relevant to the investigation; criminally relevant
information about objects that have evidentiary or indicative value, and traces of the preparation, commission or
concealment of a criminal offense. It was determined that digital traces of a crime are changes as a result of
criminally punishable actions of digital information located on a tangible or virtual medium, which are manifested
in the creation, transformation, modification, deletion, copying, blocking of binary code, for the detection, fixation
and study of which special software and hardware are required. It is stated that the next objective is the
production of digital resources from various information and digital technologies; a hidden trace-receiving object
- nose (digital space, cyberspace); The most important traceable object is digital information in the form of files,
programs that create metadata. It is stated that the main carriers of traces of malware are: hardware (computer,
peripheral equipment, other subject-matter carriers of information); security software; global and local measures; ,
other digital ways of saving information (mobile navigation systems, phones, disks, etc.). Digital traces are classified
according to the way digital information is created; type of digital information; We are saving; persons who have
objective noses; level of control koristuvach; departments of criminal activities; the significance for the process of
uncovering and investigating the crime; accessibility for detection and investigation; the presence of faulty
software. It has been established that the main digital components of computer data are communicated: log files;
metadata; boundary traffic; surpluses of recent data; poor security software; data that encourages the activity of
the koristuvach; gloomy middlings. It is established that forensic technologies for the search and recording of
computer data during the investigation of criminal offenses are a set of procedural and organizational approaches,
criminalistic techniques, technical methods and techniques aimed at identifying, securing, extracting, saving
digital information, which can serve as evidence of criminal activity.
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