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1. )KepxepyHos I1.1O. Mogesni Ta indopMaliliHa TeXHOJIOTis lelleHTPali30BaHoi CUCTeMU YIIPaBJliHHS JIOTiCTUKOIO
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JAHVMU Ta B3a€MOJii y4aCHUKIB y JIOTICTUYHMX CUCTEMAX JIAHIIIOKKA [IOCTABOK. [IpegMeT JOoCiKeHHs — MOAEII,
MmeTonu Ta iHpopmaliiiHa TexHoJiorisg blockchain-opienToBaHoro yrpasiiHHS TpaH3akLisiMU, BUOOPY BalifaToOPIB i
3a0e31e4eHHs LiJiCHOCTI JaHuX Y [eLeHTPali30BaHOMY CepeloBullli. MeTolo fucepTaliiiHoi po60TH € MifBULIEHHS
HAJiHOCTI, IPO30POCTi Ta €(PEKTUBHOCTI OOMIHY JaHUMU LUISIXOM po3pobseHHs blockchain-opienToBanoi
iHdopmaliitHOI TexXHOoIOorii elleHTPali30BaHOoi B3aeMOJii y4aCHHUKIB JIaHIIIOXKKA [TIOCTABOK. 3a pe3yJibTaTaMu
IOCJIiI)KeHHS] OTPMMaHO TakKi HayKOBi pe3yJsIbTaTy: O yIeplie 3alIPOIIOHOBaHO KOHTelHepu3oBaHy blockchain-
apxiTeKTypy IIPMBaTHOI pO3NOJiNeH0] cuCTeMH, Y sIKiil blockchain-By3snu, mediator-cepsicu Ta Monysi Zero-
Knowledge Proof peasnizoBaHo y Burmiszi isospoBaHux Docker-KoHTeHHepiIB, 110 CIIPOIIye IIPOL,EC pO3POOKH Ta
iHTerpatii po3nofiseHnx NporpaMHUX KOMIIOHEHTIB B YIIPABJIiHHS JIQHLIOTAMU [TOCTAYaHHS; O YIOCKOHAIEHO
MaremaTu4Hy Mogesb KoHceHcycy Proof of Friendship msixom BBeieHHS iHTerpajbHOro [10Ka3HUKA JOBipU
BaJizaTopa 3 ypaxyBaHHsM reorpadiuHoi qusepcudikallii By3JliB Ta 3MEHILIEHHS Bard TUITy BUKOPUCTAHOI €HePril
17151 BAKOHAHHSI TPaH3aKllii; 0 HabyJ10 MOAalbIIOro pO3BUTKY iHTErpOBaHe 3aCcToCyBaHHS Zero-Knowledge Proof'y
npuBaTHiil blockchain-mepesxi 3a paxyHok ontumisanii apudmerrnyHoi cxemu xem-QyHKuii SM3 Ta crBopenHs off-
chain nporpamHoro KoMnoHeHTy y Docker mepexi 3alipol1oOHOBaHOI apXiTeKTypu. [IpakTHyHe 3HaY€HHS OTPUMaHUX
pEe3yJIbTATIB MOJIATAE Y HACTYITHOMY: [ 3HUKEHO 6ap €p Ta I[iHy BIPOBA/KEHHS 6JI0KYENH-TEXHOJIOTIM [JI MaJInX i
CepenHix MiATIPUEMCTB: pO3rOPTaHHS apXiTEKTypU 3AiICHIOEThCSI HAOOPOM Hallepe], BUBHaYeHUX KOMaH, 6e3
HeOOXiJIHOCTi po3p0o0OKU 6JI0KYEIH-pillleHb i3 HYJIS Ta i3 MOXKJIMBICTIO MiKJII0YEHHS BXXE iICHYIOUUX KILIE€HT-
CEPBEPHMUX PillleHb; — MiJBUIIEHO CTilKiCTh KOHCEHCYCY 0 KOOPIMHOBAHUX aTaK 3aBASAKU reorpadidHii
nuBepcu@ikallii KOMIiTeTy BajiaTopiB py 30epeKeHHi IPUIHATHOI JJATEHTHOCTI TPaH3aKIiiil Ta 3alUTiB; -
3abe3neyeHo KOHQiAeHIiHICTh KOMEPLiHO YyTIUBUX JAaHUX B JIAHLIIOTY IIOCTABOK: y GJIOKYENH-peeCTpi
36epiraloThes nvine KpunrtorpadivHi 30608 a3aHHs Ta ZKP-710Ka3K, a He EPBUHHI TpaH3aKIiliHi f1aHi. 3a
pe3yJibTaTaMU [IPOBEAEHOr0 AOCTIIKEeHHS NigTBEPAXKEHO MPAaKTUYHY i TEOPETUYHY L[iHHICTb PO3pO6IEeHUX
Mogerieil Ta iHpopMaLiiiHO] TeXHOJIOTI], HalaHO MTPaKTUYHi peKoMeHIallil oo iX 3aCTOCYBaHHS Ta PO3IJISIHYTO
[IepPCIEeKTUBY X [10JabIIOro Po3BUTKY. KiltouoBi c1oBa: 6510K4Y€iH, JIAaHIIOTY [TOCTAaBOK, JOKepHU30BaHa 6JI0KYEH
apxiTexTypa, Kibep6esmneka, 3aX1CT JaHux, inpopmatiiiHa 6e3neka, Zero-Knowledge Proofs, posnogineni
indopmauiitni cucremu, Proof of Friendship, kpunrorpadis, anropurmu xeuyBanHs, SM3 ontumizaris.

2. Zherzherunov P.Yu. Models and information technology of a decentralized supply chain logistics management
system. Qualification Scientific Work in the Form of a Manuscript. The thesis is submitted to obtain a scientific
degree of Doctor of Philosophy (PhD) in specialty 122 - Computer Science. - National Technical University
«Kharkiv Polytechnic Institute», Kharkiv, 2026. The dissertation is aimed at solving a relevant scientific and
technical problem, which is to increase the transparency, reliability and security of logistics processes in supply
chains in the conditions of an increase in the number of distributed participants, cyber threats, the need for
confidential data exchange and the number of resources required for the deployment of a decentralized system.
Object of the study is the processes of decentralized data management and interaction of participants in supply
chain logistics systems. Subject of the study is models, methods and information technology of blockchain-
oriented transaction management, validator selection and data integrity in a decentralized environment. The aim
of the dissertation is to increase the reliability, transparency and efficiency of data exchange by developing
blockchain-oriented information technology for decentralized interaction of supply chain participants. As a result
of the research, the following scientific results were obtained: o for the first time, a containerized blockchain
architecture of a private distributed system was proposed, in which blockchain nodes, mediator services and Zero-
Knowledge Proof modules are implemented in the form of isolated Docker containers, which simplifies the process
of developing and integrating distributed software components into supply chain management; o the mathematical
model of the Proof of Friendship consensus was improved by introducing an integral indicator of the validator's
trust, taking into account the geographical diversification of nodes and reducing the weight of the type of energy
used to perform the transaction; o the integrated application of Zero-Knowledge Proof in a private blockchain
network was further developed by optimizing the arithmetic scheme of the SM3 hash function and creating an off-
chain software component in the Docker network of the proposed architecture. The practical significance of the
results obtained is as follows: o the barrier and cost of implementing blockchain technologies for small and



medium-sized enterprises are reduced: the architecture is deployed by a set of predefined commands without the
need to develop blockchain solutions from scratch and with the ability to connect existing client-server solutions; o
the consensus is more resilient to coordinated attacks due to the geographical diversification of the validator
committee while maintaining acceptable transaction and request latency; o the confidentiality of commercially
sensitive data in the supply chain is ensured: only cryptographic commitments and ZKP-proofs are stored in the
blockchain registry, not primary transaction data. The results of the study confirmed the practical and theoretical
value of the developed models and information technology, provided practical recommendations for their
application, and considered the prospects for their further development. Keywords: blockchain, supply chains,
dockerized blockchain architecture, cybersecurity, data protection, information security, Zero-Knowledge Proofs,
distributed information systems, Proof of Friendship, cryptography, hashing algorithms, SM3 optimization.
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