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2. Models and methods for scenario-adaptive resource optimisation of the functional stability of an information
system

Pedepar/anoTamis:

1. O6’exT mocimxkeHHs: rpolec 3abe3nedeHHs QyHKIIOHANBHOI CTiliKoCTi iHdpopMauiltHux cucteM. [Ipegmer
IOCJiIKEHHS: MOZIEJi Ta METOY CLieHapHO-aJalTUBHOI peCcypCHOI onTuMisallii GyHKIiOHaNIbHOI CTIMKOCTI
iHopmauiitHoi cuctemu. MeTa gucepTauiiiHOI pO6OTU: MiIBAIUTY €(EKTUBHICTb CUCTEM 3a0€3T1€YEHHS
dyHKUIiOHAMBHOI cTiliKOCTi iHPopManiitHOi cuctemu. Y po6oTi 6yiu OTpUMaHi HOBi HAYKOBi pe3yJbTaTu: 1.
[Mopganbpmmii pO3BUTOK MOeslell KOPUCHUX e(PEKTIB Ta PyHKLiOHAIbHOI CTilKOCTi iHpopMaLifiHUX cuCTeM Ha
OCHOBI cKasipHoi 3ropTku Kosimoroposa-T'abopa. 2. HabyB nofasnbpmoro po3BUTKY METO/, 3HAXOI>KEHH ST
ONTHUMAJIbHUX BUJATKIB HAa CUCTEMY 3a0e3e4eHHs PYHKIIOHAIbHOI CTIMKOCTI iHpopMaliitHOI cuctemu 3

yPaxyBaHHSM Ba>KKOCTI 30BHIIIHIX BIJIMBIB Ha CUCTEMY Ta KPUTUYHOCTI iHpopmaliiiHuX pecypciB i opraHizauii.



3. HabyB noganpioro po3BUTKYy METO[, CLIEHAPHO-aJallTUBHOI peCypPCHOI onTuMi3auii GyHKIIOHaIBbHOI CTIMKOCTI
indopmaniitHux cucrem. [IpakTryHe 3HaYeHHS OTPUMAaHUX Pe3yJIbTaTiB [0JISITae y po3pob1ii Mozesieil Ta MeTOiB,
Ha OCHOBI SIKUX OYyJIM po3po0JieH] NPUKIIafHi pillleHHs Ta IPOrpaMHi CUCTeMU 3abe3IeyeHHs PYHKIIOHAJIbHO]
CTiliKOCTi iHpopMaliiiHMX cucteM. Po3pobsieHe mporpamHe 3a6e3nedeHHs A4J1s1 ONTUMI3allii po3noniny pecypcis
MIX MifcrucTeMamu cucteM 3abesnedeHHs: GyHKLIOHAIbHOI CTiKOCTi iHOopMaliiiHOi cucTemu, sIKi MalOTh pi3Hi
PiBHIi B3aeMO3aMiHHOCTI mificucteM. Po3pob6yieHe rporpamMHe 3ab6e3rnedeHHs ONTUMiI3allii BUTpaT Ha 3abe3neYeHHs
(yHKUiOHAIBHOI CTIMKOCTI iH(pOopMaLifiHOI cCuCTEeMY, SIKa 3HAXOAUTHCSI B yMOBAaX HETaTUBHUX BILJIUBIB Pi3HOTO PiBHA
BaXXKOCTi. BuU3HaueHi yMOBH, IIpU SIKAX (pOpMasbHA ONTUMI3allisl, IPAKTUYHO, HE JJa€ BUTPAIly i IPaKTUYHA 3a/a4a
ONTMMi3allii po3noAiny HE3a4OBIIBHOTO PECYPCY MIXK MiICUCTEMaMU 3aMiHIOETLCS HA IPAKTUYHY 33124y

301JIbIIEHHS CyMapHOTO PECYPCY CUCTEMU 3aXUCTY.

2. Object of research: the process of ensuring the functional resilience of information systems. Subject of research:
models and methods for scenario-adaptive resource optimization of information system functional resilience. Aim
of the dissertation: to enhance the effectiveness of systems ensuring the functional resilience of information
systems. The study yielded the following new scientific results: 1. Further development of models regarding utility
effects and the functional resilience of information systems, based on the Kolmogorov-Gabor scalar convolution. 2.
Further development of a method for determining optimal expenditures on information system functional
resilience mechanisms, accounting for the severity of external impacts and the criticality of information resources
to the organization. 3. Further development of a method for scenario-adaptive resource optimization of
information system functional resilience. The practical significance of the results lies in the development of models
and methods that served as the basis for creating applied solutions and software systems to ensure the functional
resilience of information systems. Software was developed to optimize resource allocation among the subsystems
of information system resilience mechanisms, accounting for varying levels of subsystem interchangeability.
Software was also developed to optimize costs associated with ensuring the functional resilience of information
systems subject to adverse impacts of varying severity. Conditions were identified under which formal
optimization yields negligible gains, and where the practical problem of allocating scarce resources among
subsystems is best replaced by the practical task of increasing the total resource capacity of the protection
system.
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