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1. Po3po6ka MeTony aHOHIMHOCTI KOPUCTYBadiB Y MECEH/IP)Kepax Ha OCHOBI 6JIOKYENH TE€XHOJIOT I

2. Development of the method of user anonymity in messengers based on blockchain technology

Pedepar/anoTamis:

1. Y nuceprauiiiniii po60Ti peasizoBaHO KOMIJIEKCHUM METO], 3aXUCTy aHOHIMHOCTI KOPUCTYBAaviB B MeCEHPKepax
HIJISIXOM iHTerpaliii 3aco6iB JeleHTpani3oBaHux ineHTrdikaTopiB, AeleHTpasi3oBaHOi CUCTeMU Nepeaayi
NOBiOMJIeHb, 00¢ycKalii Tpadiky, poTalii ceciil Ta By3/1iB MaCKyBaHHsI, JEL€HTPajli30BaHOr 0O 30€piraHHs
Pe3epBHUX KOIii1 TMCTYBaHHS 3a JOIIOMOTOI0 el €HTPaIi30BaHUX CUCTEM 30€peKEeHHS Ta KpUNTOrpadiyHUx
IlepeTBOPEHb i3 OJI0KYENH Ta CMapT KOHTPaKTaMU [1J1s1 30€pe>keHHs! JOKa3iB IOCTOBIPHOCTI JAHUX Ta YIIPaBJliHHS
IOCTYIIOM. MeTOI0 IrcepTaliiHOro NOCIiIKEHHS € MiIBUIIEHHS PiBHS aHOHIMHOCTI KOPUCTYBa4iB MECEHIKEPIB 3a
PaxyHOK PO3pOOKY METOMY 3aXUCTy KOPUCTYBayiB MECEHKePiB, OCHOBAHOTO Ha iHTerpaliii nerneHTpanizoBaHol
TOMOJIOTii Mepexi, 3ac0o6iB 0JI0KYEIiH, yIIpaBiliHHS AeleHTpasizoBaHnMu ineHtudikaropamu (DID) kopucTyBauis,
cnyx6u imeH Ethereum (ENS) Ta cuctem posnogineHoro 36epiranss ganux IPFS. luceprauiiina po6ora
IIPUCBSYEHA BUPIIIEHHIO aKTyaJbHOIO HAYKOBO-IIPAKTUYHOTO 3aBJAHHS [iIBUILIEHHS PiBHS 3aXUILEHOCTI
QHOHIMHOCTI KOPUCTYBauiB y MECEH[)XePax Ha OCHOBI TEXHOJIOTIi 6JI0K4YEIH Yepe3 po3po0KyY AeLeHTPali30BaHUX

ineHTH}ikaTOpPIB Ta riGPUAHUX CUCTEM KOHTPOJIIO AOCTYIY 110 LM(PPOBUX CEPBiCiB MepeKi, 3a6e3redeHHs



KibepCTilIKOCTi pe3epBHUX KOIIil iCTOPii INCTyBaHHS KOPUCTYBayiB O6’'€KTOM JOCIiIKEHHS € NIPOoLeC 3a6e31eUeHHs
aHOHIMHOCTI JaHUX KOPUCTYBauiB y iHPOpMaLiliHO-KOMYyHIKaL[iiHUX CHCTEeMaX MUTTEBOTO OOMiHY
MOBiZOMJIEHHAMMU. [IpeIMETOM IOCIIIIKEHHS € METOMOJIOTIYHI Ta MAaTEMATU4HI OCHOBU METOJY aHOHIMi3allii
KOPHMCTYBauiB MECEH/IKEPiB Ha OCHOBI 3aCTOCYBaHHS TEXHOJIOTI 6JI0KYENH, JeLleHTPali30BaHUX ieHTU(IKaTOPiB,
CMapT KOHTPAKTIB, PO3NOJiJIEHUX CUCTEM 30€PiraHHs JaHUX i MaCKyBaHHs Tpa@iky. Y npoueci JoCiIKeHHs
BUKOPUCTAHO METOIM MOPiBHAJILHOTO aHAJIi3y Ta aHaTiTUYHOTO MOZEIOBAHHS, PYHKIIOHAIbHOTO MOJIE/IIOBAHHS,
iMiTaliiiHOro MOJEJII0BaHHS Ta EMITIPUYHOTO eKCIIepUMEHTY. TakoxX NpUIiIeHO yBary JOCiIKeHHIo iHpopMallii 3
BiIKDUTHUX JPKEPEJI Ha KIITAJIT 3BiTiB IIPaBO3axXVMCHUX OPraHisaliiil, HOBMH, 3BiTiB KOMIIAHil IIPO BUNALKU BUTOKY

[IepCOHAJIbHUX aHUX Ta IXHi HACIIOKY 1711 KOPUCTYBaYiB.

2. The dissertation work implements a comprehensive method for protecting user anonymity in messengers by
integrating decentralized identifiers, a decentralized messaging system, traffic obfuscation, session rotation and
masking nodes, decentralized storage of backup copies of correspondence using decentralized storage systems,
and cryptographic transformations with blockchain and smart contracts to preserve evidence of data authenticity
and access control. The goal of the dissertation research is to increase the level of anonymity of messenger users
by developing a method for protecting messenger users based on the integration of decentralized network
topology, blockchain tools, decentralized user identifier (DID) management, Ethereum Name Service (ENS), and
IPFS distributed data storage systems. The dissertation is devoted to solving the current scientific and practical
problem of increasing the level of security of user anonymity in messengers based on blockchain technology
through the development of decentralized identifiers and hybrid access control systems to digital network
services, ensuring cyber resilience of backup copies of user correspondence history. The object of the study is the
process of ensuring the anonymity of user data in information and communication systems of instant messaging.
The subject of the study is the methodological and mathematical foundations of the method of anonymizing
messenger users based on the use of blockchain technology, decentralized identifiers, smart contracts, distributed
data storage systems and traffic masking. The research process used methods of comparative analysis and
analytical modeling, functional modeling, simulation modeling and empirical experiment. Attention was also paid
to researching information from open sources, such as reports from human rights organizations, news, and

company reports on cases of personal data leaks and their consequences for users.
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BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB
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KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZINIOBiZaJIbHUM 32 peECTpallil0 HAyKOBOIi
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IOpuenko TeTsHa AHaTOJIiBHA

FOpuenko TetsHa AHaToJiiBHA



