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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTHYHHUX PYOPHK: 49.33.29, 49.03.07

Tema gucepranii:
1. TlToToKOBi MOZEJi 6€311eYHOI Ta BiAMOBOCTINKOI MaplIpyTH3aLlii 3 6a1aHCyBaHHSIM HaBAaHTAXEHHS B IIPOTPaMHO-

KOH(QIrypOoBaHNX TEJIEKOMYHIKaL[iTHUX MepesKax

2. Secure and fault-tolerant flow-based routing model with load balancing in soft-ware-defined
telecommunication networks

Pedepar:

1. O6’exT — npouecy 6e3nevyHoi Ta BiMOBOCTIIKOI MapuIpyTH3allii 3 6aJaHCYBaHHSIM HaBaHTAXKEHHS B IPOrPaMHO-
KOH(QIrypoBaHMX TEJIEKOMYHIKaLilTHUX Mepeskax. MeTa — MiJIBULIEHHs PiBHS BiIMOBOCTIMKOCTI Ta MEPEXKHOI
0e3reKu B [IPOrpaMHO-KOHDIrypOBaHUX TeJeKOMYHIKalliMHUX Mepexax. [IpenMeT NocifiKeHHs — MaTeMaTUYyHi
MogeJii 6e3Me4HOi Ta BiMOBOCTIKOI MapiIpyTH3allii 3 6ajlaHCyBaHHSIM HaBaHTAKEHHSI B [IPOTPaMHO-
KOH(QIrypoBaHUX TEJIEKOMYHIKALITHUX Mepeskax. MeTonu JoCiIp)KeHHS — anapar JOCiI )KeHHS olepaliiil i Teopis
MHOXWUH, Teopist rpadis, eeMeHTy Teopii pu3nKiB, METOAM JIiHIHOTO Ta KBaJpaTUYHOIO IIPOTrPaMyBaHHSL.
PesynbTaTu - YIOCKOHa/IEHO IIOTOKOBY MOJeJib 6€3I1e4HOi MapIIpyTH3allii B TeJIeKOMYHIKaLiHHUX MepesKax;
YIOCKOHAJIEHO MTOTOKOBY MOJI€JIb 6€3MeYHOI MapIIpyTM3allii 3 6aJlaHCyBaHHSIM HaBaHTKEHHS HA OCHOBI
BpaxyBaHH: 1apaMeTpiB MepeKHOi 6e31eKu B IPOrpaMHO-KOHQIrypOBaHUX TEJIEKOMYHIKALiHUX MEPEXKAX;

yIepiue 3alpolIOHOBAaHO MOJeJIb IBUAKOI TepeMaplIpyTr3alii i3 3adesneyeHHsIM 6ajlaHCyBaHHSI HAaBaHTaXXEHHS Ha



npunuunax Traffic Engineering Ta gudepeHnuiioBaHoro oomesxxeHHs Tpadiky B IporpaMHO-KOH(IrypoBaHUX
TeJIeKOMYHIKal[iHHUX Mepeskax; YI0CKOHaTIeHO [TI0TOKOBY MOJIeJb 6e3eYHO] MBUIIKOI TepeMapIipyTru3anii 3
OaslaHCyBaHHSIM HaBaHTKEHHS Ta JudepeHLiioBaHUM 0OMeXKeHHsIM TpadiKy Ha rpaHuUlli TeJI€eKOMYHiKalliiiHOi
Mepexi. BnpoBazpkeHo - y HaBuasibHOMY Npoleci kadpenpu iHpokoMyHiKaliiHoi iHkeHepii im. B. B. [TonoBcbkoro
XapKiBCbKOI'O HalliOHAJILHOTO YHIBEPCUTETY PaflioeIEKTPOHIKU B IIPOLEC] IPOBEAEHHS JIEKLIIMHUX | IPAaKTUYHUX
3aHsTh i3 pucuulid «Information Security in Information and Communication Systems» Ta «Control and Routing
in Telecommunication Systems»; Ha nignpuemcteax «XJIPHTILI T3I», y TOB «Bopknect» Ta I[IpAT «Papnen-
InBecT». ['asly3b BUKOPUCTAaHHS — TEJIEKOMYHIKalliiiHi CUCTeMU Ta MEPEXKI.

2. The object - the processes of security and fault-tolerant routing with load balancing in software-defined
telecommunication networks. The goal - increasing the level of fault tolerance and network security in software-
defined telecommunication networks. The subject of research - mathematical models of security and fault-
tolerant routing with load balancing in software-defined telecommunication networks. Research methods -
operations research apparatus and set theory, graph theory, elements of risk theory, methods of linear and
quadratic programming. Results - the flow-based routing model has been improved, taking into account
information security risks using base score metrics of criticality vulnerabilities; the flow-based model of secure
routing with load balancing under network security parameters in software-defined telecommunication networks
has been improved; for the first time, a model of fast rerouting with load balancing based on the principles of
Traffic Engineering and differentiated traffic policing in software-defined telecommunication networks has been
proposed; the flow-based secure fast rerouting model with load balancing and differentiated traffic policing in
software-defined telecommunication networks has been improved. Implementation - in the educational process
of the Department of Infocommunication Engineering V.V. Popovsky in Kharkiv National University of Radio
Electronics in a lecture courses and practical classes on disciplines of «Information Security in Information and
Communication Systems» and «Control and Routing in Telecommunication Systems»; at the enterprises of
"KhDRNTC TZI", in LLC "WorkNest" and enterprise private joint-stock company "Farlep-Invest". The field of use is
telecommunication systems and networks.
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