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V. BimomocTi npo gucepraniio
Mosga aguceprarii:
Koau TemaTHYHHUX PYOPHK: 49.33.29, 49.03.07

Tema gucepranii:
1. TloTokoBi MozieJli 6e311eYHOi Ta BiIMOBOCTIIKOI MapIIpyTU3allii 3 6alaHCyBaHHSIM HAaBaHTAKEHHS B [IPOTrPAMHO-

KOHQIrypoBaHUX TeJIEKOMYHIKal[itHUX MepesKax

2. Secure and fault-tolerant flow-based routing model with load balancing in soft-ware-defined
telecommunication networks

Pedepar:

1. O6’ekT - mpoluecu 6€3MeYHO]i Ta BiMOBOCTIIKOI MapuIpyTH3allii 3 6alaHCyBaHHSM HAaBaHTaKEHHS B IPOTPaMHO-
KOH(QIrypoBaHUX TeJIeKOMYHIKaLiliHuX Mepeskax. MeTa — MiJiBullleHHs PiBHS BiAMOBOCTIMKOCTI Ta MEPEXKHOI
6e3MeKu B IPOrpaMHO-KOH)IrypOBaHUX T€JIEKOMYHIKalliMHUX MepexXax. [IpeIMeT NocCii)KeHHs - MaTeMaTUYHi
Mogeli 6e3MeyHoi Ta BiIMOBOCTIHKOI MapHIpyTH3allii 3 6ajlaHCyBaHHSIM HaBaHTAKEHHS B IPOrPAMHO-
KOH(QIrypoBaHUX TeJIEKOMYyHIKal[iHUX MepeskaxX. MeToau NoCipKeHHs — anapar JOCiI )KeHHs orepaliiii i Teopis
MHOXUH, Teopist rpadis, e1leMeHTH Teopii pU3KKiB, METOAM JIiHITHOTO Ta KBaJpaTUYHOIO IIPOrPaMyBaHHSL.

PesynbTaty - YIOCKOHa/IEHO IOTOKOBY MOZ€JIb 6€3I1€4YHOI MapIIPyTH3allii B TEJIEKOMYHIKALIHHAX MEPEXKaX;



YAOCKOHAJIEHO MOTOKOBY MOJEJIb 6€3Me4YHOi MapupyTu3aliii 3 6ajlaHCyBaHHSIM HaBaHTaK€HHSI Ha OCHOBI
BpaxyBaHHSI [IapamMeTpiB MepekHOi 6e3I1eKU B TPOrpaMHO-KOHQDIrypoBaHUX TeJeKOMYHIKalliHUX MepexXax;
yIepliue 3allpolIOHOBAaHO MOJeJib LIBUAKOI TepeMaplIpyTh3allii i3 3abe3neyeHHsIM 6aslaHCyBaHHS HAaBaHTaXXEHHS Ha
npunuunax Traffic Engineering Ta gudepeHuiiioBaHoro oomeskeHHs Tpadiky B IporpaMHO-KOHQIrypoBaHUX
TeJIeKOMYHIKaliiHUX Mepeskax; YI0CKOHATIEHO [TIOTOKOBY MOJIeJib 6e3MeYHOi MBUIKOI IepeMapIipyTru3anii 3
OaslaHCyBaHHSIM HaBaHTKEHHsI Ta JudepeHLiioBaHUM 0OMeXKeHHsIM TpadiKy Ha rpaHulli TeJeKOMYHiKalliiiHOi
Mmepexi. BipoBampkeHo - y HaBuasibHOMY Npoleci kapenpu inpokoMyHikaliiHoi iHkeHepii im. B. B. [Tornoscbkoro
XapKiBCbKOI'O HalliOHAJILHOT'O YHIBEPCUTETY PaZlioeIEKTPOHIKU B IIPOLEC] IPOBEAEHHS JIEKLIMHUX | IPAaKTUYHUX
3aHATh i3 pucuuIutid «Information Security in Information and Communication Systems» Ta «Control and Routing
in Telecommunication Systems»; Ha nignpuemcteax «XJIPHTLI T3I», y TOB «BopkHecT» Ta I[IpAT «Papnen-

InBecT». ['ayy3b BUKOPUCTAHHS — TE€JIEKOMYHIKALINHI CUCTEMU Ta MEPEXKI.

2. The object - the processes of security and fault-tolerant routing with load balancing in software-defined
telecommunication networks. The goal - increasing the level of fault tolerance and network security in software-
defined telecommunication networks. The subject of research — mathematical models of security and fault-
tolerant routing with load balancing in software-defined telecommunication networks. Research methods -
operations research apparatus and set theory, graph theory, elements of risk theory, methods of linear and
quadratic programming. Results - the flow-based routing model has been improved, taking into account
information security risks using base score metrics of criticality vulnerabilities; the flow-based model of secure
routing with load balancing under network security parameters in software-defined telecommunication networks
has been improved; for the first time, a model of fast rerouting with load balancing based on the principles of
Traffic Engineering and differentiated traffic policing in software-defined telecommunication networks has been
proposed; the flow-based secure fast rerouting model with load balancing and differentiated traffic policing in
software-defined telecommunication networks has been improved. Implementation - in the educational process
of the Department of Infocommunication Engineering V.V. Popovsky in Kharkiv National University of Radio
Electronics in a lecture courses and practical classes on disciplines of «Information Security in Information and
Communication Systems» and «Control and Routing in Telecommunication Systems»; at the enterprises of
"KhDRNTC TZI", in LLC "WorkNest" and enterprise private joint-stock company "Farlep-Invest". The field of use is
telecommunication systems and networks.
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