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1. InceprauiiiHa po60Ta NPUCBIYEHA PO3B’A3aHHIO aKTyaJbHOI0 HayKOBO-TIPAKTUYHOT'O 3aB/IAHHS MTiIBULLEHHS

e eKTUBHOCTI BUSIBJIEHHS Ta Kiacudikalii aHoMaiil MDKIOMEHHOI MapiIpyTr3alii B npotokosti BGP msxom
PO3pO6JIEHHS Ta BIOCKOHAJIEHHSI METO/iB aHasli3y 1 iHTepIpeTallii 03HaK Ha OCHOBI MiIX0JiB MOSICHIOBAJIbHOTO
IITYYHOTO iHTEJIEKTY. AKTYyaJIbHICTh TEMU JOCIIIPKEHHS 3yMOBJIEHA 3DOCTAaHHIM POJIi MiKIOMEHHOI MapIIpyTA3aLii
y (PYHKLIOHYBaHHI I7106a71bHOI MepexXi IHTepHeT Ta HeoOXiAHICTIO 3abe3ne4eHHs CTiIKOCTi LUPPOBO]
iH(paCTPYKTYypH 0O Pi3HOMAHITHUX aTak i 300iB. [IpoTtokosa Border Gateway Protocol (BGP) € ocHOBOI0O
MIiXZOMEHHOTO OOMiHy MapuIpyTHOIO iHdOpMallielo, OgHAK HOT0 apxXiTeKTypa 11o6yioBaHa Ha AOBipyiil Mogei
B3a€MO/Iii aBTOHOMHMX CUCTEM i He nepefdavyae MOBHOLIHHUX MEXaHi3MiB IIepeBipKU JOCTOBIPHOCTI MapUIPyTHUX
orosiouleHs. lle cTBOPIOE NepenyMOBH [J1s1 BAHMKHEHHS aHOMaslill MapupyTu3anii, 3okpema BGP-hijacking, route
leaks Ta iHIIKMX NOPYIIEHB, SIKi MOXKYTb TPU3BOAUTH 10 HEJLOCTYITHOCTI CEPBICIiB, IepeHanpaseHHs Tpadiky Ta

3HAYHUX (PiHAHCOBUX 30MTKiB. MeTOI0 AucepTaliiiHOi pO60TH € minBuieHHs e(DEeKTUBHOCTI BUSBIEHHS aHOMAJIN



MDKIOMEHHOI MapupyTu3alii B IpoTokoji BGP missxom po3po6iieHHs Ta BHOCKOHAJIEHHS METOIiB aHali3y !
KiJIbKICHOTO OLIiHIOBaHHSI BIVIUBY O3HAK Ha OCHOBI MiIXOJiB IIOSICHIOBAJIBHOTO WITYYHOTO iHTENeKTy. O6'€KTOM
IOCTiIKEeHHs € Ipoliecu MDKIOMEHHOI MapiipyTu3auii B iHpoKoMyHiKaliiHUX Mepexax. [IpenMeToM IoCiIKeHHs
€ METOM aHaJli3y, iHTepnpeTalii Ta OLiHIOBaHHS BIUIMBY O3HAK y 3aa4ax Kiuacudikalii aHoManiit npotokonay BGP.
Y po60Ti BUKOPHCTAaHO METOAM MAaTEMAaTUIHOI CTATUCTUKY, aHAIi3y YaCOBUX PSAJIiB, MAIIMHHOTO Ta IJIMOUHHOTO
HaBYaHHS, a TAKO>XX METOJY TOSICHIOBAJIbHOTO LITYYHOrO iHTEJIEKTY [1J1s iHTeprpeTalii pe3ysbTaTis kiaacudikarii. ¥
IIepLIOMY PO37iJli IPOBEAEHO aHAJi3 CyYaCHOIO CTaHy 6€3I1eKU [IPOTOKOJIiB MapIIpyTU3allii B iHPOKOMYHIKaLiHHAX
Mepeskax. CucTeMaTn30BaHO OCHOBHI 3arpo3U Ta BPA3JIMBOCTI IIPOTOKOJIIB AMHAMIYHOI MapiipyTusanii. BukoHano
NOPiBHIbHUI aHai3 npoTokosiB OSPF, IS-IS, EIGRP ta BGP, Bu3Hau€HO ixHi CIijibHi apXiTeKTypHi 0OMe>KeHHS!
mono 3abe3nedyeHHs 6e3nexku. Po3ryisHyTo BiloMi iHIMAEHTH MDKIIOMEHHOI MapIIpyTH3allii Ta IokasaHo ixHii
BILJIMB Ha (QYHKIIOHYBaHHS KPUTUYHUX LM(PPOBUX cepBiciB. [IpoaHanizoBaHO cy4acHi Nigxoau [0 BUSBIEHHS
aHOMaJliil i BU3BHaY€HO HEOOXiAHICTb pO3PO6JIEHHS iIHTEPIIPETOBAHNX MO/I€JIeil MAIIMHHOTO HaBYaHHS. Y IPYyrOMy
PO3IiJIi OCTII)KEHO METOAY Ta AJITOPUTMHU aHaJli3y aHOMaJIi# y NpoTokoJii BGP. Po3rnsHyTo npuHuunu
(OYHKLIOHYBaHHS MIXXIOMEHHOI MapLIpyTH3allii, MEXaHi3MU OOMiHY MapIIPYyTHOIO iH(popMallielo Ta 0COGIUBOCTI
(opMyBaHHS MapUIPYTHUX Ta6JIMLb. 3alIPONOHOBAHO Kiacudikallilo aHOMasIiH 3a XapaKTePOM iX BUHUKHEHHS Ta
BIIJINBOM Ha MepexXy. [IpoBefieHO MOPiBHANIBHUI aHAaJi3 CTATUCTUYHUX METO/IIB, MiIXOMiB HA OCHOBI YaCOBUX PAJiB,
MAalIMHHOTO Ta INIMOMHHOIO HaBYaHHS. BCTaHOBJIEHO, 110 MiIBULIEHHS TOYHOCTI CY4aCHUX MOJIENIEN 4acToO
CYIIPOBOMKY€ETbCS 3HUKEHHSIM PiBHS iX iIHTEPIIPETOBAHOCTI. Y TPETbOMY PO3[1ijli pO3p06JI€HO HOBI MiAX0AM 10
aHasi3y Ta iHTeprpeTanii 03HaK y 3aadax knacudikanii BGP-anomManiil. 3aiponnoHOBaHO MOJ€JIbHO-HE3aJIeKHAN
METOJ, OLIiHIOBaHHSI YaCOBOi AMHAMIKY [TapaMeTpiB MaplIpyTu3allii, skuil nepegdayae cermeHTallilo aHOMaIbHOI
nozii Ha epegaHOMaJlbHy, aHOMaJIbHY Ta [IOCTAaHOMAaJIbHY (a3u. Ha OCHOBI CTaTUCTUYHUX XapaKTE€PUCTUK BBEIEHO
HOPMOBaHi KoeillieHTH peakliii Ta BiIHOBJIEHHS O3HaK, a TAKOX KpuTepii (pa3osoi iHpOpMaTUBHOCTI AJ1s iX
PaHXXyBaHHS. YIOCKOHAJIEHO METOJI, iHTepIIpeTalii BIUIMBY O3HaK IJISIXOM y3arajabHeHHs: SHAP-OLHOK Ta BBEIEHHS
noKas3HuKa pesieBaHTHOCTI Feature Relevance Score (FRS), mo BpaxoBye rio6ajbHy, KJlaC-Opi€HTOBaHY 3HAUYILIiCTb
O3HAKU Ta CTabiIbHICTB ii BIVIMBY MiX KjlacaMy aHoMasil. [Togansmoro po3BUTKy HabyB METOJ, TOKJIACOBOTO
aHaJi3y BIJIMBY O3HAK HAa OCHOBI 30ypeHb BXiJHUX JAHUX, KU JO3BOJISI€ BUSBIISTU XapaKT€PUCTUKH, 110
HEraTUBHO BIJINBAIOTh Ha SIKiCTh Kiacudikalii. ¥ yeTBepToMy po3[iiji MpoBeeHO eKCIIepUMEeHTalbHI 1OCTiIKeHHS
PO3p06JIEHUX METO/IiB HA OCHOBI peajibHUX IHIUAEHTIB MKIOMEHHOI MapuIpyTU3alii. BukopucraHo [Ba He3anexHi
HabOpH O3HAK Ta BiCiM 3aJl0OKyMeHTOBaHUX BGP-nogii pisHux tunis. OTpMMaHi pe3yibTaTy NOoKa3auy, o pi3Hi
KJIaCH aHOMAJIill XapaKTepU3yI0ThCs crienudiyHUMY NaTEPHAMU 3MiHM O3HaK. BCTaHOBJIEHO, 110 3aIIPONIOHOBAHUI
nokasHuk FRS 3ab6e3neuye crabinpHillle paH>)KyBaHHS O3HAK [TOPIBHSIHO 3 iCHYIOUMMU I1iIX0aMu Ha OCHOBI SHAP.
ExcriepuMeHTaIbHO HiATBEPIKEHO, IO BUJIYYE€HHS HAlOiIbIll peJIeBAHTHUX O3HAK CYTTEBO MOTIpLIyE SIKiCTh
ki1acudikaii, Toni IK yCyHEHHS 03HaK i3 HEraTMBHUM BIIJINBOM [I03BOJISIE MiIBUILIATY [IOBHOTY BUSIBJIEHHS OKPEMHUX
KJ1aciB aHoMasin 1o 60 %. s npakTU4HOi peaisaliii pe3ysbTaTiB JOCiIKeHHs po3po0JeH0 IPOrpaMHi MPOAYyKTH
BFX (BGP Feature eXaminer) Ta BGP-FRS (BGP Feature Relevance Score).

2. The dissertation is devoted to solving an important scientific and practical problem of improving the efficiency
of detecting and classifying interdomain routing anomalies in the Border Gateway Protocol (BGP) through the
development and enhancement of feature analysis and interpretation methods based on Explainable Artificial
Intelligence (XAI) approaches. The relevance of the research is determined by the growing importance of
interdomain routing in the operation of the global Internet and the need to ensure the resilience of digital
infrastructure against various attacks and failures. The Border Gateway Protocol (BGP) serves as the foundation of
interdomain routing information exchange; however, its architecture is based on a trust model between
autonomous systems and does not provide comprehensive mechanisms for verifying the authenticity of routing
announcements. This creates conditions for routing anomalies such as BGP hijacking, route leaks, and other
disruptions that may result in service outages, traffic redirection, and significant financial losses. The aim of the
dissertation is to improve the efficiency of detecting interdomain routing anomalies in BGP through the
development and enhancement of methods for feature analysis and quantitative assessment of feature influence
based on Explainable Artificial Intelligence approaches. The object of research is the interdomain routing



processes in infocommunication networks. The subject of research is the methods of analysis, interpretation, and
feature impact assessment in BGP anomaly classification tasks. The research employs methods of mathematical
statistics, time-series analysis, machine learning and deep learning, as well as Explainable Artificial Intelligence
techniques for interpreting classification results. The first chapter presents an analysis of the current state of
routing protocol security in infocommunication networks. The main threats and vulnerabilities of dynamic routing
protocols are systematized. A comparative analysis of OSPF, IS-IS, EIGRP, and BGP protocols is performed, and
their common architectural security limitations are identified. Well-known interdomain routing incidents are
reviewed, and their impact on critical digital services is demonstrated. Modern approaches to anomaly detection
are analyzed, highlighting the need for the development of interpretable machine learning models. The second
chapter investigates methods and algorithms for BGP anomaly analysis. The principles of interdomain routing,
routing information exchange mechanisms, and routing table formation are examined. A classification of anomalies
based on their origin and impact on network operation is proposed. Comparative analysis of statistical methods,
time-series approaches, machine learning, and deep learning techniques is conducted. The study reveals that
improvements in classification accuracy are often accompanied by a reduction in model interpretability. The third
chapter introduces novel approaches for feature analysis and interpretation in BGP anomaly classification tasks. A
model-independent method for evaluating the temporal dynamics of routing parameters is proposed, which
divides an anomaly event into pre-anomaly, anomaly, and post-anomaly phases. Based on statistical
characteristics, normalized reaction and recovery coefficients are introduced, together with a phase
informativeness criterion for feature ranking. The feature interpretation method is enhanced through the
aggregation of SHAP values and the introduction of the Feature Relevance Score (FRS), which accounts for global
feature importance, class-oriented significance, and the stability of feature influence across anomaly classes.
Furthermore, the class-specific feature impact analysis method based on input perturbation is further developed,
enabling the identification of features that negatively affect classification performance. The fourth chapter
presents experimental validation of the proposed methods using real-world interdomain routing incidents. Two
independent feature datasets and eight documented BGP events of different types were employed. The obtained
results demonstrate that different anomaly classes exhibit distinct feature variation patterns. It was established
that the proposed FRS metric provides more stable feature rankings compared with conventional SHAP-based
approaches. Experimental results confirm that removing the most relevant features significantly degrades
classification performance, whereas eliminating negatively influential features improves the recall of specific
anomaly classes by up to 60%. For practical implementation of the proposed methods, two software tools were
developed: BFX (BGP Feature eXaminer) and BGP-FRS (BGP Feature Relevance Score).
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