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1. ocnimKeHHs MepeskeBoi B3aeMO[Iii 32 TOMTOMOTOI0 CUCTEMU ITINOOKOTO aHaJIi3y MaKeTiB

2. The study of networking interactions by using deep packet inspection system

Pedepar:

1.V nuceprariii 3anrponoHOBaHO METOIM 3a6e3redeHHs ineHTudiKkallii MepeskeBoi akTUBHOCTI OJTHOPAHTOBUX
IOJATKIB JJ1s1 HACTYIHOI ix Kiacuikalii Ta BUAiJIeHHS B OKpEMUI CEPBICHMI KJlac TaKoi B3aeMOZIi 3 METOI0
MIPOBENIEHHS rHY4YKOi Tapudikalii y Mepesxi oneparopa IHTepHeT-niocyr. Peanisallis CTBOpeHUX MOZIENEeN i METOTiB
y [IpOrpaMHUX 3ac00ax Ta iX BIIPOBa)KEHHS Y TECTOBUX CEIMEHTaX PO3MOIiIEHUX MEPEX OIepPaTOPiB MOCIYT a0
MOXJIMBICTb 3HAYHOIO MipOI0 MiABUIIUTY €(PEKTHUBHICTh HaJaHHSI IIOCJIYT KOPUCTYBayaM Ta BUKOPHUCTOBYBATU
ONTUMAJIbHi MOJITUKY YIPABIiHHS MEPEXEBUM TPaiKoM. Y pOOOTi OKPECIEHO MiAX0AU A0 CTaHIAPTU3ALlii Ta
peasizauii y nporpamuux miatgopmax QyHKIiN aHai3y akKeTHOro HaBaHTaKEeHHSI 3TiHO 3 iX IpeCTaBIeHHSIM Y
BUIJISAAi 6araTopiBHEBOI Mojieli B3aemoii Binkputux cucteM OSI. BusHaueHO QyHKIiOHaNbHUI piBEHb Ta HAAHO
peKOMeHaLil OJ0 ONTUMAaIbHOTO PO3MIlEHHS KOMILJIEKCY aHali3aTopa B OIEPaTOPChKil MepeXi 3arajlbHOro
Npu3Ha4yeHHs. PO3TJIIHYTO MOKJIMBOCTI YaCTKOBOI BipTyaslidallil OKpEMUX KOMITOHEHTIB CUCTEMU 3 METOIO

NiABUILEHHS 3arajbHOI IPOIYCKHOI 31aTHOCTI. Kito4oBi ci0Ba: rmboKa iHCIeK1lisi MepeskeBUX IIaKeTiB, aHasli3



Tpadiky, kjacu@ikallisi akeTiB, CUCTeMa 3a106iraHHs BTOPTHEHHSIM, 32C00M MOHITOPUHTY Mepexi.

2. The Thesis introduces models of representing Peer-to-Peer networking interactions and proper methods of
conducting IP packet header and payload analysis. This area has been already heavily investigated by many
scientists, however there are few questions still open. As Internet is growing and becoming more popular, the
number of concurrent data flows starts to increase, which makes sense in amount of bandwidth requested and
that should be analyzed respectively. In this work, the methods for ensuring identification of network activity of
Peer-to-Peer applications for their subsequent classification and proper allocation to separated service class are
offered. Such interaction by being classified provides ability to implement flexible charge policy in service-
provider network. That should considerably increase user's experience and lower overall capacity load on
backbone infrastructure links. Service-providers and corporate customers need the ability to identify Peer-to-
Peer interactions, because they are generally not directly related to workflow and lead to premature exhaustion of
the available bandwidth of external links. This Thesis represents the principles of building system, which searches
for Peer-to-Peer interaction in live network traffic and then places such conversation into formerly marked QoS
class with bandwidth constraints. The implementation of the created models and used methods in software has
significantly increased the efficiency of provided services. To ensure high quality service to all its subscribers it is
desirable to create the system that carries identification of such flows based on classes of service with different
priorities. It was tested in specific segments of service-provider's distributed networks and have shown that
optimal policies for managing network traffic considerably simplifies management of complex setup. With
consistently increasing number of packets per second that should be investigated, the analysis using standard
server's hardware-based solutions is challenging, as it is necessary to distribute the load over multiple systems.
Therefore, the best way is to use special software-defined complex rather than hardware implementations.
Software will distribute the load in the internals of the complex, using the principles and approaches, in particular,
described in this paper. Throughput of the system configured in the same manner was analyzed though. The paper
outlines the approach with standardization and implementation packet payload analysis functions in software
platforms according to their representation in the form of a multilevel OSI model. The functional level is
determined and recommendations for the optimal placement of the analyzer complex in service provider network
are given. Outlined methods and approaches in the implementation of flexible network packet classifying system
are based on deep packet inspection technique. Highlighted approach is analyzed, its benefits are determined to
approximate the value of suggested improvements in terms of throughput. Regular expressions matching can
balance classified packet payload and could be used for parallel execution on multiple specialized nodes. The
possibilities of partial virtualization of individual components of the system with the purpose of increasing the
overall throughput are also considered and recommendations are provided. The Thesis presents a flexible
approach to match network packet via search engine using relaxed regular expressions for whole network layer
headers. By using such mechanism, software and hardware composition that might be used as a detector of
anomalies in the network has been created finally. Further improvements to the scope of network classification
will be performed based on created method of applications interaction identification which rooted on supervised
automated machine learning techniques coupled with specific composed training data publicly available for
consideration. The results of Thesis are helpful in terms of practical experience, which can be applied to
development of scalable packet classifying system with limited budget on set of available hardware. Keywords:
deep packet inspection, traffic analysis, packet classifying methods, intrusion detection system, network

monitoring tools.
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