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Pedepar/aHoTanis:

1. Inceprariiina po60oTa IpuCBsIYeHa po3po0Lii Ta OCHIIKEHHIO MeTO/iB 3axX1CTy iHdopMalil Bif migMiHu Ta
HECaHKI[iOHOBAHOIO BUJAJIEHHS y 6JIOKYEHH-CUCTEMax IJISIXOM CTBOPEHHS MeXaHi3My paHJ0Mi30BaHOi Basiganiii
0JIOKIB i TPaH3aKIIiil i3 BUKOPMCTAHHSIM KpuntorpagidyHo Ta ¢isuiHO 3aXUIIEHUX IPKEPEJ BUNAIKOBOCTI. MeToo
pOO6OTH € MiABUILIEHHS PiBHS LilICHOCTI JaHUX, CTIKOCTI 0 aTaK Ta e(PeKTUBHOCTI (PYHKLIOHYBaHHS PO3IOMiIEHNX
6s10KYeliH-MepesK. Y POOOTi pO3TJISIHYTO Cy4acHi 6JI0KYeMH-CUCTEMH Ta [IPOaHaji30BaHO OCHOBHI 3arpo3u
NOpYIIEHHS L[IICHOCTI JaHUX, 30KpeMa aTaky TUIY «51%», oABiMHI BUTPATH Ta MaHIIyJIIOBaHHS NpollecaMu
KOHCEHCYCY. BcTaHOBJIEHO, 0 iCHYIOUI MiTX0o1 MaloTh OOMEXKEHHS, [TI0B’A3aHi 3 repe6adyBaHiCTIO ITpoLecy
BaJiijanii Ta HaJIMIIKOBICTIO OGYKC/IEHb. 3aIIPOIIOHOBAHO MEXaHi3M PaH/IOMi30BaHOTO BUOOPY BY3JIiB-BajliaToOPIB,
110 6a3yeTbCsl Ha KpunTorpagivHo 3axullleHUX PYHKILISIX BUNaAKOBOCTI. Po3pobieHo popmMasbHy MOZesb BUOODY
BaJIilaToOPiB, fKa AO3BOJIL€E OLHIOBATY NMOBIPHICTh KOMITPOMETALil CUCTEMU 3aJIEXKHO BiJl TapaMeTpiB Mepexi Ta
YaCTKU 3JI0BMUCHUX BY3J1iB. OGI'PYHTOBaHO BUKOPUCTAHHS KBAaHTOBUX IPKepeJl EHTPOIIi, 30kpema (POTOHHOTO

IyMy, AJ1s i BUIIEHHS Hellepen6adyBaHOCTi Ipolecy Binbopy. [IpoBeneHo iMiTaliifiHe Ta eKCllepUMeHTaJIbHE



MO/JIEJIIOBaHHS, K€ MigTBePANIIO MifBULEHHS CTIMKOCTI CUCTEMHU JI0 aTak 32 PaXyHOK 30i/IbIIEHHS €HTPOIIil
MeXaHi3My BUOOPY Ta 3MEHIIEHHS MOKJIMBOCTE! IIPOrHO3yBaHHsI il BasjizaTtopiB. OTprMaHO HAyKOBi pe3yJbTaTHy,
1110 N10JIATal0Th Y PO3pO6Li HOBOrO MEXaHi3aMy PaHA0Mi30BaHOi Basigauii 6710KiB i TpaH3akuiil, popmasnbHOI MOnei
OLIiHIOBaHHSI 6€3MeKU Ta YI,OCKOHAJIEHHI METO/iB BUKOPUCTAHHS KEPeJI EHTPOIii y 6JI0KYelH-cucTeMax. Takox
YAOCKOHAJIEHO MiIXOIU 10 aHajli3y €(PEKTUBHOCTI KOHCEHCYCHUX MEXaHI3MiB i3 ypaxyBaHHSM CTOXaCTUYHUX
XapaKTepUCTUK Mepesxi. TeopeTryHa 3Ha4yILiCTh pe3yJIbTaTiB [10JI5Ira€ y PO3BUTKY ITiXOAiB 0 3a0€31e4eHHs
LiJIICHOCTI aHMX y PO3MOIIEHNX CUCTEMAX IIJIIXOM BUKOPUCTAHHS PaHAOMi3allii SIK KJII0YOBOTO MEXaHi3My
6e3neku. [IpakTuyHe 3HaYEHHS N0JISTa€ y MOKIJIMBOCTI 3aCTOCYBaHHS 3alIPOIIOHOBAHUX METO/IB y GJIOKUYEH-
rmiatgopmax, GiHaHCOBUX, IeP>KaBHUX, MEIMYHUX Ta Al-crcTeMax [iJisl MiIBUIeHHS 3aXUIIeHOCTi,
MaclTaboBaHOCTI Ta €(PEKTUBHOCTI OOPOOKY AaHUX. Pe3yabTaTu JOCTiIKEeHHS POPMYIOTh OCHOBY 1151 IOOYA0BU
HOBOTO KJIacy GJIOKYEMH-apXiTEeKTyp i3 MiABUIEHOIO CTIMKICTIO 0 aTaK Ta 3MEHIIEHVUMU BUMOTaMU 1O

06YHNCIIIOBAJIbHAX PECYPCIB.

2. The dissertation is devoted to the development and research of methods for protecting information from
substitution and unauthorized deletion in blockchain systems by creating a mechanism for randomized validation
of blocks and transactions using cryptographically and physically protected sources of randomness. The aim of the
work is to increase the level of data integrity, resistance to attacks and the efficiency of functioning of distributed
blockchain networks. The work considers modern blockchain systems and analyzes the main threats to data
integrity, in particular, attacks of the "51%" type, double spending and manipulation of consensus processes. It is
established that existing approaches have limitations related to the predictability of the validation process and the
redundancy of calculations. A mechanism for randomized selection of validator nodes is proposed, based on
cryptographically protected randomness functions. A formal model for validator selection is developed, which
allows assessing the probability of system compromise depending on network parameters and the proportion of
malicious nodes. The use of quantum sources of entropy, in particular photon noise, to increase the
unpredictability of the selection process is justified. Simulation and experimental modeling were conducted, which
confirmed the increase in the system's resistance to attacks by increasing the entropy of the selection mechanism
and reducing the ability to predict the actions of validators. Scientific results were obtained, which consist in the
development of a new mechanism for randomized validation of blocks and transactions, a formal model for
assessing security, and improving methods for using sources of entropy in blockchain systems. Approaches to
analyzing the effectiveness of consensus mechanisms taking into account stochastic network characteristics were
also improved. The theoretical significance of the results lies in the development of approaches to ensuring data
integrity in distributed systems by using randomization as a key security mechanism. The practical significance lies
in the possibility of applying the proposed methods in blockchain platforms, financial, government, medical, and Al
systems to increase security, scalability, and efficiency of data processing. The research results form the basis for
building a new class of blockchain architectures with increased resistance to attacks and reduced requirements for
computing resources.
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