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Pedepar:

1. Y nuceprauii 37ilicCHEHO KOMILJIEKCHE TEOPETHUKO-TIPABOBE Ta KPUMiHOJIOTIYHE JOCiIKEeHHSI KibepCTIMKOCTI K
HOBITHbBOI IapaiUrMu 3abe3le4eHHs HallioHa/IbHOI 6e31eKky YKpaiHy B ymoBax MppoBoi TpaHcdopmaliii Ta
ribpupHoi arpecii. OGIpyHTOBaHO, 110 TpaguliiliHa MOJeJIb Kibepbe3neKky, OpieHTOBaHA Ha 3anobiraHHs iHIAEHTaM,
BUSIBJISIETHCS HEJOCTATHBO e(EeKTUBHOIO B YMOBAax 3pOCTaHHS CKJIQAHOCTI Ta 6araTOBEKTOPHOCTI Kibep3arpos, 1o
3YMOBJIIO€ HEOOXIHICTb Ilepexo/y 0 KOHLeN1ii KibepCTifKOCTi SIK 31aTHOCTI CUCTeMU IlependadaTy, IPOTUTisTH,
BiJHOBJIIOBATUCS Ta aJANTYBAaTUCS [I0 LE€CTPYKTUBHUX BIIJIMBIB. Y POOOTI pO3KPUTO F€HE3UC i €BOJIIOLiI0 TOHATTS
«CTIMKICTB» y MDKIMCIUILIIHAPHOMY BUMIpI, 0 JO3BOJIWJIO C(POPMYBATU CYy4YaCHE PO3YMiHHS KibepCTIMKOCTI SIK
€MEeP/’KEHTHOI BJIACTUBOCTI COL[iOTEXHIYHMX CHCTEeM. 3allpOTIOHOBAHO aBTOPChKE BU3HAUYEHHS KibepCTiKOCTi Ta
3[1ifICHEHO TeOpEeTUYHE PO3MEKYBAHHS KaTeropii «kibepbesnexka» i «kibepcCTiliKicTb», JOBEIEHO NOLiIbHICTD
3MillleHHS aKIEHTIB i3 3aXMCTy IEpUMETPA Ha 3a6€e31e4eHHs 0e3MepepBHOCTI (PYHKIiOHYBAaHHS KPUTUYHUX
npoueciB. 3HauHy yBary NpuizieHo aHali3y MDKHapOJHOro NOCBiny GpopMyBaHHS KiGePCTIMKOCTI, 30Kpema MigxXoiB
€sporneiicbkoro Cotozy, CIIA, Benukoi bputanii Ta HATO, 1m0 103B0MIO0 OGIPYHTYBaTH HANlPSIMU FapMOHi3ali



HalliOHAJIbHOTO 3aKOHOJABCTBA i3 €BPOATIIaHTUYHUMU CTaHAAPTaMU. BCTaHOBJIEHO, IO €(EKTUBHA CUCTEMA
KibepCTiKOCTi Mae 6a3yBaTHCs Ha [I0€NHAHHI PETyIITOPHUX, CTAaHIAPTU3ALIMHNX | pUHKOBUX MEXaHi3MiB, SIKi
(OpMYIOTH LIiJliCHY iIHCTUTYLIIOHAJIbHY apXiTeKTypy KibepyrnpasiiHHg. Y guceprallii po3p0o6sieHO KOHLENTyalbHYy
MOJeJIb IHCTUTYLiOHai3awii KibepCTifKOCTi, 1o nepenbdadae iHTerpauio gep>XaBHOTo, IPUBATHOTO Ta
rPOMaJIIHCBKOTO CEKTOPIB Ha 3acajiaX CHilbHOI BiMOBigaabHOCTi. OGIPYHTOBAHO HEOOXiHICTb PO3BUTKY
IMBiZIbHO-BilICBKOBOTO CIIiBPOOITHUITBA Y KibepIIPOCTOPi, 30Kpema yepes BrposamykeHHs mogeri «Cyber-CIMIC»,
CTBOPEHHS iHCTUTYTY LIUBIJIBHOTO Kibeppe3epBy Ta 3allpOBAPKEHHS CIIeLliaIbHUX TPAaBOBUX PEXUMIB 117151
3aJIy4eHHS HeZlep>KaBHUX CY0'eKTiB [0 Kibepo6opoHu. OKpeMuii 610K JOCIIiIKeHHS IPUCBSIYEHO METO0IOTi
aHaJIiTUYHOI po3Binku y cdepi kibepcrTiiikocTi. loBeneHo, o edpeKTUBHE CTpaTeriyHe yIpaBiiHHS Kibep3arpo3amu
MOXJIMBE JIMlIe 32 YMOB cuHeprii MmetoziB OSINT, cTpareriuHoro ¢popcaiTy Ta pu3uK-0pi€eHTOBAHOTO MiAXO0nY.
3anponoHOBaHO MOJEJb iHTEIEKTyaIbHOI CTIMKOCTI, sIKa 3a0e3nedye TpaHCPOpMallilo JaHMX Y CTPATETidHi PillleHHs
Ta MiBUIIYyE aJANITUBHICT HalliOHAJIbHOI cucTeMu Kibepb6eaneku. Ha 0OCHOBI eMIipu4HOro aHasisy 31iliCHeHO
PaHXyBaHHS Kibep3arpos 3a piBHeM pU3UKy Ta BUBHAYEHO IPIOPUTETHI HAIPSIMU 3MilIHEHHSI KibepCTifKOCTi
Ykpainy, 30kpema y cpepax KpuTU4HOI iHppacTpyKTypu. PO3p0o06sIeHO KOMIIIEKCHY MaTPUYHY MOJ€JIb NialrHOCTUKHU
KiGePCTIMKOCTI, 0 NoegHye (PYHKLiOHAJbHI €Tany yIpaBJliHHS iHIUAEHTaMU 3 ONepalilHUMU JOMEHAMU CUCTEMU
Ta JI03BOJISIE OLIIHIOBATH ii 3IaTHICTh 10 BiHOBJIEHHS i aganTalii. Y po6oTi TakKoX AOCIIIKEHO CyYaCHUM CTaH
KiGep3JI0UMHHOCTI, BU3HAYEHO ii KJII0YOBi TeHIeH1lii, iIHCTPYMEHTU Ta KpUMIHOJIOTIYHI leTepMiHaHTHU.
OO6rpyHTOBaHO HEOOXITHICTb NEPEXOAY 0 NPEAUKTUBHUX MOZEJeN IPOTUIii KibepP3I04MHHOCTI HAa OCHOBI
CTpATeriyHoro aHaslidy Ta pusuK-meHeaKkMeHTy. COPMOBAaHO HayKoBe 6a4eHHS o010 (POPMYBAHHS LiyicHOi
TEOPETUKO-METON0JIOTYHOI KOHIIeNIii KibepCTiMKOCTi SIK BUIIOTO PiBHS Kibepbesneku, po3pooKU
iHCTUTYLIIOHATIbHUX, OPraHi3alliiHO-IIPaBOBUX i KPUMIHOJIOTIYHMX 3aca] ii 3a6e31e4eHHs, a TaKO>XK CTBOPEHHS

iHHOBaLilHUX MOJiesiell OL[iHIOBaHHS Ta YIIPaBJiHHS Kib€ppPU3UKaMU.

2. The dissertation presents a comprehensive theoretical-legal and criminological study of cyber resilience as a
modern paradigm for ensuring the national security of Ukraine in the context of digital transformation and hybrid
aggression. It substantiates that the traditional cybersecurity model, focused primarily on incident prevention,
proves insufficient under conditions of increasing complexity and multi-vector cyber threats, which necessitates a
shift toward the concept of cyber resilience as the ability of a system to anticipate, withstand, recover, and adapt
to disruptive impacts. The study explores the genesis and evolution of the concept of “resilience” in an
interdisciplinary dimension, which made it possible to formulate a modern understanding of cyber resilience as an
emergent property of socio-technical systems. An author’s definition of cyber resilience is proposed, and a
theoretical distinction between the categories of “cybersecurity” and “cyber resilience” is made, demonstrating the
expediency of shifting the focus from perimeter protection to ensuring the continuity of critical processes.
Considerable attention is paid to the analysis of international experience in developing cyber resilience,
particularly the approaches of the European Union, the United States, the United Kingdom, and NATO, which
allowed for the substantiation of directions for harmonizing national legislation with Euro-Atlantic standards. It is
established that an effective cyber resilience system should be based on a combination of regulatory,
standardization, and market mechanisms that together form a coherent institutional architecture of cyber
governance. The dissertation develops a conceptual model for the institutionalization of cyber resilience, which
npenycMmarpuBae integration of the public, private, and civil sectors based on the principle of shared responsibility.
The necessity of developing civil-military cooperation in cyberspace is substantiated, in particular through the
implementation of the “Cyber-CIMIC” model, the creation of a civil cyber reserve institution, and the introduction
of special legal regimes for engaging non-state actors in cyber defense. A separate part of the research is devoted
to the methodology of analytical intelligence in the field of cyber resilience. It is proven that effective strategic
management of cyber threats is possible only through the synergy of OSINT methods, strategic foresight, and a
risk-oriented approach. A model of intellectual resilience is proposed, which ensures the transformation of data
into strategic decisions and enhances the adaptability of the national cybersecurity system. Based on empirical
analysis, cyber threats are ranked according to their level of risk, and priority directions for strengthening cyber
resilience in Ukraine are identified, particularly in the field of critical infrastructure. A comprehensive matrix



model for diagnosing cyber resilience is developed, combining functional stages of incident management with
operational domains of the system, enabling the assessment of its capacity for recovery and adaptation. The study
also examines the current state of cybercrime, identifying its key trends, tools, and criminological determinants.
The necessity of transitioning to predictive models of countering cybercrime based on strategic analysis and risk
management is substantiated. A scientific vision is formed regarding the development of a holistic theoretical and
methodological concept of cyber resilience as a higher level of cybersecurity, the elaboration of institutional,
organizational-legal, and criminological foundations for its provision, as well as the creation of innovative models
for assessing and managing cyber risks.
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npaktuyHoi KoHdepeHii (Kuis, 27 BepecHs 2024 p.). Kuis: IH/I. C. 203-207.

¢ Jlementok C.B. Oco6a1BOCTI OHJIANH MaxpalcTBa B YKPaiHi. AKTyasIbHi IMTaHHS Ta IEPCIEKTUBU PO3BUTKY
KPUMIHaJILHOTO aHaJli3y B IPaBOOXOPOHHIN CUCTEMI YKpaiHU: MaTepiaiy MIXKBiZOMY0i HAyKOBO-TIPAKTUYHOI
koH@epenuii (Kuis, 01 nucronana 2024 p.). Kuis: HABC, 2024. C. 35-38.

o Jlemeniok C.B. [TomupeHHs Ta XapakTepHi CKJIa/IOBi Kibep3anexxHUx 37104nHiB. [IpoTumis opraHizoBaHiii
3JIOYMHHOCTI i KOpymuii B yMoBax 36poitHOro KOH(JIIKTY: JOCBif, Ta IEPCIEeKTUBU 3 HAaroAu S5-piuusi CTBOPEHHS
JlenaprameHTy cTpareriyHux posciigyBans HITY: 36ipHuk martepianiB Mi>kHapoAHOI HAyKOBO-TIPAKTU4HOI
koHPepeHuii (KponusHuubkui, 04 sxoBTHs 2024 poky). Kponusuunpkuit: JounZlYBC, 2024. C. 268-273.

o Jlementok C.B. Interpauis OSINT B cucreMy Kibepbesneku iepKaBy: CTpaTeriyHi Ta npukiagHi acnektu. Posb
OSINT-gocnimxeHs y NifBUILLEHH] piBHS HalliOHa/IbHOI 6e31eKy YKpaiHu: MaTepianu Kpyraoro croay (JIbsis, 07
TpaBHg 2025 p.). JIsBiB: JIbBAYBC, 2025. C. 58-61.
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VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA/KEPiBHHUKIB (KOHCYJIbTAaHTA)

VII. BinomocrTi npo odiniliHuX OIIOHEHTIB Ta PEI€H3E€HTIiB
OdiuiiiHi oIOHEeHTH
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IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: 3aksaz BULIOL OCBiTH "VHiBEpCHUTET KOpoJs Janusa"
Kopg 3a €IPIIOY: 24684167
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JopaTrkoBa indpopmamnist:
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PeuenseHTu

VIII. 3akr04Hi BimoMocTi



Biacue IpizBume Im's I[TIo-6aTBLKOBI Kononenscokuii Bikrop fIpociaBoBry
TOJIOBH pajgu

BsacHe HpisBHme IM's ITo-6aTBKOBI Kononenbcekuii Biktop fIpociaBoBud
rOJIOBYIOYOrO Ha 3acCimaHHi

BiamoBigasibHUE 32 MiZTOTOBKY MenbHikoBa OneHa
00JIiIKOBHX JOKYMEHTIB

PeeCTpaTop FOpuenko TetsiHa AHaToJiiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiJIIOBiZaJIbHUM 3a peE:CTpaI.lilO HayKOBO'l' Opuenko TersiHa AHaToJIiBHA

OisIIBHOCTI




