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1. MeTonu Ta 3acobu creraHorpaiuHoro 3axucry iHpopmallii B KOMII'IOTEPHUX CUCTEMAaX i MEpe’Kax Ha OCHOBI

BENBJIET-TIEPETBOPEHD

2. Wavelet transformation based methods and means for information steganographical protection in computer
systems and networks

Pedepar:

1. O6'eKTOM HOCIIIPKEHHS € TIPOLIEC 3aXUCTY iH(popMallii B KOMII'IOTEPHUX CUCTEMAaX Ta Mepexkax. MeTo poboTu €
nigBUIIEeHHS e(PEKTUBHOCTI CTeraHorpadiyHOro 3axucTy indpopmallii CTIilKOTro 10 aKTUBHUX aTaK B KOMIT'IOTEPHUX
cucremax i mepexxax (KCM). [Tpu npoBezieHHi foCiIKeHb B POOOTI BUKOPUCTAHO: TEOPETUKO-MHOXKUHHUH MifXiT,
METOJI CHHJJPOMHOTO KOJIyBaHHS, METO Y 6a3UCHUX [I€PETBOPEHb, METOU ONTHMIi3allii, METOIY CTATUCTUYHOTO
aHai3y, Metonu knacudikauii. B pe3ysbTati npoBefeHuX JOCTiIKeHb 6yIu po3po6seHi TEOPETUYHI MTOJIOXKEHHS,
aJIropuTMIivHe Ta IporpamHe 3ab6e3rnedeHHs OJ1s1 creraHorpadiyHoro 3axucty iHpopmarii CTIKOTo 10 aKTUBHUX
arak B KCM. B po6o0Ti 3a11ponoHOBaHO y3arajibHeHi MOZeJli Ipoliecy creraHorpagiqyHoro BOyI0ByBaHHS JAHUX Y
KoedilieHTH 6a3UCHUX NIEPETBOPEHDb 300paKEHb, YIOCKOHATIEHO METO], l1abJIOHHOTO BOYAOBYBaHHS JAaHUX Y
BeliBneT-KoedilieHTH 306pakeHb Ha OCHOBI KoziB boyza-Hoyaxypi-XokBiHrkema, po3po6JeHo MeTos, 1a6JIOHHOTO

BOYIOBYBAaHHS JAHUX Y BelBjeT-KoedilieHT 300paskeHb Ha OCHOBI TabJIM1i BiMIOBIHOCTI MK 3aXUIleHUMU



IAHMMMU Ta 3HAYEHHSIMU 1IA0JIOHY, 3alIPOIIOHOBAHO HOBUM KPUTEPIil cTeraHorpaivyHoi CTiIKOCTI 0 aKTUBHUX aTak,
PO3pO6JIEHO METO, alallTHBHOrO MAabJIOHHOTO BOYIOBYBAaHHS JaHUX Y BelBieT-KoedilieHTH 306pakeHb Ha OCHOBI
KpuTepito creranorpadivyHoi CTiKOCTi 40 akTUBHUX aTak. CTyliHb BIIPOBaJPKEHHS - B MeKax ranysi. Cpepa

BUKOPUCTaHHS - MiNPUEMCTBA Ta YCTAHOBY, SIKi 3aliIMalOThCs PO3POOKOI0 cUCTEM 3axXUCTy iHpopmaliii B KCM.

2. An object of the research is a process of information protection in computer systems and networks. The goal is
to increase effectiveness of steganographical security supposed to be stable to active attacks in computer systems
and networks (CSN). During the research were used: power-theoretic approach, syndrome coding methods, basis
transform methods, optimization methods, statistical analysis methods, classification methods. As a result of the
research were developed theoretical positions, algorithmic and software means for information steganographical
security provided under active attack circumstances in CSN. In the thesis proposed generalized models of the
image steganography basis-coefficient-embedding process, improved wavelet-coefficient BCH-pattern
embedding method, developed wavelet-coefficient table-based pattern embedding method, proposed new
criterion of steganographical stableness under active attack circumstances, developed adaptive image wavelet
coefficient pattern-based embedding method on the basis of proposed criterion. Practice degree is measured by
field borders. Sphere of use could include enterprises and institutions involved in steganographical protection
systems development.
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