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2. Improvement of real time ransomware detection methods

Pedepar:

1. B pucepTaniiiHiil poboTi BUpilIEHO BaXKJINBY HAYKOBO-IIPAKTUYHY IIPOGIEMY 3 HifBUIeHHS e(eKTUBHOCTI
BUSIBJIEHHS IpOrpamM-BUMarauiB B iHppacTpyKTypi iHpopmaliiHUX CUCTEM HIJIIXOM BUKOPUCTAHHS MoJeslel
MaIIMHHOTO HaBYaHH Ta TexHosorii eBPF. Bnepie po3po61eHo Mozesb iHTErpOBAaHOI CUCTEMU 300Dy JAHUX JIs1
BUSIBJIEHHSI BipyCiB-BUMaraduis, 0 06'eJHye 3acToCyBaHHs €BPF 17151 MOHITOPMHIY CUCTEMHUX BUKJIMKIB, (aiijIoBOI
Ta KpunrorpadivyHoi akTHBHOCTI, aHaJIi3y MepeskeBoro Tpadiky Ta npotecis. lisg cucrema 3abeseyye yHiKaJbHUN
Habip panux (features), sSIKi BUKOPUCTOBYIOTHCS 17151 €(PEKTUBHOIO ieHTU(IKyBaHHS IOTEHIIIHUX 3arpPO3 B PEXUMI
PEaJILHOTrO Yacy. Bepie 3anponoHOBaHO KOMIIEKCHY MOZEJb Kaacudikalii BipyciBBUMarayis 3 BAKOPUCTaHHSIM
aHcamoJIIo0 epeB pillleHb Ta BUIIAIKOBOTO JIiCY, 110 LO3BOJISIE 3 BUCOKOIO TOYHICTIO PO3Pi3HSTH "6e3nevHi” Ta
"He6e3NeYHi" IporpaMy Ha OCHOBI aHali3y CKJIaIHUX [10BEIiHKOBUX 1a6JI0HIB Ta KpUNTOrpadiuHoi akKTUBHOCTI.
Briepiue 3an1porioOHOBaHO METOMOJIOTII0 3aCTOCYBaHHS ITIMOOKMX HEMPOHHUX MEPEX 171 ineHTudikanii cCKaagHux
1wabJIoHIB y JaHuX 3i6panux monynsamu eBPF, mo npencrapisaioTh NOBEAiHKY BipyciB-BUMaradis, 3abe3neuyodn

HOBUMU PiBE€Hb TOYHOCTI BUSIBJIEHHSI HEBiMOMUX 260 €BOJIIOI[IOHOBAaHUX 3arpo3. OTpUMasIy MOJaabIIui PO3BUTOK



METOJM BUSBJIEHHS Kibep3arpos 3a JOIIOMOroI0 aHali3y MepekeBoro Tpadiky 3 BUKOpucTaHHIM €BPF, mo 3Ha4HO
IiABUILYy€ MBUIKICTb Ta TOYHICTD ineHTU(IKaLii TOTeHLiITHMX aTak BipyCiB-BUMaraviB y IOPiBHSHHI 3
TpaguLUiiHUMU nigxonamu. BoockonaseHo MeTor, cMyJIsLii KibepaTak 3a JOIIOMOT0I0 MOJeJsli eMYJISILIN il
maxpas JJj1s1 TECTYBAaHHSI Ta OLIiHKM €(PEKTUBHOCTI pO3pO0JIEHUX MOIeJIeN, OJHOYACHO, BKJIIOYAI0UH 3allyCK BipyCiB-
BMMAaradiB y KOHTPOJIbOBAaHOMY JIab0paTOPHOMY cepeioBulLi. Lle 103BOnII0 eTaJbHO aHaTi3yBaTH PEaKLilo
Mogesiell Ha PisHOMAaHITHI clLieHapii aTak Ta ONTUMI3yBaTy ix 1 MakCUMasbHOI edpeKTUBHOCTI. OTpumManu
[OQ/IBIINI PO3BUTOK: METOAUKY ITOPIiBHSJIBHOTO aHaJi3y Ta OLiHKMA e(EeKTUBHOCTI MaTeMAaTUYHUX aNaparTiB
BUSIBJIEHHS Ta IPOTUil MporpamamM BUMarayam, 3a fornomoroo MmeTpuku MCC (koedinieHTy Kopessuii MeThlo), 110
BUSIBUBCS €(DEKTUBHIIIMM JJI51 OI[iHIOBAaHHSI MOJIeJIeH, SIKi IPAIIOI0Th 3 He30aJ1aHCOBAaHMMMY TAHUMMU, XapaKTEPHUMU

L7151 cLieHapiiB Kibep3arpo3 TuIly BipycCiB BUMarauis.

2. The dissertation solved an important scientific and practical problem of increasing the effectiveness of detecting
ransomware in the infrastructure of information systems by using machine learning models and eBPF technology.
For the first time, a model of an integrated data collection system for the detection of ransomware viruses has
been developed, combining the use of eBPF for monitoring system calls, file and cryptographic activity, network
traffic and process analysis. This system provides a unique set of data (features) that are used to effectively identify
potential threats in real time. For the first time, a complex model for classification of ransomware viruses using an
ensemble of decision trees and a random forest is proposed, which allows to distinguish "safe" and "dangerous”
programs with high accuracy based on the analysis of complex behavioral patterns and cryptographic activity. For
the first time, a methodology for applying deep neural networks is proposed to identify complex patterns in data
collected by eBPF modules representing the behavior of ransomware viruses, providing a new level of accuracy in
detecting unknown or evolved threats. The methods of detecting cyber threats by analyzing network traffic using
eBPF have been further developed, which significantly increases the speed and accuracy of identifying potential
ransomware attacks compared to traditional approaches. The method of simulating cyberattacks with the help of a
fraudster's action emulation model has been improved to test and evaluate the effectiveness of the developed
models, simultaneously, including the launch of ransomware viruses in a controlled laboratory environment. This
made it possible to analyze in detail the response of models to various attack scenarios and optimize them for
maximum efficiency. Received further development: methods of comparative analysis and evaluation of the
effectiveness of mathematical devices for detecting and countering ransomware programs, using the MCC metric
(Matthew's correlation coefficient), which proved to be more effective for evaluating models that work with
unbalanced data, typical of cyber threat scenarios such as ransomware viruses.
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