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1. YoocKkoHaneHHs METOiB BUSBJIEHHS [IPOrPpaM-BUMarayiB B PEXUMi peasibHOIo 4acy

2. Improvement of real time ransomware detection methods

Pedepar:

1. B pucepTauiiiHiii po60Ti BUPIlIEHO Ba)KJIMBY HayKOBO-TIPAKTUYHY NIPOGJIEMY 3 IiIBUIIEHHS €PEKTUBHOCTI
BUSIBJIEHHS IPOrpaM-BUMAaradis B iHppacTpyKTypi iHpOopMaLiiHMX CUCTEM HIJIIXOM BUKOPUCTAHHS MOJesIeN
MAaIIMHHOTO HAaBYaHHS Ta TexHosorii eBPF. Biepiuie po3po61eHo Moeb iHTErpOBaHOi CUCTEMU 300y OAHUX IS
BUSIBJIEHHS BipyciB-BUMarauis, o 06'eiHye 3acTocyBaHHs eBPF 17151 MOHITOPMHTY CUCTEMHUX BUKJIUKIB, (ailnoBoi
Ta KpunrorpagivyHoi akTMBHOCTI, aHaJIi3y MepeskeBoro Tpagiky Ta npotecis. Lisg cucrema 3abesneyye yHiKaJbHAN
Hab6ip nanux (features), siKi BAKOPUCTOBYIOTbCS IJ151 €(PEKTUBHOTO ileHTU(PiKyBaHHS OTEHLIMHNUX 3arpo3 B pesKUMi
peasIbHOro yacy. Briepie 3arpornoHOBaHO KOMILIEKCHY MoZeb kaacudikauii BipyciBBuMarayiB 3 BAKOPUCTaHHSIM
aHcaMmOJII0 IepeB pillleHb Ta BUIIAJKOBOTO JIiCY, 110 JO3BOJISIE 3 BUCOKOIO TOYHICTIO PO3Pi3HATH "6e3neyHi" Ta

"He6e3NeYHi" IporpaMy Ha OCHOBI aHaJIi3y CKJIAIHUX [10BEiHKOBUX MAGJIOHIB Ta KpUNTOrpadivHOi aKTUBHOCTI.



Briepiie 3anrpOIOHOBAHO METOMOJIOTII0 3aCTOCYBAaHHS ITIMOOKMX HEMPOHHUX MEePeX 171 ineHTudikanii CKaagHux
mabJIoHIB y JaHuX 3i6paHux Moayisamu eBPF, mo npenctapisioTs IOBEIiHKY BipyciB-BUMarayis, 3a6e3nedyioun
HOBUI piBe€Hb TOYHOCTI BUSIBJIEHHS HEBiTOMUIX 260 €BOJIIOLIOHOBaHUX 3arpo3. OTpUMasu MojaabuIuii pO3BUTOK
METOJIY BUSIBJIEHHS Kibep3arpos 3a JOIOMOrOI0 aHajli3y MmepeskeBoro Tpadiky 3 BukopucTanHsam eBPF, mo 3HauHO
IiABUINYy€ MBUIKICTb Ta TOYHICTD ineHTU(iKaLii HOTeHLiTHMX aTaK BipyCiB-BUMaradviB y IOPiBHSIHHI 3
TpaguLiiHuMu nigxomamu. BoockonaseHo MmeTor, cuMyJisILii KibepaTak 3a OIIOMOTO0 MOJeJsli eMyJIsLii [iit
maxpas JJj1sl TECTYBaHHSI Ta OLIiHKM €(PEKTUBHOCTI pO3p006JIeHUX MOiesIel, OJHOYACHO, BKJIIOYAIOUH 3aIllyCK BipycCiB-
BMMAaradiB y KOHTPOJIbOBAaHOMY JIa60paTOPHOMY cepeioBulli. Lle 103BOnIIo eTaJbHO aHali3yBaTy PEaKLilo
MoJeJsiell Ha pi3HOMaHITHI cuieHapii aTak Ta onTUMIZyBaTH iX AJ1s1 MaKCUMabHOI edeKTuBHOCTI. OTpumanu
[O/IQ/IbIINI PO3BUTOK: METOAUKY ITOPIiBHSJIBHOIO aHaJi3y Ta OLiHKM e(EeKTUBHOCTI MaTeMAaTUYHUX aNaparTiB
BUSBJIEHHS Ta IPOTUZii TporpamamM BUMaraydam, 3a gornomororw metpuku MCC (koedilieHTy KopessLii MeTblo), mo
BUSIBUBCS €(PEKTUBHILINM 1715 OL[iHIOBaHHS MOZeJiel, sIKi IpalloloTh 3 He36aJ1aHCOBAaHNMHU JIJaHUMHU, XapaKTepHUMH

L7151 cLieHapiiB Kibep3arpos TuIly BipyciB BUMaraduis.

2. The dissertation solved an important scientific and practical problem of increasing the effectiveness of detecting
ransomware in the infrastructure of information systems by using machine learning models and eBPF technology.
For the first time, a model of an integrated data collection system for the detection of ransomware viruses has
been developed, combining the use of eBPF for monitoring system calls, file and cryptographic activity, network
traffic and process analysis. This system provides a unique set of data (features) that are used to effectively identify
potential threats in real time. For the first time, a complex model for classification of ransomware viruses using an
ensemble of decision trees and a random forest is proposed, which allows to distinguish "safe" and "dangerous"
programs with high accuracy based on the analysis of complex behavioral patterns and cryptographic activity. For
the first time, a methodology for applying deep neural networks is proposed to identify complex patterns in data
collected by eBPF modules representing the behavior of ransomware viruses, providing a new level of accuracy in
detecting unknown or evolved threats. The methods of detecting cyber threats by analyzing network traffic using
eBPF have been further developed, which significantly increases the speed and accuracy of identifying potential
ransomware attacks compared to traditional approaches. The method of simulating cyberattacks with the help of a
fraudster's action emulation model has been improved to test and evaluate the effectiveness of the developed
models, simultaneously, including the launch of ransomware viruses in a controlled laboratory environment. This
made it possible to analyze in detail the response of models to various attack scenarios and optimize them for
maximum efficiency. Received further development: methods of comparative analysis and evaluation of the
effectiveness of mathematical devices for detecting and countering ransomware programs, using the MCC metric
(Matthew's correlation coefficient), which proved to be more effective for evaluating models that work with
unbalanced data, typical of cyber threat scenarios such as ransomware viruses.
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