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V. BizomocTi npo gucepraniio
MoBga guceprariii:
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Tema gucepranii:
1. MeTOﬂ aHTI/IBiPYCHOFO 3aXUCTY OJaHUX 3 BAKOPDUCTAHHAM XMAapHUX 00YUCTIOBAIBHUX TEXHOJIOTIN

2. Method antivirus data protection using cloud computing technologies

Pedepar:

1. Inceprariiina po60oTa IpuCBsIYeHa po3po0dLii METOly aHTUBIpyCHOro 3axucTy fanux B TKC 3 BUKOpUCTaHHSAM
XMapHUX OOUUCIIOBAJILHUX TE€XHOJIOTIH N1 3ab6e3nedyeHHs iHdopMaliifiHoi 6e3neku. []jis BUpilleHHs OCTaBIeHUX
3a7a4 po3po6sieHo KoMIlieKe MateMaTtniyHux GERT-Mopenelt TexHoorii XMapHOro aHtTusipycHoro 3axucry TKC,
YAOCKOHAJIEHO METOJ, KOHTPOJIIO JIiHii 3B'43Ky TKC, po3BUHYTO MOZEJb CUCTEMU HEMPOMEPEKEBUX EKCIIEPTIB
6e3neyHoi MapuipyTusalii. PesysbTaTy po60TH BUKOPUCTaHi Ha MiJIPUEMCTBAX Ta y BUIIKMX HaBYaJIbHUX 3aKjIaziax
YKpainmu.

2. The thesis is devoted to the development of a method of anti-virus protection data in the TCS with cloud
computing technologies to ensure information security. Carried out in the thesis study, the results of scientific and
technical solutions and private academic tasks, as well as the results of calculations and comparative analysis made
it possible to obtain the following scientific and practical results. 1. The analysis of the information security
requirements, methods and means of antivirus protection of data, mathematical models of diffusion of technology
from malicious software and various areas of metadata management in TCS. 2. The complex of mathematical



models of GERT-cloud antivirus technologies TCS, taking into account the peculiarities of the metadata processing
and the formation of the transfer of control commands to the cloud-based anti-virus systems. 3. A method for
controlling communication lines TCS using accounting procedures "compromised"” bit special signature data
transmitted in the cloud antivirus system. 4. The model of neural network experts secure routing system with
integrated use of neural networks of different types and configurations. 5. On the basis of algorithms for forming a
plurality of metadata transmission routes, the route control lines TCS and neural network expert system model of
secure routing method of antivirus protection of data in TCS due to secure routing of metadata to cloud-based
antivirus systems. 6. Practical recommendations on the application of anti-virus protection data in the TCS.The
results used in industrial and educational institutions of Ukraine.
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