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Pedepar:

1. Y po60oTi 06rpyHTOBaHO aKTyaJyIbHICTh 3a6e3e4yeHHs 6e31eK CMapT-KOHTPAKTIB y 6JI0KYeH-€KOCUCTEMAX,
30KpeMa B JlelleHTpali3oBaHuX QiHaHCaX, SIKi ONePYIOTh 3HAUHUMU (PiHAHCOBUMU aKTUBAMU Ta 3aJIMIIAIOTHCS
Bpa3JIMBUMHU 10 TIOMUJIOK KOZy. MeTOI0 NOCiIPKEHHS € MiJIBULEHHS €(PEKTUBHOCTI 32 BiATIOBiIHUMU METPUKAMU
BUSIBJIEHHS, Kyacudikanii Ta JjoKasisanii Bpa3auBOCTEN Y CMapT-KOHTPAKTax 32 paxyHOK PO3POOKU MoJieiel Ta
METO/IiB MAIIMHHOI'O HaBYaHH4, SIKi CTAHOBJISATD LIiTiICHUNA TEXHOJIOTIYHUI CTEK iHTE€JIEKTYaJIbHOTO aHaJIi3y
BUXiJJHOTO KOJly CMapT-KOHTPakTiB. O6’'€KTOM [IOCJIiI>)KEHHS € NIPOLIeCU BUSIBIIEHHS, Kiacu@ikaii Ta sokanizanii
BPa3JIMBOCTEN Y CMapT-KOHTPAKTax, IPEIMETOM — METOIY Ta MOJEJ MAIIMHHOTO HaBYaHHS [1J1s1 6araTOMIiTKOBOTO
BUSBIJIEHHS, Kiacudikanii Ta jiokasizanii Bpa3nuBocTell y cMapT-KoHTpakTax. CPOpMysIbOBaHO 3aBAAHHS:
CTBOPEHHS 30a71aHCOBAHOTIO 1aTaceTy 3 aHOTalli€lo Bpas3nBOCTeH; po3pobieHHs MoJeseil 6araToMiTKOBOI
xi1acudikauii; NigBUILEHHS HAAIMHOCTI Yepes KaslibpyBaHHS i aHaIi3 CTIMKOCTI 0 3MiH KOZly; CTBOPEHHS
caboCynepBi30BaHUX METO/IB JIOKasi3alii 63 TOKeHHOI pO3MiTKH; arpoballis 3apONOHOBAHUX PillleHb Y

IIPOrpaMHOMY 3ac00i. Y nepiiomMy po3zisi 3[iiCHEHO CUCTeMaTUYHUH aHali3 GopMaIbHUX METOMIB, CTATUYHOTIO Ta



IMHAMIYHOTO aHasi3y, a TAaKOX MMigX0iB MalIMHHOTrO HaBuyaHHS. [IpoaHanizoBaHo TpaHCPOPMEPHi MOLe 17151 KoLy
(CodeBERT, GraphCodeBERT), rpadoBi HelipoHHi mepexi Ta ribpuaHi apxiTekTypu. BusHadeHo npobyiemMu HecTadi
(parMeHTHOI pO3MiTKM, HU3bKOI CTIMIKOCTI 0 pedaKTOPUHIY Ta HaAMipHOI BIEBHEHOCTI Mofiesiell. Y ipyromy
PO31iji 3aIpONOHOBAHO KOMOIHOBaHUI MeTOH, (POPMyBaHHS 30a71aHCOBAHOTO IATACETY, IO OEHYE
IeTepMiHOBaHe iH)KEKTYBaHHS TUIIOBUX BPAa3JIMBOCTEN y 6€3MeYHNI KOl i KOHTEKCTHO Y3rOIPKEHY reHepallilo
IIPUKJIAJiB BEJIMKOI MOBHOIO MOJIEJUIIO 3 MoAablIoo Bepudikanieto. CHOoOpMOBaHO KOPIIYC i3 ITSATH KaTeropiit 1o
1000 npuknanis KoxkHa. MeTop 3a6e3nedye BiITBOPIOBAHICTb, PEAJIiCTUUHICTh CHHTAKCUYHUX Bapialliil i 6anaHc
KJIaciB. Y TPEThOMY pO37iJii po3p06ieHO KOMITJIEKCHUI MifXif, 10 6araToMiTKOBOI geTekuii Ta ciabocynepBizoBaHO1
sokasnizauii. 3ampornionosano mozenb CodeBERT-GDLA (Graph-aware Dual-Level Attention). YiockoHaneHo
MEXaHi3M yBaru LUISIXOM iHTerpalii rpadoBux KOMIIOHEHTIB Ta HAaBYyBaHUX KOeillieHTiB CTPYKTYPHOI'O BILJIBY.
3arnpornonoBaHo CAM-y3rofKeHy yBary Ta IpM4MHHO-OPi€HTOBaHY PEryJIsipy3allilo AJ1s iIHTEPIIPETOBAHOI
JioKkasnizauii 6e3 TokeHHOi po3MiTku. EkcriepumenTty nokasany, mo CodeBERT-GDLA nepeBepuiye 6a30Bi Mozeti 3a
macro-F1, macro-AUC i Hamming loss. [ln1s 3apay siokasnizauii focsarayTo Bucokux 3HadyeHb mAP i Hit@K (msist
IIOBTOPHOro BxoAy MAP = 82%, Hit@5 = 77%, Hit@7-10 = 100%) 3i cTabinpHMMU pe3yabTaTamu. [IpoBeneHo
abJISILiMHUI aHaJli3 Ta DOCIiIKEHHS CTIMKOCTI 10 pe(daKTOPUHIY, IepeIMeHyBaHH:, (POPMaTyBaHHS Ta YaCTKOBOI
ob6dyckauii. [1y1s1 3HUKEHHS HaJMipHOI BIIEBHEHOCT] iHTEIPOBaHO METOJ, peryssipusalii 3 onTumisaliero oyikyBaHoOI
KaJlibpyBasIbHOI IOXUOKY, 110 3a6e3neunsio 3meHieHHs: ECE Ta ninpuineHHs HafiliHOCTI IMOBIpHICHUX OLiHOK. Y
4ETBEPTOMY PO3/iJli IPeACTaBJIEHO IPOrPaMHMI 3acib ayAUTy CMapT-KOHTPAKTiB Ha 0CHOBI Mogesi CodeBERT-
GDLA 3 REST-inTep@eiicom ta moxiusicTio inTerpauii B CI /CD-koHBeepu. HaykoBa HOBU3HA MOJISITA€ Y TOMY, IIO:
BIlEplIe 3aIIPOIIOHOBAHO KOMOIHOBaHMI MeTo, (POPMYBaHHS HaBYaJIbHOTO JJATACETy 32 PaxyHOK [10€JHAHHSI
aBTOMAaTHUYHOIO iHXXEKTYBaHHSI aHOMaJIbHUX KOHCTPYKLill y KOPEKTHUH KOJ CMapT-KOHTPAKTIB i3 reHepartiieto
I0JATKOBUX [IPUKJIAZiB BEJIMKOI0 MOBHOIO MOJEJIIO 3 IOJAbUIOK Bepudikallielo, M0 103BOIUIIO 3a6€31eUnTI
30aJ1aHCOBaHiCTh BUOIpKY; Briepiue n1o6ynoBaHo Mmogesib CodeBERT-GDLA Ha OCHOBi BOOCKOHAJIEHHS apXiTeKTyp
BiGRU-ATT i CodeBERT-BiGRU 3a 101noMoro:o 3alipolioHOBaHMX METOZiB rpadoBOro 3CyBy i IBOpiBHEBOI rpad0BO-
OPi€HTOBAHOI yBary, 10 4O3BOJIWJIO MiABUIMTY €(PEKTHMBHICTb BUSBJIEHHS Ta Kiacudikalii Bpa3IuBOCTEN IPU
iHTeJIeKTyaJIbHOMY aHasli3i BUXiHOTO KOZY CMapT-KOHTPAKTIB; YLOCKOHAJIEHO METO], PEryspu3arii 11
KalibpyBaHHSI IMOBIpHICHUMX OLIiIHOK 6araToMiTKOBOI kyacudikallii Bpa3anBoOCTel CMapT-KOHTPAKTIB 32 paxyHOK
3aCTOCYBaHHS ONTHMi3allii O4iKyBaHOI KaliOpyBabHOI IIOXUOKY, TEMIIEPATYPHOTO MacCIITa0yBaHHS Ta POKATIbHOTO
IIPUIJIyLIEeHHS] HAAMipHOi BIEBHEHOCTI 6e3rocepeiHbOo B npoueci HaB4aHHs mogeni CodeBERT-GDLA, mo
3abe3mnedye 3HKEHHS ii HaAMIpHOI BIIEBHEHOCTI Ta MifBUIIy€e HailiHICTh Pe3yJIbTaTiB iHTEJIeKTyaJIbHOTO aHai3y
BUXiJJHOTO KOJly CMapT-KOHTPaKTiB; OTPUMaB IO AJIbIIN PO3BUTOK METOJ, CJ1ab0CyI€PBi30BAaHOI0 BUiIEHHS
Bpas/inBUX (PparMeHTIB KONy 32 paxyHOK iHTerpauii CAM-y3rofi)KeHoi yBaru 3 Ipu4MHHO-OPi€HTOBaHOIO
peryisipusaiero, o 3a6e3nedye nifBuineHHs epeKTUBHOCTI JIOKali3alii Bpa3iinBOCTe! Ipy iHTeIeKTyaJlbHOMY
aHaJli3i BUXiJHOTO KOJy CMapT-KOHTPAKTiB. [IpakTu4He 3Ha4€HHS pe3yJIbTaTiB [10JIIra€ y CTBOPEHHI IIPOrpaMHO-
aJITOPUTMIYHUX 32CO0iB aBTOMAaTU30BAHOT0 ayAUTYy CMapT-KOHTPAKTIB i3 6araToMiTKOBOIO JeTeKIli€lo,
[IOSICHIOBAHOIO JIOKAJIi3alli€lo Ta HaZiMHUMY MMOBIDHICHMMU OLIIHKaMU. Pe3yJibTaTy BIIPOBAIKEHO Y HisyibHiCTL TOB

HBO «Jlickpet», HBI1 «KAPE» Ta B ocBitHill npouec HY «Onecbka nosiTexHikay.

2. The dissertation substantiates the relevance of ensuring smart contract security in blockchain ecosystems,
particularly in decentralized finance (DeFi), which operates with significant financial assets and remains vulnerable
to coding errors. The objective of the research is to improve the effectiveness of vulnerability detection,
classification, and localization in smart contracts according to relevant evaluation metrics by developing machine
learning models and methods that form an integrated technological stack for intelligent analysis of smart contract
source code. The object of the research is the processes of detecting, classifying, and localizing vulnerabilities in
smart contracts, while the subject is machine learning methods and models for multi-label detection,
classification, and localization of vulnerabilities in smart contracts. The following tasks were formulated: creation
of a balanced dataset with vulnerability annotations; development of multi-label classification models;
improvement of reliability through probability calibration and robustness analysis under code modifications;
development of weakly supervised localization methods without token-level annotation; and validation of the



proposed solutions through their implementation in a software tool. The first chapter presents a systematic
analysis of formal methods, static and dynamic analysis, as well as machine learning approaches. Transformer-
based models for code (CodeBERT, GraphCodeBERT), graph neural networks, and hybrid architectures are
examined. Key challenges are identified, including the lack of fragment-level annotations, limited robustness to
refactoring, and model overconfidence. The second chapter proposes a combined method for constructing a
balanced training dataset, integrating deterministic injection of typical vulnerabilities into secure code and
context-consistent example generation using a large language model with subsequent verification. A corpus of five
categories with 1,000 samples each was created. The method ensures reproducibility, realistic syntactic diversity,
and class balance. The third chapter introduces a comprehensive approach to multi-label detection and weakly
supervised localization. The CodeBERT-GDLA (Graph-aware Dual-Level Attention) model is proposed. The
attention mechanism is enhanced through integration of graph components and learnable structural influence
coefficients. CAM-aligned attention and causality-oriented regularization are introduced to enable interpretable
localization without token-level annotation. Experimental results demonstrate that CodeBERT-GDLA outperforms
baseline models in terms of macro-F1, macro-AUC, and Hamming loss. For localization tasks, high mAP and Hit@K
values were achieved (for reentrancy vulnerability: mAP = 82%, Hit@5 = 77%, Hit@7-10 = 100%) with stable
performance. Ablation studies and robustness evaluations under refactoring, renaming, formatting, and partial
obfuscation were conducted. To mitigate overconfidence, a regularization method optimizing Expected
Calibration Error (ECE) was integrated, reducing ECE and improving the reliability of probabilistic predictions. The
fourth chapter presents a practical smart contract auditing tool based on the CodeBERT-GDLA model, featuring a
REST interface and integration capability with CI /CD pipelines. The scientific novelty of the results lies in the
following: for the first time, a combined dataset construction method was proposed by integrating automatic
injection of anomalous constructs into correct smart contract code with large language model-based example
generation and verification, ensuring dataset balance; for the first time, the CodeBERT-GDLA model was
developed by enhancing BiGRU-ATT and CodeBERT-BiGRU architectures through graph bias mechanisms and
dual-level graph-aware attention, improving vulnerability detection and classification performance; the
regularization method for multi-label probability calibration was improved by integrating Expected Calibration
Error optimization, temperature scaling, and focal suppression of overconfidence during training, reducing model
overconfidence and increasing reliability; the method of weakly supervised vulnerable code fragment localization
was further developed by integrating CAM-aligned attention with causality-oriented regularization, improving
localization effectiveness. The practical significance of the results lies in the development of software and
algorithmic tools for automated smart contract auditing with multi-label detection, explainable localization, and
reliable probabilistic estimates. The results have been implemented in the activities of LLC RPA “Diskret” and RPC
“KARE”, and in the educational process of Odesa Polytechnic National University.
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