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KOPIOPaTUBHUX MEPEX.

2. Resource management methods and algorithms for multiservice information function-oriented corporate

networks.

Pedepar:

1. Inceprauiiiny po60Ty IPUCBSIYEHO PO3BSI3aHHIO aKTyaJIbHOI HAYKOBOI IIP0O6JIeMU 3a0€3MeYeHHS IKOCTi HaJJaHHS
iH(pOoKOMYHIKaLiHAX MOCJIYT MIJISIXOM [TOKPallleHHs OIIepaTUBHOCTI OOMiHy iHpOpMallielo B MyJIbTUCEPBICHUX
iHopmaniiiHux QyHKIIOHaTBHO-OPiEHTOBAHNUX KOPIIOPATUBHUX MEPE’Kax Ha OCHOBI CTBOPEHHS METOLY
aJaNTUBHOIO YIIPaBJiHHS CTPYKTYPHUMHU NIapaMeTpaMyu MEPEXXHUX IPUCTPOIB Ta PO3BUTKY MaTEMAaTUYHUX
Mogesiell i anroputmis o6¢yropyBaHHs yepr. ChopMysibOBaHO 3aBAAHHS afallTUBHOTO CTPYKTYPHO-
(dYHKLIOHATIBHOTO CUHTE3Y JIOTiYHOI iHppaCTPyKTypH KOpriopaTuBHOI Mepexi. Po3pobieHo MmoaundikoBaHuil METOx
YIPaBJIiHHS Y€PraMy B MYJIbTUCEPBICHUX BY3JIaX MEPEXi, BAKODUCTAHHS SIKOTO JIa€ 3MOTY IiIBULINTH

e EeKTUBHICTb PO3IOAiTy MEPEXKHUX PECYPCIB 32 KPUTEPiEM SIKOCTi 0OCIYTOBYBAHHS 3 KiHIISI B KiHELlb HIJISIXOM
InuHamiuHoi aganTauii 6y(epHuUx Ta KaHAJIbBHUX PECYPCiB. 3alIPONIOHOBAHO CTPYKTYPHO-(PYHKIIOHAIbHY MOZEb

MEPE>KHOr0 IIPUCTPOIO 3 BipTyasisaliielo pecypciB, 110 ajia 3MOr'y po3ropTaTy Ha OfHil Qi3uyHill MallvHi AeKiabka



QHAJIOTiB allapaTHUX MapUIPyTU3aTOPiB IPU3HAYEHUX JJ1s1 00CITyTOBYBaHHSI OJHOTUIIHOTO TpadiKy. 3aliporOHOBaHO
€HTPOMINHUI MeTO, BUSIBJIEHHS aHOMaJIill MepesKHOTO Tpadiky s MiABUILEHHS CTIKOCTI KOPIIOPaTUBHOI
MEPEeXXHOI cucTteMu 1o Kibeparak. [IpencTaBieHO MaTeMaTHYHY MOJieJlb IIpolecy QyHKIiOHYBaHHS
BipTyaJli30BaHOTO MAapUIPyTU3aTOPA, SIKA A€ 3MOTy BU3HAUUTH [TOKA3HUKU €(EKTUBHOCTI MEPEeXi Ta OLiHUTU
MacmTaboBaHiCTb KOPIIOPATUBHOI iH(PPACTPYKTYpHU 3riJHO YrOAM PO piBeHb HAZJaHHS NOCIYyru. Po3po6sieHo
TeCTOBY IJ1aTHOPMY BipTyasbHOI MepesKi HOBOTO IIOKOJIiHHS i3 TPOrpaMHO-KEePOBAaHMMU MapUIPyTU3aTOPaMHU, SIKi
BOJIOJIiIOTh (PYHKIIi€I0 aJalITUBHOTO BUOOPY AJITOPUTMY OOCJIyTOBYBaHHS YEPT B yMOBAaX BUHMKAIOYOTO SIBUIIA
BUIAJIKOBUX CILJIECKIB TPadiKy, XapaKTePHUX [1JI1 MYJIbTUCEPBICHMX MEPEX HOBOTO IIOKOJIiIHHS. AIEKBAaTHICTh
PO3pO6IEHUX MOJIeJlel MigTBePIPKEHO Ha OCHOBI JOCiIKeHHs iIMOBIpHICHUX BiacTuBOCTeN Tpadiky
MYJIbTACEPBICHOI KOPIIOPATUBHOI MepE>Ki Ta NOPiBHSIHHSAM TPUBAJIOCTEN HOT0 0OCIYTOBYBAaHHS i3 peajlbHUM
arnapaTHUM MapUIPyTU3aTOPOM. B pe3ysbTaTi IpoBeeHH iMITaliliHOrO i NPaKTUYHOTO €KCIIEPUMEHTIB JOBEIEHO,
110 3aCTOCYBaHHS PO3POOJIEHUX MOJieJiell Ta METO/IiB YIIPABJIiHHS peCcypcamMy KOPIIOPAaTUBHOI MEPEXi IPUBOAUTD
II0 TIOKpallleHHs SIKOCTi 0OCIyroByBaHHsI IIOTOKIB peajibHOTrO Yacy (B cepefHbOMY 110 2 pa3iB 3HMKEHO 3aTPUMKY
00CJIyrOByBaHHSI Ta 3MEHIIEHO MMOBIpHICTb BTPAT nakeTiB Ha 3%). [IpoBeieHO NOCiI>)KEHHS SIKOCTi
00CJIyrOByBaHHS IIOTOKOBOTO TpadiKy Ha OCHOBI pO3pOO6JIEHO MOZEJIi IPOrPaMHOr0 MapIIpyTU3aTopa 3
MOJYKJIMBICTIO PO3TOPTaHHS BipTyaJbHUX OOCIIYTOBYIOUMX IIPUCTPOIB KJIACOBOTO Npu3HavdeHHs. [IInaxoM [IpoBeeHHS
€KCIIEPMMEHTY B MYJIbTUCEPBICHI! MepeXXi BCTAHOBJIEHO, 1110 32CTOCYBaHHS PO3PO0JIEHUX MOoJiesIel i MeTony
IVHaMivHOI BipTyasisalii Mepe>KHOro IpucTpolo 3a6e3rnedye MOKJIMBICTb IPU3HAYEHHS MiHIMaJIbHO HEOOXiZHOTO
00csry MepeskeBUX PeCcypCiB [JIs rapaHTyBaHHS 3aJaHOTO PiBHSA SIKOCTi OOCIIyTOBYBaHHS Ta JAa€ MOKJIMBICTb Ha 25-
30% nigBUIMUTH SKICTb 0OCIYTOBYBaHHS [I0TOKOBOTO Bifieo Tpadiky peasbHOro 4yacy 3a KpUTEPisIMU 3aTPUMKU Ta
mkutepy. OLiHEHO BUrpalll 32 SIKICTIO CIIPUIHSATTS IOCIYTY BilEOKOHTEHTY PEabHOrO Yacy MicJisl 3aCTOCYBaHHS

3aIlIpOINIOHOBAHUX piIJ.IeHb yr[paBJIiHHﬂ MEPEKHUMU pECYPCaMU IIJIAXOM BUKOHAHHS HATYPHOT'O €EKCIIEPUMEHTY.

2. The dissertation is devoted to solving the actual scientific problem of ensuring the quality of provisioning of
info-communication services by improving the efficiency of information exchange in multiservice information
functional-oriented corporate networks on the basis of the creation of a method for adaptive control of structural
parameters of network devices and the development of mathematical models and algorithms of servicing queues.
The problem of adaptive structural and functional synthesis of the logical infrastructure of the corporate network
has been formulated. The modified method for managing queues in multiservice nodes of the network is
contributed. This method allows to increase the efficiency of network resource distribution based on the end to
end quality of service through dynamic adaptation of buffer and channel resources. The structural and functional
model of network device with resource virtualization has been proposed. This model allows to deploy several
software analogs of hardware routers on the same physical machine for servicing different types of traffic. The
entropy method of detection of network traffic anomalies has been proposed for increasing the stability of the
corporate network system against cyber-attacks. The mathematical model of the functioning of the virtualized
router has been presented. The model allows to determine the performance of the network and assess the
scalability of the corporate infrastructure in accordance with the agreement on the level of service provisioning. A
new generation virtual network test platform with software-driven routers has been deployed to enable the
adaptive selection of queuing algorithms in the context of the emerging phenomenon of random traffic bursts,
which are typical for multiservice networks of the new generation. The adequacy of the developed models has
been confirmed through the investigation of probabilistic properties of traffic in multiservice corporate networks
and comparison of the processing delay with the real hardware router. As a result of simulation and practical
experiments, it has been proved that application of developed models and methods of corporate network resource
management leads to improvement of the quality of service of real-time streams (on average, service delays have
been reduced to 2 times and the probability of loss of packages by 3%). The study of the quality of service for
streaming traffic has been conducted on the basis of the developed model of the software router through
deploying virtual devices per traffic class. By conducting an experiment in a multiservice network, it has been
proved that application of the developed models and the method of dynamic virtualization of the network device
provide the possibility of assigning the minimum required volume of network resources to guarantee a given level



of quality of service and gives the opportunity to increase the quality of streaming video traffic by 25-30%
according to the criteria of delay and jitter. The gain on the quality of experience of the real time video content
after the application of the proposed solutions for managing network resources by performing a full-scale
experiment has been confirmed through experiments.
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