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1. MeTonu Ta 3aco6U CTBOPEHHS peKOH(QIrypoBaHUX By3JIiB KpUNTOrpadiuHOro 3axucty iHpopmalii AJis Kibep-

$i3MYHUX CUCTEM

2. The methods and tools for creating reconfigurable units for cryptographic data protection in cyber-physical
systems

Pedepar:

1. Y nucepralii po3B’si3yeThCsl BXXJINBE HAYKOBO-TEXHIUHE 3aBJAHHS CTBOPEHHS PEKOHPirypoBaHux By3JiB K31 Ha
ocHosi EK, siki onepytots y KOC enementamu posmupenux nosis 'anya GF(p™n), e p > 2 - mpocTe YucIo,
KOH(QirypoBaHa XxapaKTe€pPMCTHKA I10J1s1, Ta N — MOPSJOK YTBOPIOIOYOTo I0JI€ N0JiHOMA, CTEMiHb M0JI4 HaZ, I0T0
npocTtuM nignosneM. [IpoaHanizoBaHo anapaTHi BUTpaTy IIPM peasidaliii Takux CUCTEM Yy pO3LIMPEHUX NoJIsIX [anya
GF(p”"n) 3 pi3HOIO XapaKT€PUCTUKOIO P Ta MOPSLKOM N YTBOPIOIOYOrO M0JIE [T0JIIHOMa. 3alIPOIIOHOBAHO
IIOMHOXXyBau €JIEeMEHTIB TakuX 1oJiB ['ayya Ha ocHoOBi MogudikoBaHoi Komipku Iinpga (MKT). 3anpornonosano 3
cTpykrypu ctBopeHHs MKI'. HaBenieHO NOPiBHAHHS X anlapaTHUX BUTPAT. [IporpaMHe BUKOHAHHS OIlepaliiii Hag,
eJleMeHTaMU po3lnpeHux noJis ['anya GF(p™n) Mae 6inblly TpyIOEMHICTD, y IOpiBHSHHI 3 GF(27m) Ta 3a6e3nedye
6inbLly CTIMKICTBb 10 3710My. AllapaTHa peasisalis pekoHpirypoBaHux By3iiB K31 3a6e3neuye mie 6inbury
Kpurnrorpadiuny criiikicts 3aco6is K3I. 3a enemenTHy 6a3y 111 ctBopeHHs By3iiB K31 y cknani KOC y poboti 6yso0



06paHo NnporpaMmoBati jioriyHi interpanbsHi cxemu (IIIC). [1ns renepauii VHDL-onucis By3aiB K31, mo npamooTs 3
BHUKOPHCTaHHIM po3iupeHux nomuis ['anya GF(p™n), njs ixupoi HacTynHoiI peasnizauii y I1JIIC 6ys0 po3pobieHo
MOBOI0 C++ [IporpaMu-reHepaTopu sep NOMHOXXYBauiB €JIEMEHTIB pO3MINPEeHUX 10J1iB ['anya. ¥ po6oTi po3riasiHyTo
Cy4yaCHHUI CTaH Ta NIEePCIEKTUBY PO3BUTKY 3aCO0IB Ta METOIiB CTBOPEHHS PEKOH()IrypoBaHux By3iB K31, meToau
cTBOpeHHS pekoHdirypoBanux By3maiB K3I gyt KOC, 3aranpHy METOIMKY IPOBELEHHS AUCEPTALiHHUX JOCITiIKEeHb,
OIIMCAaHO BUMOTH 10 CTBOPEHHS PEeKOHPIrypoBaHux By3iiB K31, 00rpyHTOBaHO AOLIIbHICTh CTBOPEHHS
napasesbHUX IOMHOXYBauiB €JIEMEHTIB PO3MINpeHux 1oJiB ['anya GF(p™n) Ta 3anipolOHOBaHO METOAU CTBOPEHHS
TaKMX [IOMHOXXYBayiB. BIOCKOHa/IEHO METOAM OLiHKM 4aCOBOi Ta allapaTHOI CKJIaHOCTEN Ta 3alIPOIIOHOBAHO METO],
TECTyBaHHS T€HePaTopiB si7ep TakKMuX IIOMHOXYyBauiB. TaKoX OMKCAHO IIPOLeC PO3POOKY 3aC06iB CTBOPEHHS
(reHepaTopiB s1iep) IOMHOXYBaUiB eJIeMEHTiB po3iinpenux nosis I'anya GF(p™n) as Bysnis K31 KOC, nposeneHno
IOCJIiI)KEHHS CTBOPEHUX B XOZi BUKOHAHHS POOOTHU ONEpaLiliHUX BY3JliB (IOMHOXYBauiB) 1151 noJliB ['anya, siki
3aCTOCOBYIOThCS Y KpunTorpadivHux 3acobax 3axucty iHdopmauii Ha 6a3i EK. OTpumaHi, i 9ac BUKOHAHHS
IycepTalifiHoi po6OTH, HAYKOBi pe3yJbTaTU CTBOPIOIOTh METOIOJIOTIYHY 6a3y 111 po3pobku By3iis K31, ski
IO3BOJISIIOTH MiIBULIUTY HAMiMHICTb, OCTOBIPHICTh Ta 3aXMIIEHICTh CYyYaCHUX alapaTHUX 3aco6iB K31, sxi

IIpaLoIoTh 3 BUKopucTtaHHsM EK Ta posmmpenux nosis [aya.

2. In the dissertation, an important scientific and technical task of creating reconfigurable units for cryptographic
information security (CIS) systems based on elliptic curves, which operate in cyber-physical systems with
elements of extended Galois fields GF(p™~n), where p > 2 is a prime number, the configured characteristic of the
field, and n is the order of the field-generating polynomial, the degree of the field over its prime subfield, is
addressed. The hardware costs of implementing such systems in extended Galois fields GF(p™~n) with various
characteristics p and orders n of the field-generating polynomial are analyzed. A multiplier of elements for such
Galois fields based on a modified Guild cell (MGC) is proposed. Three structures for creating MGC are proposed. A
comparison of their hardware costs is provided. Software execution of operations over elements of extended
Galois fields GF(p™n) is more labor-intensive compared to GF(2~m) and provides greater resistance to cracking.
The hardware implementation of reconfigurable units provides even greater cryptographic robustness of CIS
devices. FPGA were chosen as the elemental base for creating units in cyber-physical systems in the study. For
generating VHDL descriptions of units that operate using extended Galois fields GF(p”~n) for their subsequent
implementation in FPGA, C++ programs-generators of multiplier cores of elements of extended Galois fields were
developed. The paper examines the current state and prospects for the development of tools and methods for
creating reconfigurable units for CIS systems, considers methods for creating reconfigurable units for CIS systems,
the general methodology for conducting dissertation research, the requirements for creating reconfigurable units,
the rationale for creating parallel multipliers of elements of extended Galois fields GF(p~n), and methods for
creating such multipliers. Methods for assessing time and hardware complexities were improved, and a method for
testing the generators of cores of such multipliers was proposed. The process of developing tools (core generators)
for multipliers of extended Galois field elements GF(p™n) for cryptographic system units (CIS) is also described.
Research has been conducted on the operational units (multipliers) for Galois fields developed during the work,
which are used in cryptographic information protection tools based on elliptic curves. The scientific results
obtained during the dissertation work create a methodological base for developing CIS units, which allow
enhancing the reliability, authenticity, and security of modern hardware CIS devices that operate using elliptical
curves and extended Galois fields.
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