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1. IHCI)OpMaU,iI/“IHa TEeXHOJIOTis AJ11 CTBOPEHHS MNEPCIIEKTUBHUX I'AaPAHTO3ATHNX aBTOMATHN30BAHUX CYICTEM

yIIpaBJIiHHS 06'€KTaMu KPUTUYHOI iHPPACTPYKTypU

2. Methods and models for creating the advanced guaranteed automated systems for managing critical
infrastructure

Pedepar:

1. O6’exTOM LIOCTIiI>)KEHHS B POOOTI € IPOLIECH CTBOPEHHS NEPCIIEKTUBHUX rapanTo3nataux ACY Ta npouecu
(PYHKIIOHYBaHHS TAKUX CUCTEM B YMOBAX BIUIMBY aHTPOIIOT€HHUX i TEXHOT€HHUX BTPy4YaHb Ta 3arpo3. MeToio
IycepTauifiHoi po6oTH € 1o6ynoBa iHpOopMaLiIHOI TEXHOJIOTIi 1151 CTBOPEHHSI IEPCIeKTUBHUX rapaHTO3JaTHUX
ACY OKI Ykpainu. IIpu BupineHHi noctapieHux 3a7a4d B AUCEPTALiliHill po6OTi 6yj10 BUKOPUCTAHO KJIaCHUYHi Ta

NOXiHI KpuTepii BU6Opy pilleHb B yMOBaX HEBU3HAYEHOCTI, «€EBPUCTUYHI» (€KCIIEPTHI) METOAM OLiHIOBAaHHS —



metogh denbdu, MeTon aHanidy iepapxiii (MAI) Ta MeToZ, NapHUX MOPIBHSHB, & TAKOX METOJ, MOP(OJIOTiYHUX KapT,
METOJIY JIIHIHOTO IporpamMyBaHHsI, MeToau QyHKIioHanbHO-BapTicHOro (PBA) Ta KacTepHOro aHasizy TOILIO.
[TpakTuyHe 3HaUYEHHS - 32 PaXyHOK peasizalii MeTony popMyBaHHS TUIIOBOTO BapiaHTy OOYJ0BU TaKOi CUCTEMU Ta
METOJly BU3HAUEHHS BIUIMBY 3arp03 Ha IpouecH ii PyHKIiOHyBaHHS JO3BOJIMJIM PO3POOUTU NIPUKIIALHI 3acain
no6yzmoBu iHpopmaliitHoi TexHoorii Ay ctBopenHs [1I' ACY OKI, BnpoBazpkeHHS SIKOi 3a6e31edye rapaHTOBaHe
HaJaHHS abOHEHTaM HeoOXiJHUX TIOCJIYT Ta,/abo CepBicCiB, SIKMM B 3aJJaHUX peKUMax i yMOBax 3aCTOCYBaHHS 3
yPaxyBaHHSM CTaHy 3aXUIIEHOCT] TAKUX CUCTEM Bifl 3arpo3 nopyumeHHs K] MOXIMBO BUNPaBAaHO AOBIPATH.
HoBusHa - Briepue po3po6JyieHuil MeTO, BU3HAYEHHS BILJIMBY 3arp0o3 Ha MPOoLecH (PYHKLiOHYBaHHS [I€PCIEKTUBHUX
rapanTtosgatHux ACY OKI; ynockoHaneHu metol, pOpMyBaHHSI TUIIOBOTO BapiaHTy MOOYIOBY II€PCIIEKTUBHO]
rapanTo3gatHoi ACY. BipoBampkeHo y: [lep;KaBHOMY areHTCTBI 3 MUTaHb €JIEKTPOHHOTO YPSLyBaHHS YKpaiHu [Ipy
PO3p0oOLi BUMOT 10 apXiTEKTYpPU CUCTEMU €JIEKTPOHHOI B3a€MOii ep>KaBHUX iHPOpMaLiiiHMX PECYPCIB Ta €IMHOTO
iH(popMaLiIHOTO pecypcCy 3BEpPHEHb TPOMAJISIH IO OPTaHiB AE€P>KaBHOI BIaiY i OPraHiB MiCLIEBOIO CAMOBPSIIyBaHHS,;
IITMMC HAH Vkpainu npu fociifkeHHi npobaeMu odyj0B1 Mepeski rapaHTO3AaTHUX CUTYaLiliHUX LIeHTPiB
CeKTopy 6e3Meku i 060poHy; HallioHanbHOMY LIEHTPI YIIpaBJliHHS Ta BUIPOOyBaHb KOCMiuHUX 3aco6iB. Chepa

BUKOPUCTAHHS — yIIPaBJiHHS 00'€KTaMU KPUTUYHOI iHPPACTPYKTYPU.

2. The dissertation is devoted to the solution of the actual scientific problem, which consists in theoretical and
applied bases of construction of information technology for creation of perspective guaranteeable (GHG)
automated control systems (ACS) of objects of critical infrastructure (CIF), and also definition of influence on
processes of functioning of such systems and man-made interventions and threats. The paper develops new and
improved existing models, procedures and algorithms that form the basis for two methods - the method of
forming a typical construction option and the method of determining the impact of threats on the operation of
GHG ACS CIF. In the course of work on them, the procedures for selecting a prototype of network infrastructure
topology (MI), selection of a typical automated workstation (AWP) of rational configuration and rational choice of
software, as well as a semantic model of confrontation of ACS protection system were developed. CIF with the
attacking side, models for assessing the state of protection of the system from threats of integrity, confidentiality
and availability and the algorithm for detecting and recovering data in the GHG ACS CIF. The simulation
experiments on the comparative evaluation and selection of the prototype of the MI topology, the configuration of
the workstation and the software of the GHG ACS of the CIF of the applied level are carried out. The possibilities of
application of cluster analysis for parallelization of processes of search of vulnerabilities or true values of keys used
for data encryption, and also estimation of stability of cryptosystems from external cybernetic influence and
cryptocurrencies are investigated in the work. A comprehensive solution in the dissertation research is
information technology to create promising guaranteed ACS CIF, the implementation of which, in contrast to
existing: allows you to assess events that may affect the information and technological processes on the CIF and
cause damage to both owners and users; provides guaranteed provision to subscribers of necessary services and /
or services, which in the given modes and conditions of application, taking into account the state of protection of
such systems from threats of violation of integrity, confidentiality and availability, may be reasonably trusted. The
implementation of this IT also contributes to: increase, due to the prompt identification of the set of possible most
significant threats, the effectiveness of the actions of persons responsible for ensuring the safety of GHG ACS CIF;
reduction of time for making well-considered management decisions on the construction of GHG ACS CIF.
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