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Pedepar:

1. O6’ekTOM HOCIIKEHHS B POOOTI € Mpollecy CTBOPEHHS MePCNeKTUBHUX rapanTo3gaTHux ACY Ta rpouecu
(YHKLIOHYBAaHHS TaKUX CUCTEM B YMOBaX BIUIMBY aHTPOIIOI€HHUX | TEXHOT€HHUX BTPY4aHb Ta 3arpo3. MeTomo
IUCcepTaLiiiHOi poboTH € MobymoBa iHPOPMaLiiiHOI TEXHOJIOTII 1711 CTBOPEHHS IEPCIIEKTUBHUX FAPaHTO3aTHUX
ACY OKI Ykpainu. IIpu BupineHHi noctasieHux 3a7a4 B AUCEPTALiliHill po6OTi 6y10 BUKOPHCTAHO KJIAaCHUYHi Ta
NoXifHi KpuTepii Bubopy pilleHb B yMOBaX HEBU3HAUEHOCTI, «€BPUCTUYHI» (€KCIIEPTHI) METOAU OL[iHIOBAaHHS —
Metoq Jenbdu, MeTo aHasisy iepapxiit (MAI) Ta MeToz MapHUX [IOPiBHSIHB, 8 TAKOXX METOJ, MOPQOJIOTiYHUX KapT,
METO/IM JIiHIHOTO MPOrpaMyBaHHsl, MeTOAM (YHKLiOHaNIbHO-BapTicHOro (DBA) Ta Kj1aCTEPHOrO aHasli3y TOLIO.

[TpakTuyHe 3HaUYEHHS - 32 PaXyHOK peasizauii MmeTony popMyBaHHS TUIIOBOTO BapiaHTy OOYIOBU TaKOi CUCTEMHU Ta



METO[ly BU3HAUEHHS BIUIMBY 3arp03 Ha IpoLecH ii PyHKILiOHYBaHHS JO3BOJIMJIM PO3POOUTU MIPUKIIALHI 3acain
nobynoBu iHpopmalifiHoi TexHosorii gys ctBopeHHs [II' ACY OKI, BipoBamKeHHs SKoi 3a6e3redye rapaHTOBaHe
HaJaHHS abOHEHTaM HeoOXiJHUX IIOCJIYT Ta,/abo CepBiCiB, IKMM B 3aJJaHUX PeXKUMax i yMOBax 3aCTOCYBaHHS 3
YPaxyBaHHSM CTaHy 3aXUIIEHOCTi TAKAX CUCTEM Bifl 3arpo3 nopyumeHHs K]l MOXIMBO BUNPaBIAHO AOBIPATH.
HoBu3sHa - Briepie po3po6sieHuii MeTO]], BU3HAUY€HHSI BILJIMBY 3arpo3 Ha Npouecy QyHKLiOHYBaHHS 1€PCIEKTUBHUX
rapanTozpatHux ACY OKI; ynockoHnaseHui Mmetot, pOpMyBaHHSI TUIIOBOTO BapiaHTy MOOYOBY II€PCIIEKTUBHO]
rapanrozgatHoi ACY. BripoBamkeHo y: Jlep;KaBHOMY areHTCTBi 3 IUTaHb €JIEKTPOHHOTO yPsiAyBaHHS YKpaiHU IIpu
PO3pOoO6Li BUMOT [0 apXiTeKTypy CUCTEMU €JIEKTPOHHOI B3aeMofii AepkKaBHUX iH(POpMaLiIHUX pecypciB Ta €AIMHOTO
indopmaniitHoro pecypcy 3BepHeHb IPOMaIsSiH IO OPTaHiB iep>KaBHOI BIaAY i OpraHiB MiCIlIeBOro CaMOBPSILyBaHHS;
ITTIMMC HAH Vkpainu npu fociifiskeHHi npobaeMu nobyj0B1 MepesKi rapaHTO3AaTHUX CUTYaLiliHUX LIEeHTPiB
CeKTOpy 6e3mneku i 060poHn; HallioHabHOMY LIEHTPI YIIPaBJIiHHS Ta BUIIPOOYyBaHb KOCMiUHUX 3aco6iB. Chepa

BUKOPUCTAHHS — yIIPaBJIiHHS 06'€KTaMU KPUTUYHOI iHPPACTPYKTYPU.

2. The dissertation is devoted to the solution of the actual scientific problem, which consists in theoretical and
applied bases of construction of information technology for creation of perspective guaranteeable (GHG)
automated control systems (ACS) of objects of critical infrastructure (CIF), and also definition of influence on
processes of functioning of such systems and man-made interventions and threats. The paper develops new and
improved existing models, procedures and algorithms that form the basis for two methods - the method of
forming a typical construction option and the method of determining the impact of threats on the operation of
GHG ACS CIF. In the course of work on them, the procedures for selecting a prototype of network infrastructure
topology (MI), selection of a typical automated workstation (AWP) of rational configuration and rational choice of
software, as well as a semantic model of confrontation of ACS protection system were developed. CIF with the
attacking side, models for assessing the state of protection of the system from threats of integrity, confidentiality
and availability and the algorithm for detecting and recovering data in the GHG ACS CIF. The simulation
experiments on the comparative evaluation and selection of the prototype of the MI topology, the configuration of
the workstation and the software of the GHG ACS of the CIF of the applied level are carried out. The possibilities of
application of cluster analysis for parallelization of processes of search of vulnerabilities or true values of keys used
for data encryption, and also estimation of stability of cryptosystems from external cybernetic influence and
cryptocurrencies are investigated in the work. A comprehensive solution in the dissertation research is
information technology to create promising guaranteed ACS CIF, the implementation of which, in contrast to
existing: allows you to assess events that may affect the information and technological processes on the CIF and
cause damage to both owners and users; provides guaranteed provision to subscribers of necessary services and /
or services, which in the given modes and conditions of application, taking into account the state of protection of
such systems from threats of violation of integrity, confidentiality and availability, may be reasonably trusted. The
implementation of this IT also contributes to: increase, due to the prompt identification of the set of possible most
significant threats, the effectiveness of the actions of persons responsible for ensuring the safety of GHG ACS CIF;
reduction of time for making well-considered management decisions on the construction of GHG ACS CIF.
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