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1. MexaHi3Mu iHCTUTYLiOHaILHOTO 3a06€31e4YeHHs CUCTEMU KibepHeTUYHOi 6e3[1eKU B YMOBax riOpuiHOI BifiHU

2. Mechanisms of institutional support of the system of cybersecurity in the conditions of hybrid war

Pedepar/aHoTanis:

1. Y pucepTauiiHOMy JOCJIiIKE€HHI 3[IiICHEHO HAayKOBE OOI'PYHTYBAaHHS TEOPETUYHUX 3acaf, i po3p0o6yieHO
IIPAKTUYHI peKOMeHallii o0 NoJaJIbIIMX HAIMIPSIMIB PO3BATKY MEXaHi3MiB iHCTUTYI[iOHAJIbHOTO 3a0€3Me4eHHS
crucTeMu KibepHeTUYHOi 6e3nexky YKpaiHu B yMOBax ri6puaHoi BiiiHU. JlocaimKeHHs J03BOJIUIO0 CPOpMYIIIOBATU
HaMOI/IbII aKTyasbHi 171 YKpainu Kibep3arposu Ta KibepKoH(IIiKTY, HaaTU ONIMC 3MiCTOBHUX XapaKTEPUCTHUK Ta
[IOBHOB&XXE€Hb CKJIA[JOBUX HAlLliOHAJIPHOI CUCTEMU KiODEpHETUYHOI 6€e3IeKY, sKa 00'eqHana y popmari
CIiBpOOITHUIITBA LIEHTPAJIbHI OpraHy BUKOHABYOI BJIaiY, BilICbKOBi pOPMYBaHHSI, IIPAaBOOXOPOHHI OpraHy, Opra’u
Ilep>KaBHOTO peryiloBaHHs y cdepi iHpopmarusaliii, TesieKkoMyHiKalliil Ta 3aXUcTy iHdopmallii, OpraHu MmicieBoro
CaMOBp#IyBaHHS, HAyKOBi YCTAHOBH i OpraHisallii, a TakoX 3allikaBjleHi FpOMaJiCbKi opraHizauii, mpogeciiui
acoujanii, npeCcTaBHULTBA MIPKHAPOJHUX OpraHisalii B YKpaiHi, IpeACTaBHUKIB IIPMBATHOTO CEKTOPY, a TAKOX

IiANpUeMCTBa, yCTAaHOBU Ta OpraHisallii He3asieskHO Bif, GOpM BJIACHOCTI, SIKi 37ilICHIOIOTH [isIJIbHICTB, IIOB'S3aHY i3



3abe3nedeHHsSIM QYHKLIiOHYBaHHS ab0 6e3MneKy Hal[iOHAJIbHOTO CerMeHTa KibepHETUYHOT O IIPOCTOpY. ¥
IVCepTaLiiHOMY JOCTiIKeHH] N06YA0BaHO (PYHKIIOHATIbHY CTPYKTYPY CUCTEMHU KibepobopoH YKpaiHu Ta
BM3HAUYE€HO NIPUMHLMIY ii 106Y10BU Ta CKJIalOBi eJleMeHTU. PO3KpUTO cyyacHi TeHIeHlii GOpMYyBaHHS Ta PO3BUTKY
6€e3IeKOBOr0 CepeloBUIIA y CBITOBOMY KibepHeTUYHOMY IpocTopi. HaBeneHi npono3suuii [0 Line Ta 3aBIaHb
BOEHHOI NOITUKM YKpaiHM y KibepHETUYHOMY ITPOCTOPI Ta HaZilaHO Npono3ulii 7o npoekty Crpaterii KibepobopoHu
Ykpainu. O6IpyHTOBaHO [1€PCIEKTUBHI HAaNIPSIMU PO3BUTKY ME€XaHi3MiB iHCTUTYLiOHAJIbHOTO 3a0€31eYeHHsI

CHACTEeMHU KibepHETUYHOI 6e3neKky YKpaiHu B yMOBax riOpUAHOI BiliHU.

2. In the dissertation research the scientific substantiation of theoretical bases is carried out and practical
recommendations concerning the further directions of development of mechanisms of institutional maintenance
of system of cyber security of Ukraine in the conditions of hybrid war are developed. The study allowed to
formulate the most relevant for Ukraine cyber threats and cyber conflicts, to provide a description of the
substantive characteristics and powers of the national cyber security system, which brought together central
executive bodies, military formations, law enforcement agencies, regulators in the field of information,
telecommunications and information protection, local governments, scientific institutions and organizations, as
well as interested public organizations, professional associations, representations of international organizations in
Ukraine, representatives of the private sector, as well as enterprises, institutions and organizations regardless of
ownership, carrying out activities related to ensuring the functioning or security of the national segment of
cyberspace. In the dissertation research the functional structure of the cyber defense system of Ukraine is built
and the principles of its construction and constituent elements are determined. Modern tendencies of formation
and development of the security environment in the world cyberspace are revealed. Proposals to the goals and
objectives of Ukraine's military policy in cyberspace are presented and proposals to the draft Cyber Defense
Strategy of Ukraine are provided. Perspective directions of development of mechanisms of institutional support of
the system of cyber security of Ukraine in the conditions of hybrid war are substantiated.
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