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2. Methods and means of detection to information threats to virtual communities in the social networks internet

environment

Pedepar:

1. Incepraliiio IpUCBSY€HO PO3POOJIEHHIO METOIB i 3aC006iB BUSIBJIEHHSI Ta OLiHKM iHPOPMaLIiiHUX 3arpo3
BipTyaJIbHUX CIJILHOT. Y po6oTi nobymosaHa popmasnbHa Mogesb iHPpopMaliliHOro cepefoBUlla BipTyalbHOI
CIIiZIbHOTU. 3alIPOIIOHOBAHO ITOKA3HUK iH(POPMaLifHOI 3arp0o3U LUIJIIXOM BU3HAYE€HHS L[iIHHOCTI BipTyasbHOi
CIiJIBHOTU. PO3P0O06JIEHO METOI, I[OA0 NIPUIHSATTS PillleHH 110 NPOTUIii iH(pOopMaLiiHUM 3arpo3aM BipTyaJlbHUX
CIIIJIBHOT Ta METOJ IIPUHHSTTS pillieHb MI0A0 BUOOPY AMCKYCiH BipTyasibHOI CIiIbHOTH 17151 iHOpMaLiliHOrO
BIJIMBY. PO3p06JIeHO arOpUTMU NOUIYKY CTOPiHOK AMCKYCi# BipTyasbHOI CIiZIBHOTU BifTIOBIHO [0 iX
iHpopMalifiHOro HallOBHEHHS Ta AJITOPUTMU (POPMYBaHHS iHPOPMaLiIHOTO CepeOBUIIA BipTYaIbHO]I CIIIJIbHOTHU.
Po3po61eHO apXiTeKTypy IPOrpaMHO-aJrOPUTMIUHOTO KOMILIEKCY MOHITOPUHTY Ta aHami3y iH(popMaliliH1X 3arpo3

BipTYyaJIbHUX CIIIJIBHOT Y COL[iaJIbHUX MEPEJKaX.



2. The dissertation is dedicated to the solution of an essential scientific task of development of methods and
techniques for detection and assessment of information threats of virtual communities in the social networks
internet environment. Formal model of the virtual community information environment has been designed and
indicator of the information threat has been offered on the basis of this information threat. Using the indicator of
the information threat a method of decision making on virtual communities information threats counteraction in
social networks and a method of grounded decisions making on the selection of discussions of virtual community
for information influence. Algorithms of search of pages of virtual community discussion in correspondence with
their information content and algorithms of forming information environment of virtual community have been
developed. Architecture of the program algorithm complex of monitoring and analysis of information threats to
virtual communities in social networks has been developed. Its functionality is based on the methods and
techniques offered. The first chapter provides the analysis of virtual community as a subject of information
security and threats that may occur in the information content of the discussion pages of virtual communities.
Regulations of state counteraction against information threats in virtual communities have been considered. The
second chapter presents the design of formal model of information environment which includes models of internal
and external information spaces. An indicator of information threat by means of defining the value of virtual
community, taking into consideration the structure, number of participants and quality of virtual community
discussion pages information content and approaches to its definition have been offered. Methods of acquisition
and assessment to information communities' virtual threats have been developed in the third chapter, namely, a
method for decision making on counteracting virtual communities information threats in social networks and a
method of grounded decisions making on the selection of discussions of virtual community for information
influence. Search algorithms of discussion pages of virtual communities in correspondence with their information
content and algorithms of forming information environment of virtual community has been developed. The fourth
chapter provides description of the architecture of program-algorithm complex of monitoring and analysis of
information threats of virtual communities in social networks, namely their integral components, functions and
technical aspects of realization. Distributed database, which structure is based on the formal model of information
environment virtual community model, designed in the second chapter, has been created.
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