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1. MeTonu i 3acobu niaBuieHHS e(PEKTUBHOCTI CUCTEM MOHITOPUHIY 6€3I1eKH B KOMII'IOTEPHUX CUCTEMaX i

MepesKax

2. Methods and mechanisms for the efficiency increasing of the safety monitoring systems in the computer
systems and networks

Pedepar:

1. Inceprarist npucBsiyeHa po3pob1ii METOIiB i 3aC06iB MOHITOPUHTY 6€3I1eKU, a TAKOXK METO/IiB aJalITUBHOTO
ynpasiiHHs 6e3nekoo KCM. Po3po6eHo MeTop OLiHKY PiBHS 3arpo3 BTopraeHs B KCM, s1kuil BiipizHs€TbCs
IIPOBENIEHHSIM aHali3y LiiJIel Aill 37T0BMUCHUKIB Ta JJO3BOJIsIE TPOTHO3YBAaTU PO3BUTOK aTak. Po3pobyieHo MeTog,
aHasizy py3MKiB peasnisdalii 3arpo3 6e3nexu iHpopMaLifiHUX pecypciB, SIKUH 03BOJIsSIE PAaH)XXyBaTH PeCypCH 3a
CTYIIEHSIMU PU3UKIB. PO3p06s1€HO KOMIIJIEKCHY CUCTEMY MOHITOPUHTIY 6€3I1€eKH Ha OCHOBI CITOCO0Y aHai3y Ljinei
Iiit cy6'extiB KCM, sika Biipi3HA€TbCS BU3HAYEHHSIM KOPEJILIHNUX 3B513KiB (paKTOPiB HEGE3MEKY, 10 JO3BOJISIE
MiABUIINTY TMOBIPHICTb KOPEKTHOTI'O BUSABJIEHHS BTOPIHEHDb Ta KOHTPOJIIOBATA MOJKJIMBI BTOPrHEHHS Ha iX

[IOYaTKOBIl cTaAii. 3alIpONIOHOBAHO i OGIPYHTOBAHO CIIOCIO aAANTUBHOTO yIIpaBiliHHA 3axuiieHicTio KCM, 1o



3abe3mnevye BUIIEPEIKYI0Uy peakiiilo 3aco6iB 3aXMCTy Ha il 37I0BMUCHUKIB. 3aCTOCYBaHHS 3alIPOIIOHOBAHO]
KomIuiekcHOi CMB no3Boisie nminBumuTy e(peKTUBHICTh 3aC00iB MOHITOpUHTY 6e3neku Ha 25 ~30% 3a kputepiem
HaJJIMIIKOBOCTI KOHQIrypatrii.

2. The method for the evaluation of the level of intrusions threats on the intruders actions goals analysis is
developed. This method is based on the minimization of the data about un-authorized actions of users and on the
differential approach to the aggregation of the possible goals of potential intruders. The method for the risks
analysis of safety of computer systems and networks resources is developed. This method is based on the
monitoring of resources and allows to range users actions and goals according to level of their threats for safety.
The complex safety monitoring system on the analysis of user actions goals is developed. This system realizes the
increasing of the probability of correct indications of intrusions due to the prognosis of the intruder actions and
due to the emulation of the threats and the system data. The mechanism of the adaptive control of safety for
computer systems and networks is suggested. This mechanism is based on the safety monitoring tools, which
provide the early reaction to the intruder actions. The realization of the suggested complex safety monitoring
system provides 25 - 30% increasing of efficiency of the safety monitoring mechanisms.

Jep>kaBHH peecTpaniiiHuii Homep JiP:

IIpiopuTeTHHI HanIpsIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHui NpiopUTETHUI HAIIPSIM iHHOBaLiHOI AiSJIBHOCTI!
ITiZCcyMKH JOCIiI>KEeHHS:

Iyosikarrii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ComiasibHO-eKOHOMIYHA CIIPSIMOBaHiCTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnipoBaakeHHs pe3yJIbTaTiB AHCepTalii:

3B'SI30K 3 HAYKOBHMH TEMaMH:

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA /KEPiBHHUKIB (KOHCYJIbTAaHTA)

BaacHe IlpizBume Im's I10-6aTbKOBI:
1. Myxin Bagum €BreHoBrAY

2. Mukhin Vadim Evgenovich

KBasmigikamis: k.1.u., 05.13.13

InenTudikarop ORCID ID: He 3acrocosyetses
JoparkoBa indpopmamnis:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3HaxoaKeHHS:

dopma ByracHoCTI:

Cdepa ynpasiriHHS:



InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€eHTiB

OdiuiiiHi OIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Touenko B.I'.
2. Touenko B.I.

KBasigikanis: 5.1.1., 05.13.13

InenTudikarop ORCID ID: He 3acrocosyerbcs
JoparkoBa iHdpopmamist:

IloBHe HaliMEeHYBaHHS IOPUAHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3HaxoaKeHHS:

dopma ByracHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. Animos Hagip Icmain-oriu.

2. Animos Hagip Icmain-ormam.

KBasigikamis: 5.1.1., 05.13.13

Imentudikarop ORCID ID: He zacrocoyerbcs
JoparkoBa iHdpopmamist:

TloBHe HaliMeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma ByTacHOCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

Penensentu

VIII. 3ak1104Hi BiZoMOCTi

BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBi

TOJIOBH pajgu

Camodarnos K.TI.



BaacHe IlpizBumie Im's ITo-6aTbKOBI Camocasios K.I.

TOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUMH 3a HiATOTOBKY
00JIiKOBUX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi IOpuenko T.A.

OisSIIBHOCTI




