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V. BizomocTi npo gucepraniio
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IPOTHUOOPCTBA

2. Methods and models of indices optimization for information security systems in conditions of dynamic
informational confrontation

Pedepar:

1. Incepraniiina po60Ta IpUCBIY€HA PO3po0Li IUTaHb TEOPii Ta NPAKTUKYU ONTHUMI3alii TOKa3HUKIB CUCTEM 3aXUCTY
indopmauii B ymoBax iHpopMaliiiHoro npotubopctaa. MeTolo AucepTauiiiHoi po60TH € MiiBUIIEeHHS €PEeKTUBHOCTI
cHCTeMU 3axUCTy iHpopmallii opraHizaliii 3a paxyHOK onTumisaliii ii ToKa3HUKIB y BiZITIOBIIHOCTI 10 yMOB
indopmauiitHoro nporubopcTsa. Y poboTi IpoBeIeHO aHali3 Ta Kiacugikallilo CydacHUX METO/iB ONTUMi3allii
[TOKa3HUKIB CUCTEM 3aXUCTy iHpopMaliii, 10 103BOINI0 (OPMali3yBaTU MOKIJIMBOCTI iCHYI0UMX Ta COOpMYBaTU
BHMMOIHY JI0 HOBUX, Oinbll epeKTUBHUX, METOIB oN'TUMi3aLjii. Po3risHyTa nmpobiemMaTrika MOJe/II0OBaHHS Ta
371ifICHEHO MOPIiBHAJIBHUI aHasi3 Mogesnel y chepi indpopmallifiHoi 6e3neky opraHisaliil, mpoBejeHa Kiuacudikaris
3a/a4 OO 3axXUCTy iHPopmalii, sIKi BAHMKAIOTh IpU iHPOpMaLiHUI 60POTHOI Mi>K KOHKYPYIOYMMU
opraHisauismu. Po3risiHyTa CTaTUCTUKA HanaAiB y cdepi inpopmauiiiHoi 6e3reKr KOMEPLiMHNAX OpraHi3aLliil.

Po3pobseHo maTeMaTUYHYy MOJIEJIb CUCTEMU 3axUCTy iHpopmaliii opraHizauii 3a yMoB iHpopmaliiiHoro



IpoTMOOPCTBA i HaaHO peKoMeHAallii o0 BUOOPY napameTpiB i PyHKIIOHATBHUX 3a/1€5KHOCTEH, KOTPi (POPMYIOTH
110 Mogesb. OTpUMAaB MOJAJIBIIMI PO3BUTOK MTPOLIEC MOZEIIOBAHHS iH(POPMAaLiIHOTO IPOTU60PCTBA MiX
KOHKYPYIOUMMH OpraHi3allisMu, onepyodn HepopMaJlbHUMU (HEYiTKUMU) TIOHATTAMU. PO3po6IeHy MaTeMaTU4YHy
MOJeJIb IOIUPEHO HA 6araTopyOiKHiI cucTeMU 3axucTy iHpopMallii, [0 T03BOJISIE ONTUMI3yBaTU B JUHAMIYHOMY
peXXuMi po3nofin pecypcis 3axucty indpopmallii Mixk 06'eKTaMu, KOTPi BiIpi3HSAIOTHCS CTyIIEHEM YPa3IUBOCTi,
KizbkicTio iHbopMariii i HalineHicTio HanaziB Ha HUX. OTpUMay MOJAJbIINI PO3BUTOK TEOPETUYHI [TOJIOKEHHS
110/10 BU3HAYEHHS CTaHiB iHdOPMalliiiHOi 6e3r1eKkn 6araTopyoi’KHMX CUCTEM 3aXUCTY iHOpMallii B yMOBaX MaCOBUX
HalazjiB Ha OCHOBI T€Opii MAPKOBCHKUX NUCKPETHYX i HEIEpEPBHUX JIaHLIOTIB. Ha OCHOBI 3alIpOIIOHOBAHUX METO/IIB
Ta METOAMK PO3PO6JIEHO IPOrPAMHUI KOMILJIEKC Ta C(POPMYJIbOBAHO IIPAKTUYHI peKOMeHallii o0 1oro
BMKOPHUCTaHHS [1JI51 aHaJli3y ePeKTUBHOCTI SIK iCHYI0UMX TaK i IEPCIIEKTUBHUX CUCTEM 3aXUCTy iH(popmallii
opraxizalliil, o 403BOJIsIE 3MEHIIUTHU BTPATU OPraHizauiil Bif Hee()EKTUBHYX yNPABJIiHCbKUX PillleHb B rainysi
inpopmariiitHoi 6e3neKu.

2. Dissertation is devoted to developing theory and practice of information security systems indices in conditions
of dynamic informational confrontation. An aim of the dissertation is increasing of information security efficiency
in companies' information systems by optimal using of information security systems resources. Modern methods
of information systems security indices optimization were analyzed and classified. It gave possibility to formulate
requirements for new and more effective methods of optimization. Tasks as for information security which
emerging in informational confrontation between companies were classified. Attacks statistics in the field of
commercial companies' information security were reviewed. Mathematical model of company's information
security systems in conditions of dynamic informational confrontation was developed. Also recommendations for
parameters which form this model and functions selection were given. Modeling process of informational
confrontation between companies got farther improvement using operation with informal (fuzzy) notions.
Mathematical model was extended on multilevel information security systems. It gives opportunity for
optimization of dynamical information security resource distribution between objects with different levels of
vulnerability, amount of information and directional property of attacks. Also got farther improvement theory of
multilevel information security systems definition in mass attacks conditions which based on Markov's discrete
and continuous chains theory. Software complex and user's manual were developed which based on methods
which were proposed in this manuscript. Software complex might be used for efficiency analysis of existing and
developing information security systems. It gives possibility for minimization company's loses from ineffective

management decisions in information security sphere.
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