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Pedepar:

1. Y puceprauiiiziii po6oTi (popmMasizoBaHO NOHSTIMHUI anapaT KibepCTiMKOCTi (Kibeppe3nuIbeHTHOCTI) Ta
OOGI'PYHTOBAHO OT0 KOHLEMNTYasbHY BiIMiHHICTb Bifl KJIACU4HOI Kibep6eaneku. Ha 0CHOBi KpUTUYHOTO aHai3y
IIPOBiIHUX Mi>KHAPOJHUX PPEfMBOPKIB JOBEIEHO, 1110 iCHYIOUI MiX0au 31e06i/bIIoro 6a3yi0ThCs Ha Mapagurmi
Data-driven, obMe>XeHHs! SIKOi He J03BOJISIIOTh 3[iICHIOBaTH TPOTHO3YBAaHHS Ta JUHAMIYHY alallTallilo CUCTEMHU B
YMOBaX Cy4aCHUX KibepiHIMIeHTiB. TakoX y po60Ti 0OIpyHTOBAHO Ta 3iMICHEHO KOHLENTYaJIbHUI NIepexif Bif
SKICHUX JOMEHIB KibepCTilKOCTI 10 KiJIbKiCHMX MO[ieJIel BUCOKOTO PiBHS IIJIIXOM po3pobseHHs meTamonedni [T-
Mepexi eHepreTuyHoro ob'exra (mapagurma Model-driven). 3nificHeHO MeTaMoOe/II0BaHHSs KaTeropin
KibepcTifikocTi Ha ocHOBI apxiTekTypu MOF (Meta-Object Facility) i3 BupaskenHsim KoHLenuint mosoro UML. Take
CTPYKTYpHE MOJIE€JIIOBAaHHS 3a0€3M1€4Y1JI0O CTPOTUI Nepexil Bill abCTPAKTHUX SIKiICHUX TIOKA3HUKIB J10

004K CII0BAIBHOI MOIEJIi ITPeIMETHOI 06J1aCTi (EHEpPreTUYHOI0 CEKTOPY), 110 CTBOPUJIO HEOOXiHMIT 6a3uc AJ1s



[OAAJIBLIOrO 3aCTOCYBaHHS iHCTPYMEHTIB IMOBIPHICHOTO OL[iHIOBAaHHSI [TapPAMETPIB Ta PO3PaxyHKY (QyHKIIOHAJIBHUAX
CTaHIB CUCTEeMHU, 30KpeMa 6aECOBUX MePEXK, Ta MiATBepAUIIO rinoTe3y IPo HeOOXiIHICTh YCKIaTHEeHHs! KOHTpoJiepa
00'eKTa KpUTUYHOI iHppacTpyKTypu. JocifkeHo npobaeMy 3HIKEHHST HEBU3HAUEHOCT] Mif, yac KibepaTak Ha
€Heprooo’exT. [TokasaHo, 10 1151 PAHHBOTO BUSBJIEHHS 3arpo3 €(PEKTUBHUM € BUKOPUCTAHHS 6a€COBUX MEPEX, 1€
arpiopHi po3noAinv HMOBIPHOCTEN OYAYIOTHCS 32 JOTIOMOroo 6a3 nanux BpasdnuBocteil (CVE) i3 3acTocyBaHHIM
meTtpuk CVSS. TIpoBeneHnit aHasi3 4yTaUBOCTI Mozesli 3a MeTogoM Kepysbda Ta BaH zep ['aar noBiB ii HU3bKY
YyTJIUBICTb O [IOXUOOK alpiopHUX NapameTpiB. Y X0Ofi IUCEePTALiHOrO AOCiIpKEHHS PO3PO0JIEHO METO/, aKTUBHOI
nporugii kibepaTakam 1j1s1 Mepeski eHepreTUYHOro 06’eKTa B peajyibHOMY 4aci Ha OCHOBI iHTerpauii 6aecoBux rpagis
artak (BAG) y CTPYKTypy 4aCTKOBO CIIOCTEpPE’KyBaHUX MapKOBCHKHUX MPOLeCiB IpUNHATTS pimeHs (POMDP).
3anpornoHOBaHUI METO[, J03BOJIsIE YHUKHYTU HaIMipHUX BUTPAT Ha [IepMaHeHTHEe 0JIOKyBaHHSI KpUTUYHUX
CErMEHTIB Mepexi, (POKyCYIUMCh Ha ONITUMAJIbHOMY PO3IOiji pecypcCiB Ta HalOiIbII MIMOBIPHUX BEKTOPAX aTaKU.
[TokazaHo, 10 KJI0Y0BMM (PAaKTOPOM MiHiMizallii 30UTKiB € He JiuIIe )KOPCTKICTh pearyBaHHs, a il JOCTYIHICTb Ta
6esrocepeiHs BapTicTh Bepugikaliii 3arposu, 1110 IepeTBOPIOE CTPATETiI0 3aXUCTy 3 PEAKTUBHOI Ha IPOAKTUBHY
TOYKOBY JIiKBialio. Y X0Zi eKClIepYMEHTaIbHOIO MOJEJIIOBAHHS [TPOBEJI€HO NOPIiBHAJIBHUM aHai3 YOTUPbOX
CTpaTeriil Kibep3axucTy, sIKi KOHLLENTYaJIbHO Pi3HATHCS MiAXOJaMU OO NPUMHSTTS pillleHb, 3HAYEHHSIM (pakTopa
IVICKOHTYBaHHS (O) Ta BapiaTUBHICTIO JOCTYITHUX KOHTP3axOliB. 3aBIsKU 3aCTOCYBaHHIO PO3POOJIEHOT0 aJITOPUTMY B
cepenosulli pomdp-solve 6yJ10 CUHTE30BaHO ONTUMAJIbHY MOJITUKY IPOTUii. Y X0fi IpoBeieHHs
€KCIIepUMEHTAJIbHUX OCIITIKEeHb IIPAKTUYHO OBEAEHO Hee(EKTUBHICTb MPSIMO] iMIIeMeHTallil
BUCOKOJI€TaJIi30BaHUX CLIeHapiiB KibepaTak 17151 popMyBaHHS 06'eMHOI BUGipKu JaHuX. [IpakTuyHa anpobatis
3aCBiunIa, 1110, HE3BaXKalouy Ha Pe3yJIbTaTUBHICTb TaKWX CLieHApIiB Iif 4yac HaTypHOro TeCTyBaHHS 6e3110CepesHbO
Ha 00’eKTi KpUTUYHOI iIHPPACTPYKTYPH, iX 3aCTOCYBAHHS CTUKAETHCS 3 KPUTUUYHUMU OOMEXKEHHSIMU [1pU

Moz esoBaHHi. [106y10BaHO €KCIIEPMMEHTAJIBHE CEPELOBUILE Ta IPOBENEHO CUMYJIALIIIHE MOLEIIIOBAHHS IJIs1
arpooatiii 3aIIpONIOHOBAaHUX IMiTXOMiB. 32 pe3yJIbTaTaMu JOCIiIP)KeHb YCTAaHOBJIEHO, 10 3BEJ€HHSI CKJIaIHOrO
IIpOCTOpY TOIOoJI0Tii TexHoJoriyHoi Mmepexxi (SCADA-cucTem) 10 6 Makpo-cTaHiB Ha ocHoBi Moaesi Cyber Kill Chain
3a6e3ne4nso 06YUCII0BAIbHY JOCSKHICTD NOJiTUKA POMDP 1isixom nofos1aHHs: IPO6JIEMU €KCIIOHEHLITHOTO
3POCTaHHS PO3MIPHOCTI IIPOCTOPY CTaHiB. JI0BEEHO, 110 BBENEHHS HU3bKOBAPTICHUX OIEpaLiil pO3BiaKu
PaJuKaibHO 3MIHIOE ITOBEiHKY aBTOHOMHOTO areHTa, 3a6e3reuyioun epexif, Bill «peakTUBHOTO CTPUMYBAaHHS» 10
«IIPEBEHTUBHOI JIiKBigaii». [y eKcriepuMeHTaIbHOI anpoballii 3al1poroHOBaHUX PillleHb Ta OTPUMAaHHS
pernpe3eHTaTUBHOI BUGIPKY JaHMX BUKOPUCTAHO (PPEIIMBOPK aBTOMATHU30BaHOi eMy il Kibepatak MITRE Caldera.
3a pesysibTaTaMy MacIITAGHOTO MOJIEJIIOBaHHS (BUKOHAHHS noHaH 800 MOyJliB IeCTPYKTUBHYUX BIIJIUBIB)
PO3p06JI€HO MaTPULIO BIIUBY KOHTp3axoiB («/ist vs CtaH») Ta No6yL0BaHO MaTPULI0 €(PEKTUBHOCTI KOHTP3aXOiB
(Countermeasure Efficiency). Ha 0CHOBi 0OTpMMaHNX eMIIPUYHUX JAHUX €KCIIEPUMEHTAJILHO MiATBEPIKEHO
3[aTHICTb PO3PO6JIEHO] ONTUMAJIbHOI MOJIITUKY [TPOTUCTOSIT BUCOKOATPECUBHUM CLI€HAPISIM LIiJIECIIPSIMOBAHUX
aTak i3 rapaHTOBaHUM 36epe’KeHHSIM KPUTHYHOI QyHKIioHanbHOCTI IT-Mepesxi. OTpuMaHi pesybTaTi
IiATBEPAWIIY, 10 YIOCKOHANEHHs QYHKIii BUHAropoAu UISXOM ii 5KOPCTKOI NPUB'I3KU 10 Pi3nyHUX KoeillieHTiB
IerpagaLii 11isboBoi GyHKIIii epeBOAUTh 3aBAaHHS Kibep3axUCTy B IJIOLMHY MiHiMi3allii eKOHOMIYHUX 30MTKiB.
YCTaHOBJIEHO, 1O BIIPOBAIPKEHHS PO3PO6IEHO] ONTUMAJIbHOI MOJITUKY T03BOJINIIO 3HU3UTH CYKYIIHY BapTiCTh
KibepinuuaeHTy. CuMyJsisLifiHe MOJIe/II0BaHHS 3aCBiuMJI0 aOCOJIIOTHUI IIPUPICT 3aranabHoi KibepCTifKoCTi Mepeski
Ha 27,58% 1nopiBHIHO 3 6a30BOIO cTparerielo. [IpoakTHBHI /1ii aBTOHOMHOTO areHTa J03BOJINIIN CKOPOTUTY 3arajbHi
(yHKIiOHa/bHI BTPATU €HEPreTUYHOro 06'eKTa 'y 6,7 pasa , 10 6e33anepedHo J0BOJUTh BUCOKY €(PEKTUBHICTb

MaTeMaTUYHOI MOZEeJli aJAIITUBHOTO 3aXUCTY.

2. The dissertation formalizes the conceptual apparatus of cyber resilience and substantiates its conceptual
difference from classical cybersecurity. Based on a critical analysis of leading international frameworks, it is
proven that existing approaches are mostly based on a Data-driven paradigm, the limitations of which do not allow
for forecasting and dynamic system adaptation under the conditions of modern cyber incidents. The study also
justifies and executes a conceptual transition from qualitative cyber resilience domains to high-level quantitative
models by developing a metamodel of the energy facility's IT network (Model-driven paradigm). The metamodeling
of cyber resilience categories was carried out based on the MOF architecture, expressing concepts in UML. Such



structural modeling ensured a rigorous transition from abstract qualitative indicators to a computational model of
the problem domain (energy sector), creating the necessary basis for the subsequent application of probabilistic
parameter estimation tools and the calculation of the system's functional states, in particular, Bayesian networks,
and confirmed the hypothesis regarding the increased complexity of the critical infrastructure facility's controller.
The problem of reducing uncertainty during cyberattacks on an energy facility was investigated. It is shown that
Bayesian networks are effective for early threat detection, where prior probability distributions are constructed
using vulnerability databases (CVE) with the application of CVSS metrics. A sensitivity analysis of the model using
the Kjeerulff and van der Gaag method proved its low sensitivity to errors in prior parameters. During the
dissertation research, a method for active real-time cyberattack countermeasures for an energy facility network
was developed, based on the integration of BAG into the framework of POMDP. The proposed method avoids the
excessive costs of permanently blocking critical network segments, focusing on the optimal allocation of resources
and the most probable attack vectors. Minimizing losses depends on response rigidity and the availability and cost
of threat verification, shifting defense from reactive to proactive targeted elimination. During the experimental
modeling, a comparative analysis of four cyber defense strategies was conducted, which conceptually differ in
decision-making approaches, the value of the discount factor (o), and the variability of available countermeasures.
Through the application of the developed algorithm in the pomdp-solve environment, an optimal countermeasure
policy was synthesized. Experiments demonstrated the inefficiency of directly implementing highly detailed
cyberattack scenarios to generate large datasets. Practical testing showed that, despite the effectiveness of such
scenarios during field testing directly at a critical infrastructure facility, their application faces critical limitations
in modeling. Thus, an experimental environment was built, and simulation modeling was conducted to test the
proposed approaches. Based on the research results, it was established that the reduction of the complex topology
space of the technological network (SCADA systems) to 6 macro-states based on the Cyber Kill Chain model
ensured the computational tractability of the POMDP policy by overcoming the problem of the exponential growth
of the state space dimensionality. It is proven that the introduction of low-cost reconnaissance operations
radically changes the behavior of the autonomous agent, ensuring a transition from "reactive containment" to
"preventive elimination". For the experimental validation of the proposed solutions and obtaining a representative
data sample, the MITRE Caldera automated cyberattack emulation framework was used. Based on the results of
large-scale modeling (involving the execution of over 800 destructive impact modules), a Countermeasure Impact
Matrix («Action vs. State») and a Countermeasure Efficiency Matrix were developed. Based on the obtained
empirical data, the ability of the developed optimal policy to withstand highly aggressive targeted attack scenarios
with guaranteed preservation of the IT network's critical functionality was experimentally confirmed. The obtained
results confirmed that improving the reward function by strictly linking it to physical degradation coefficients of
the target function shifts the task of cyber defense into the realm of minimizing economic losses. It was
established that the implementation of the developed optimal policy allowed reducing the total cost of a cyber
incident. Simulation modeling demonstrated an absolute increase in the overall cyber resilience of the network by
27.58% compared to the baseline strategy. The proactive actions of the autonomous agent reduced the overall
functional losses of the energy facility by a factor of 6.7, which indisputably proves the high efficiency of the
adaptive defense mathematical model.
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HayKOBa (HayKOBO-TeXHi‘{Ha) HpO,ILyKI.liSIZ IIPUCTPOi; TEXHOJIOTIi; METOH, TeOPii, rirnoTe3un; MeTOAUYHi
IIOKYMEHTH; IIPOTPaMHi IPOAYKTH, [IPOrPaMHO-TEXHOJIOTIYHA JOKYMEHTALlis; aHAJIITUYHI MaTepiany; MOJTUKA

npotuii, HAbOpY KOHTP3axoZiB, IJIaH Ta Iporpama Kibep3axucTy 06'eKTiB KPUTUUHO iHQPACTPYKTYpPHU.

ComniasibHO-eKOHOMIiYHA CIPSIMOBAHICTh: 3a6e3Me4eHHs IPOMUCIIOBOCTI YK HACEJIEHHS] HOBUM BUIOM
iHpopmaliiiHO-KOMYyHIKaLlilHMX MOCIIYT; 3a6e3nedyeHHs iHpopMaLiiiHOI 6e31eKH 11 06'€KTiB KpUTUYHO]
iHpacTpyKTypH.
OxopoHHi gokymeHTH Ha OIIIB:
Komm'rorepHi nporpamu
Po3po6ka aBTOMaTH30BaHOTO IIPOTrPaMHOT0 3a6e31eYeHHs! /1151 OLiHKY PiBHS KiGepCTiKOCTi 06'€KTiB
KPUTHAYHO]I iHPPaCTPyKTypHU.
Komninsuii ganux (6a3u naHux)

l'eneparis cueHapiiB Ta GOpMyBaHHS NOJIITUK IPOTUIN 1J1s1 3a0e3IeYeHHsI KibepCTilKOCTi 06'eKTiB KpUTUYHO]

iHppacTpyKTypH.
BrnpoBaakeHHS pe3yJIbTaTiB AHCEPTalii: BiposamkeHo

3B'SI30K 3 HAYKOBHMH TEMaMH:

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA/KEPiBHHUKIB (KOHCYJIbTAaHTA)

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. lanbunncekuii Jleonin KOpintoBry

2. Leonid Y. Galchynsky

KBasigikanis: k.r.u., gouenr, 05.13.03
Imentudikarop ORCID ID: 0000-0002-3805-1474
HoparkoBa indopmamist:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: HanjioHanbHuii TexHiuHuil yHiBepcuteT Ykpainu "KuiBchKuit

MOJIITEXHIYHMN iIHCTUTYT imMeHi Irops Cikopcpkoro”
Kopg 3a €IPIIOY: 02070921

Micue3HaxoO KeHHS: npocnekt Bepecreiicbkuii, Kuis, 03056, Ykpaina



dopma By1acHoCTI:
Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odiniliHuX OIIOHEHTIB Ta pELl€eH3€HTIiB
OdiuiiiHi OIOHEHTH
BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:

1. Tonuap Cepriit ®eopmociiioBny

2. Serhii Honchar

KBasigikanis: n. 1. 1., .z, 05.13.21
InenTudikarop ORCID ID: 0000-0002-9978-8998
JopaTrkoBa inpopmanist:

IloBHe HafIMeHyBaHHSI IOPUIUYHOL 0COOH: [HCTUTYT TPOGIEM MOJIE/IIOBaHHS B eHepreTui im. I, €.

[TyxoBa HanjionanbHoi akageMii HayKk YKpaiHu

Kopg 3a €IPTIOY: 05516949

Micue3Haxoa KeHHS: By [enepana Haymosa, Kuig, 03164, Vkpaina
dopma By1acHOCTI:

Cdepa ynpaBiriHHS: Haujonanbna akaziemist HayK Ykpainu

InenTudikarop ROR: He zacrocosyerscs

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. JlaniteB Onekcanap AHATOJIOBUY

2. Oleksandr A. Laptiev

KBasidikamis: n. 1. u., crapmuii HaykoBuii CriiBpo6iTHUK, 05.13.21
Imentudikarop ORCID ID: 0000-0002-4194-402X
JoparkoBa indpopmamnis:

IloBHe HaliIMeHYBaHHS IOPUAHYHOL 0C00H: KuiBchkuil HallioHasbHUI YHiBepcuTeT iMeHi Tapaca

[IleByeHka

Kog 3a €IPIIOY: 02070944

MicueSHaxo,vieHHﬂ: ByJ1. Bonogumupceka, Kuis, 01033, Ykpaina
dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBitiHHS: MiHicTrepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

Peuensentu



BiacHe IIpizBuie Im'sa I1o-6aThKOBI:
1. IIporonos Imutpo OsiekcaHApOBUY

2. Dmytro O. Progonov

KBasigikamis: 1. 1. ., nouenr, 05.13.21
ImenTudikarop ORCID ID: 0000-0002-1124-1497

JoparkoBa iHpopmawuist: http: //www.researcherid.com /rid /G-9658-2017,
http:/ /www.scopus.com/inward /authorDetails.url?authorID=57201682654&partnerID=MN8TOARS

IloBHe HaliIMeHYBaHHS IOPUAHUYHOI 0COOHU: HauioHanbHuii TexHiYHMIA yHiBepcuTeT YKpainu "KuiBchkuit

MOJITEXHIYHMM IHCTUTYT imMeHi Irops Cikopcpkoro”

Kopg 3a €IPIIOY: 02070921

Micuesnaxo;perHﬂ: npocnekT Bepecreticekuii, Kuis, 03056, Ykpaina
dopma ByracHOCTI:

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR: He zacrocosyerbcs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. KomomuueB Muxaitno Bosogumuposuy

2. Mykhailo Kolomytsev

KBasigikanis: k.r.u., nonenr, 05.13.06
InenTudikarop ORCID ID: 0000-0001-8460-3041
JoparkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuMil TEXHIYHMI yHiBepcuTeT YKpaiHu "KuiBebKuit

NOJIiTeXHIYHMM iHCTUTYT iMeHi Irops Cikopcekoro”

Kopg 3a €IPIIOY: 02070921

Micueanaxo;perHﬂ: npocnekT Bepecrelicekuii, Kuis, 03056, Ykpaina
dopma BiracHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

VIII. 3aKkJII04Hi BiZoMOCTi

Biacue IpizBume Im's I10-6aTbKOBI Hogikos Osiekciit Mukonanosu4
TOJIOBH pagu

Biacue IpizBuie Im's Ilo-6aTbKOBI Hosgikos Onexkciit Mukosaiiosud
rOJIOBYIOYOrO Ha 3acigaHHi

Bi,ZIHOBi,I[aJIbHHf;I 3a Hi,qI‘OTOBKy JInuumk BJIa,ILI/IC]IaB BacunboBu4

00JIIKOBHX JJOKYMEHTIB



PeecTpaTop IOpueHko TetsiHa AHaToOJiiBHA

KepiBHuk Bigginy YKpIHTEI, mo €
BiZITIOBiZAaILHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisIIbHOCTI




