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1. Metonu i 3acobu 3a6e3nedeHHs HaAiHOCTI Ta PYHKLiHOI 6€3[1€YHOCTi IPOrpaMHO-TEXHIYHNUX KOMILJIEKCIB 3
ypaxyBaHHSIM Qi3UYHUX i IPOEKTHUX NlePEeKTiB KOMIIOHEHTIB

2. Methods and means for ensuring reliability and functional safety of instrumentation and control systems with
considering the physical and design defects of the components

Pedepar:

1. Ha ocHOBi po3BuTKy napagurmu ¢oH HeiimaHa i rinoresu npo MOXKJIMBICTb OOYA0BY HAiHUX i PYHKLIAHO
6e3rneYHux CUCTeM i3 HeJOCTaTHbO HANliINHUX TPOTPAMHO-aNlapaTHUX KOMITIOHEHTIB pOo3pobieHa MeTOI0JIOTis
OLIiHIOBaHHS i 3abe3nedeHHs HafiltHOCTI Ta QyHKUiHOI 6e3neynocTi [ITK IKC K3 3a paxyHOK onucy ix
iH(pOpMaLIIHO-TEXHIYHOI'O CTaHY, YLOCKOHAJIEHHS IPUHLNIIIB 3MEHIIEHHS Ta OL[iHIOBAaHHS PU3UKIB IOr0 IIOPYLIEHDb
BHACJIiZIOK NTPOEKTHUX i QiznyHux nedeKTiB i nedeKTiB B3aemMoii 3 ypaxyBaHHSIM 3MiHHOCTI [1apaMeTpiB [IOTOKIB
BiZIMOB i BillHOBJIE€Hb, 1110 3a6e31e4ye MiJJBULIEHHS TOYHOCT] OL[iHIOBAaHHS MIYKaHMX IIOKa3HUKIB. YIOCKOHAIEHO

JIMOBIpHICHi MOJI€JIi OLIiHIOBaHHS HaliMHOCTI (6€3BiIMOBHOCTI) IPOrPaMHUX 3aCO0IB LIJIIXOM YPaxyBaHHS



BTOPUHHUX JedeKTiB. PO3p0o6sieHO MeTOoy, OLiHIOBaHHS HaAitHOCTI Ta PpyHKilHOI 6e3neyHocTi [ITK 3i cTpyKTypHO-
BEpCifHOI0 HaAMIipHIiCTIO, 1110 3a6e3Meuye MiBUIeHHSs] TOYHOCT] po3paxyHKy QYHKIii TOTOBHOCTI Ta iMOBIpHOCTI
BiZIMOB 3a 3arajibHOI0 IPUYMHOI0. PO3p06s1€HO MOIeli OLiHIOBaHHSI TOTOBHOCTI Ta PyHKUiNMHOI 6e3nedHocTi [ITK Ha
CaMOJIiaTHOCTOBHUX IJIaTGOPMax Ta METO[, 3a6e3nedeHHs PYyHKUiIHOI 6€3[1eYHOCTi MIJIIXOM BUKOPUCTAHHS Pi3HUX
BapiaHTiB BepCiltHO HaZIMipHOCTI (AUBEPCHOCTI), 10 MiIBUIINAJIO TOYHICTb OLIHOK 110 5%. Po3pobieHo metoau
Bepudikanii i Banigauii nporpamoBHux niatdopM i [1TK Ha ix OCHOBI i pe3ysbTyIounii METOJ, OLIIIOBaHHS Ta
3abesneyeHHs HaAilHOCTI i PyHKuiiHOoi 6e3neynocri [1TK IKC K3, gxuil akymyJ1io€e BCi ITonepeiHi HayKoBi
Pe3yJIbTaTU Ta iX epeBary. BiH 103B0oJIsie BUKOHYBATA KOMILJIEKCHE OLIiHIOBAaHHSI BKa3aHUX BJIACTUBOCTEN i
3abe3revye JOCITHEHHS CUCTeMaMu PiBHS PYyHKUiKHOI 6e3neynocTi SIL-3. OTpumMaHi pe3yibTaTy 4O3BOJIUIN
BUPIIIMTH HAYKOBO-TIPUKJIAAHY IP0o6eMy KOMIIJIEKCHOIO OLiHIOBaHHS i 3abe3nedeHHs HafiliHOCTi i QyHKILiHO]
0€3MeYHOCTi IPOrpaMHO-TEXHIYHMX KOMILIEKCIB iH(pOPMaLifHO-KePYIOUUX CUCTEM KPUTUYHOIO 3aCTOCYBAHHS.
Kutto4oBi cioBa: iHpopMalliiiHi Kepyodi CUCTEMU, IPOrPAaMHO-TEXHIYHI KOMJIEKCH, HAilHICTb Ta QPYyHKIiITHA
Oe3rneyHicTb, anapaTHi 3acoby, IporpaMHi 3aco6u, MHOXXUHA J1edeKTiB, fedeKT IPOEKTyBaHHS IIPOrPaMHUX

3aco6iB, MoZies1i HaflifHOCTi IPOrpaMHUX 3aCO0iB.

2. Based on the development of von Neumann's paradigm and the hypothesis of the possibility of building reliable
and functionally safe systems from insufficiently reliable software and hardware components, a methodology for
assessing and ensuring the reliability and functional safety of I&Cs by describing their information and technical
condition, improving the principles of risk reduction and assessment its violations due to design and physical
defects and defects of interaction taking into account the variability of the parameters of the flows of failures and
recoveries, which provides an increase in the accuracy of estimating the required indicators. Probabilistic models
for assessing the reliability of software (SRGM - software reliability growth models) by taking into account
secondary defects have been improved. A method for assessing the reliability and functional safety of I&C with
structural-version redundancy has been developed, which provides an increase in the accuracy of calculating the
readiness function and the probability of failure for a common cause. Models for assessing the readiness and
functional safety of I&C on self-diagnostic platforms and a method for ensuring functional safety by using different
options for version redundancy (diversity), which increased the accuracy of estimates to 5%. Methods of
verification and validation of software platforms and I&C based on them and the resulting method of evaluation
and ensuring the reliability and functional safety of I&C, which accumulates all previous scientific results and their
benefits, have been developed. It allows to carry out complex estimation of the specified properties and provides
achievement by systems of a level of functional safety of SIL-3. The obtained results allowed to solve the scientific
and applied problem of complex evaluation and ensuring the reliability and functional security of software and
hardware complexes of information and control systems of critical application. Keywords: information control
systems, software and hardware complexes, reliability and functional safety, hardware, software tools, set of
defects, software design defect, software reliability models.
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