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Pedepar/anoTanis:

1. Incepraliist npucBg4YeHa BIOCKOHAJIEHHIO METO/IiB BUKOPUCTAHHS IMHU JAaHUX Y 6araTOKOMIIOHEHTHUX
aBTOMATH30BAaHUX TPAHCIIOPTHUX CUCTEMAaX 3 METOIO MiIBUIEeHHS iXHbOi e(eKTUBHOCTI, 6e31eKu Ta afanTUBHOCTI
3a 3pOCTAIOYMX BUMOT 1O IPOAYKTUBHOCTI, CHHXPOHI3allii Ta 00Me>XXeHUX 004N CII0BAIBHUX pecypciB. [IpoBenieHO
aHaJli3 iCHYI04YMX NiIXOLiB [0 opraxisauii iHpopmMaliiHOi B3aeMO[ii B TPAHCIIOPTHUX CUCTEMAX, SIKAI BUSIBUB
HEeJOCTaTHIO €(PEKTUBHICTb TPAANLIITHUX METOIiB BUKOPUCTAHHS WIMH Y CKJIQIHUX MYJIbTUMIAHHUAX C€PEJOBULIAX
(CAN-FlexRay-Ethernet). BctaHoBsIeHO, 1110 HasIBHi pillleHHSI HELOCTaTHbO BPAaXOBYIOTh KOHTEKCTYaJIbHi 1
[IOBEJiHKOBi (PaKTOPH, HE 320€311€4yI0Th HEOOXiIHOTO PiBHS 0€3ME€KM TPAH3aKLiN Ta MAIOThb OOMEXKEHHS IOA0
IIBUJIKOCTI Ilepeadi i MacmTaboBaHOCTI. 3apOIIOHOBAHO METO[] BUBHAUYEHHS IMOBIPHICHOI OLIiHKY JOCTOBIPHOCTI

noBinomiienbp y CAN-1mnHax Ha OCHOBI 6alieCiBCHKOTO MiIXOy, 1110 BPaX0OBYe€ MOBEJiHKOBI 11a6JI0HY,



KOHTEKCTYyaJIbHi XapaKTEPUCTUKHU Ta [03BOJISI€ ifeHTU(PIKYyBaTH aHOMAJIbHI OCIiNOBHOCTI. EKCIIepuMeHTaIbHe
IOCJiIKeHHS MigTBepAuo ePeKTUBHICTh METOy 3 TOYHICTIO BUSIBJIEHHS 3arpo3 noHan 95 %. Po3pobiieno
y3araJibHeHy MojieJlb B3aeMogii y mybTulinHHOMY cepenoBulli CAN-FlexRay-Ethernet, sxa BpaxoBye CTpyKTypy
TpaH3aKLili, MapIIpyTU3allilo, IMHaMIKy pOOOTH KOMIIOHEHTIB i 4acOBi 06MeskeHHsI. [171s1 3a6e3Me4eHHs] MiXKIINHOBOI
CYMiCHOCTI 3alIpDOIIOHOBAHO METOIVKY aJallTUBHOrO (ijIbTPYBaHHS MOBiLOMJIEHD 3 MIIITPUMKOI MEXaHI3MY
KaTeropusallii TpaH3aK1iil 32 piBHEM JOBipHU Ta aropuTMoM Adam 1ijist OrepaTUBHOI afanTallii mapaMeTpiB MOei.
[IpoBenieHO eKCIIEpUMEHTAJIbHI AOCiIKEHHS PO3POOIEHNX METOIiB Y TUIIOBUX KOHPIrypalisix TpaHCIIOPTHUX
CHCTEM, Pe3yJIbTaTU SIKUX NiITBEPINIIN IXHIO BUCOKY €(DEKTHBHICTD, IETEPMiHOBaHICTh NIepeavi JaHuX i 3MaTHICTD
IO MacITabyBaHHS B yMOBaX peaslbHOI eKCIUlyaTallii TpaHCIIOPTHUX 3aC00iB 3 pi3HMMU PiBHSIMU aBTOMATH3ALlii.
3anpornoHoBaHi METOAM MOXYThb OYTH iHTETpOBaHi B €J1IeKTPOHHI 6710KM KEPYBAHHS 17151 PEAJIbHOTO MOHITOPUHTY
IIMHHOrO TpadiKy 3 MiHIMaJIbLHUMU BUMOTaMU 10 06UUCIIIOBAJIBHUX PECYPCIB, 10 BiIKpUBa€ NEPCIEKTUBHU iX
IIXPOKOTO BIIPOBAKEHHS B CY4aCHUX TPAHCIIOPTHUX cucTeMax. OTpUMaHi pesysbTaTy Jucepralii MaloTh
[IPaKTUYHY LiHHICTb i BIpoBampKeHi B AisnbHicTh TOB «AEPODAD YKPAIHA» nns KaTteropusalii onepartopis BIIJIA, a
TaKOX y HaBYaJIbHUH Npolec Kahenpu iHTeJIeKTyanbHUX KibepHeTnyHux cuctem JIT KAl y pamkax nuCHUILIH

«JJocnimpKkeHHs i IPOeKTyBaHHS BOYLOBAHUX i MOOLIBHUX cUCTEM» Ta «CHUCTEMHE IIPOrPAMYyBaHHSI».

2. The dissertation is devoted to improving the methods of data bus utilization in multicomponent automated
vehicle systems in order to enhance their efficiency, safety, and adaptability under increasing demands for
performance, synchronization, and limited computational resources. An analysis of existing approaches to
organizing information interaction in transportation systems revealed the insufficient efficiency of traditional bus
usage methods in complex multi-bus environments (CAN-FlexRay-Ethernet). It was established that current
solutions inadequately account for contextual and behavioral factors, fail to ensure the necessary level of
transaction security, and have limitations regarding data transmission speed and scalability. A method for
probabilistic assessment of message reliability in CAN buses, based on a Bayesian approach, is proposed. It
considers behavioral patterns and contextual characteristics, allowing the identification of anomalous sequences.
Experimental research confirmed the method’s effectiveness, demonstrating threat detection accuracy exceeding
95%. A generalized interaction model in a multi-bus environment (CAN-FlexRay-Ethernet) was developed,
considering transaction structure, routing, component dynamics, and timing constraints. To ensure inter-bus
compatibility, an adaptive message filtering technique was proposed, featuring a transaction categorization
mechanism by trust level and using the Adam algorithm for real-time parameter adaptation. Experimental studies
of the developed methods in typical transportation system configurations confirmed their high efficiency,
deterministic data transmission, and scalability in real-world operational conditions of vehicles with varying
automation levels. The proposed methods can be integrated into electronic control units for real-time bus traffic
monitoring with minimal computational resource requirements, providing broad implementation opportunities in
modern transportation systems. The dissertation’s findings have practical value and have been implemented at
LLC "AEROFAB UKRAINE" for UAV operator categorization, as well as integrated into the educational process of
the Department of Intelligent Cybernetic Systems at the Kyiv Aviation Institute within the disciplines "Research
and Design of Embedded and Mobile Systems" and "System Programming".
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