O0Js1ikoBa KapTKa aucepTaii

I. 3arasbHi BimOMOCTI

Jep>kaBHUH 00J1iIKOBHIH HOMeP: 0825U003626
Oco06J1uBi TO3HAYKH: BinKkpura

JaTa peectpaunii: 29-08-2025

Craryc: 3amaHoBana

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kpant [laHiin BsuecnaBoBuy

2. Daniil Krant

KBasmigikamis:

InenTudikarop ORCHID ID: He sactocosyerbcs
Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoOBOi cHeniaIbHOCTI: 122

Ha3zBa HayKoBoi creniaJIbHOCTI: Komm'iotepHi HayKu
lanyss / ralesi 3HaHb: iH(opMalliiiHi TEXHOJIOTI
OcBiTHBO-HayKOBa Mporpama 3i cneniaJbHOCTi: Komn'iotepHi Hayku
Jata 3axucry: 12-09-2025

CnenianbHICTB 32 OCBiTO0: KommioTepHa iHXeHepis
Micue po6oTu 3500yBayva:

Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

Imentudikarop ROR: He zacrocoyerbcs

CeKTop HayKH: He 3aCTOCOBYETHCS




I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
IIudp cnenianizoBaHoi BYU€HOI pagHy (Pa30Boi CleliaJai30BaHOI BYEHOI pazu). PhD 10454

ITloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHe HEKOMEDLiIHE MiANPUEMCTBO "JlepKaBHuMit

yHiBepcuTeT "KuiBCbKUM aBialliiHWi iIHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHS: npocrl. I'yzapa Jlio6omupa, 1, Kuis, 03058, Vkpaina
dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu
InenTudikarop ROR:

CeKTop HayKH: YHIBEpCUTETCHKUI

IV. BizomocTi n1po nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHe HEKOMEDLiIHE MiANPUEMCTBO "JlepKaBHuMi

yHiBepcuTeT "KuiBCbKUM aBialliiHWi iIHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHS: npocrl. I'yzapa Jlio6omupa, 1, Kuis, 03058, Vkpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBitiHHS: MinictrepcTBo ocBiTH i HayKu YKpainu
InenTudikarop ROR:

CeKTop HayKH: YHIBEpCUTETCHKUI

V. BizomocTi npo aucepTaiiiio
MoBga guceprTaliii: Vkpaincbka
Koau remaTHYHHX py6an: 28.21.27, 28.23.24, 50.01.85, 50.01.87

Tema gucepranii:
1. METOJIY BUKOPUCTAHHS ILIWH NEPEJAYI JAHVX B ABTOMATHM30BAHVX CUCTEMAX TPAHCTIOPTHUX
3ACOBIB

2. METHODS OF USING DATA BUSES IN AUTOMATED VEHICLES SYSTEMS

Pedepar:

1. Incepralist npUCBsiY€Ha BL,OCKOHAJIEHHIO METO/IiB BUKOPUCTAHHS LIMHYU NaHUX Y 6araTOKOMIIOHEHTHUX
aBTOMATM30BaHUX TPAHCIIOPTHUX CUCTEMAaXx 3 METOIO MiABUIIEHHS iXHbOi €(PEeKTUBHOCTI, 6e31eKu Ta afanTUBHOCTI
3a 3pOCTAOYMX BUMOT [0 IPOAYKTUBHOCTI, CHHXPOHI3allii Ta 06Me>XXeHUX 004K CIII0BANIbHUX pecypciB. [IpoBeeHO
aHa’li3 icHylo4YuX NifxoxiB 1o opraxisauii indpopmanifiHoi B3aeMo[ii B TPAHCIIOPTHUX CUCTEMAX, SIKUI1 BUSIBUB
HEJIOCTaTHIO €(PEKTUBHICTh TPAJULIMHUX METO/IiB BUKOPUCTAHHS HIVH Y CKJIAJHUX MYJIbTULIIMHHUX CEPELIOBUIIAX

(CAN-FlexRay-Ethernet). BctaHOBIEHO, 110 HASIBHI pilleHHSI HELOCTATHBO BPAaXOBYIOTb KOHTEKCTYaJIbHI 1



NOBeJiHKOBi (pakToOpH, He 326€e31e4yI0Th HEOOXiITHOTO PiBHS 6e3MeKr TPAaH3aKIiid Ta MaloTh OOMEXKEHHS 00
MIBUKOCTI IIepenadi i MacmTaboBaHOCTI. 3aIPONOHOBAHO METO] BU3HAYEHHS IMOBiPHICHOI OI[iHKU TOCTOBiPHOCTI
noBinomiienb y CAN-11Hax Ha OCHOBi 6alieCiBCHKOTO MiAXOMy, 1110 BPaX0OBYy€ MOBEJiHKOBI 11a6JI0HY,
KOHTEKCTYyaJIbHi XapaKTEPUCTUKHU Ta [03BOJIS€ ieHTU(PIKYBaTH aHOMAJIbHI NOCIiNOBHOCTI. EKCIepuMeHTaibHe
IOCJIiIKeHHS MigTBepAuio e(peKTUBHICTh METOy 3 TOYHICTIO BUSIBJIEHHS 3arpo3 noHag 95 %. Po3pobieno
y3araJibHeHy MojieJlb B3aeMozii y myabTulinHHOMY cepenoBuili CAN-FlexRay-Ethernet, sika BpaxoBye CTpyKTypy
TpaH3aKLjili, MapIIpyTU3allilo, AMHaMiKy poOOTH KOMIIOHEHTIB i 4acoBi 06MeskeHHs!. [171s1 3a6e31eueHHs MiXKIIMHOBOI
CYMIiCHOCTI 3alIpOIIOHOBAHO METOJIMKY aJallTUBHOrO (ijIbTPYBaHHS MOBiLOMJIEHD 3 MIITPUMKOK MEXaHi3MY
KaTeropusaliii TpaH3aKiil 32 piBHEM JOBipHU Ta anroputMoM Adam 1jist OrepaTuBHOI afanTallii mapaMeTpiB MOIei.
[TpoBenieHO eKCIIepUMEHTAJIbHI AOCiIKEHHS PO3PO0IEHNX METOIiB Y TUIIOBUX KOHPIrypalisix TpaHCIIOPTHUX
CHCTEM, Pe3yJIbTaTU SIKUX NiITBEPINIIY IXHIO BUCOKY €(DEKTHBHICTD, ETEPMiHOBaHICTb NIepeayi JaHuX i 3MaTHICTD
10 MaciTabyBaHHSI B yMOBaxX peasbHOI €KCIIyaTallii TPaHCIIOPTHUX 3aCO0iB 3 Pi3HUMMU PiBHSIMU aBTOMaTU3ALLi.
3anpornoHoBaHi METOAM MOXYTh OYTH iHTErpOBaHi B €JIeKTPOHHI 6JI0KM KEPYBaHHS 17151 PeajIbHOTO MOHITOPUHTY
MIMHHOrO TpadiKy 3 MiHIMaJIbLHUMU BUMOTaMU 10 064U CII0BAJIbBHUX PECYPCIB, 110 BiIKpUBA€ NEPCIEKTUBHU iX
IIMPOKOTO BIIPOBAIKEHHS B Cy4aCHUX TPAaHCIOPTHUX cucTeMax. OTprMaHi pe3yabTaTy JucepTallii MaloTh
[IPaKTUYHY LiHHICTb i BpoBampKeHi B AisnbpHiCcTs TOB «<AEPODAB YKPAIHA» nns KaTteropusauii onepartopis BIIJIA, a
TaKOX y HaB4yasIbHUH Npolec Kabenpu iHTeJleKTyanbHUX KibepHeTnyHux cuctem JIT KAl y pamkax AUCHUILIIH

«JJocnimKeHHs i NPOeKTyBaHHS BOYIOBAaHUX i MOOIIBHUX cUCTEM» Ta «CHUCTEMHE IPOrPaMyBaHHS».

2. The dissertation is devoted to improving the methods of data bus utilization in multicomponent automated
vehicle systems in order to enhance their efficiency, safety, and adaptability under increasing demands for
performance, synchronization, and limited computational resources. An analysis of existing approaches to
organizing information interaction in transportation systems revealed the insufficient efficiency of traditional bus
usage methods in complex multi-bus environments (CAN-FlexRay-Ethernet). It was established that current
solutions inadequately account for contextual and behavioral factors, fail to ensure the necessary level of
transaction security, and have limitations regarding data transmission speed and scalability. A method for
probabilistic assessment of message reliability in CAN buses, based on a Bayesian approach, is proposed. It
considers behavioral patterns and contextual characteristics, allowing the identification of anomalous sequences.
Experimental research confirmed the method’s effectiveness, demonstrating threat detection accuracy exceeding
95%. A generalized interaction model in a multi-bus environment (CAN-FlexRay-Ethernet) was developed,
considering transaction structure, routing, component dynamics, and timing constraints. To ensure inter-bus
compatibility, an adaptive message filtering technique was proposed, featuring a transaction categorization
mechanism by trust level and using the Adam algorithm for real-time parameter adaptation. Experimental studies
of the developed methods in typical transportation system configurations confirmed their high efficiency,
deterministic data transmission, and scalability in real-world operational conditions of vehicles with varying
automation levels. The proposed methods can be integrated into electronic control units for real-time bus traffic
monitoring with minimal computational resource requirements, providing broad implementation opportunities in
modern transportation systems. The dissertation’s findings have practical value and have been implemented at
LLC "AEROFAB UKRAINE" for UAV operator categorization, as well as integrated into the educational process of
the Department of Intelligent Cybernetic Systems at the Kyiv Aviation Institute within the disciplines "Research
and Design of Embedded and Mobile Systems" and "System Programming”.
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TOJIOBH pajgu

Bnacue IpisBume Im'a [To-6aTbKOBI Capuenko Anina CranicrasiBHa

TOJIOBYIOYOrO Ha 3acCiiaHHi

BiamoBigaibHHUH 32 MiZTOTOBKY Hopxenko Onena AHzIpiiBHa

00JIiKOBUX JOKYMEHTIB

PeecTparop VkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZAIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

IisiIbHOCTI




