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1. MeTonu KoM6iHOBaHOTO cTeraHOrpadivYHOro 3aXUCTy MYJIPTUMEIIMNHMX JAaHUX B XMapHUX CXOBUIIAX

2. Methods combined steganographic protection of multimedia data in cloud storages

Pedepar:

1. Po6oTa nmpucBs4YeHa BUPILIEHHIO aKTyaJIbHOI HAYKOBO-TEXHIYHOI 3a/ja4i 3aXMCTy KOHDiJeHIINHNX
MyJIPTUMEIIMHNX JAaHUX B XMAPHUX CXOBHUIIAX IJISIXOM PO3PO06JIEHHS HOBUX i Mogu@iKalii iCHyI0unX METOIiB
3axUCTy Ha ocHOBi LSB-creranorpadii rTa LW-kpunrorpadii, MacoBOro 3axvucTy MyJIbTUMEAIHUX 1aHUX B
300paKEHHIX-KOHTEHepax 4 ayzio-Qaiinax-KoOHTelHepax 3 BUKOPUCTAHHSM IIPYMBAaTHUX Ta My0OJIiYHUX KIIIOYiB.
Po3po6s1€HO HOBI METOAM 3aXUCTy MYJIbTUMENIMHUX JAHUX B XMaPHUX CXOBUILAX, 1O 3a6€3M€YyIOTh 3aXUIIEHY
nepenavy JaHUX [IpY 3MEHIIEHH] 9aCOBUX BUTPAT, 30KpeMa 3allPOIIOHOBAHO MeTo[ cTeraHorpadii 3
(dparmeHTalli€lo CTeroJlaHux B KOHTENHePi, MeTo[, cTeraHorpadii Ha OCHOBI KOMIIJIEMEHTApHOT0 00pasy, a TaKoX
METOJI, IM(PyBaHHs NAITPU. B 3apONIOHOBAaHMX METOJAX NEPe0aYaeThCsd BUKOPUCTAHHS SIK CKJIAJ€HUX OJI0YHUX
KJII0YiB, TaK i 3MiHHMX [IOTOKOBUX KJIIOYiB IOBIJIbHOI JOBXMHU. 3aIIPOIIOHOBAHO 3MEHIIEHHS YaCOBOI CKJIAHOCTI

METOJiB 3aXMCTy MYJIbTUMEAIMHUX JaHUX 32 PaxyHOK po3lapajiesloBaHHs O0UMCIIeHb Ha sfipax 6araTosiepHoro



Ipolecopa Ta CIPOILEHHS MAaCKyl04UHX IePETBOPEHbD [1JIs 3aXUCTy CTETOAAHUX B KOHTeMHepi. Po3po6sieHo
eKCIepuMeHTaJIbHUM 3pa3ok creraHorpadivHoi cuctemu MultiHide s peanizariii ta gocsimkeHHs, K
BUII€BKa3aHNUX KOMOIHOBaHUX cTeraHorpadiyHUX METO/iB, TaK i 6a30BuX MeToiB LSB-creranorpadii Ta LSB-
creraHorpadii 3 mmuppyBaHHSIM Ha OCHOBI anroputmy AES, a TakoxX 17151 JOCJIiIPKEHHSI IPOrpaMHoi pearizauii

BiZJIIOBIJHMX XMapHUX CEPBICiB 3aXUCTY.

2. The work is devoted to solving actual scientific and technical problem of protection of sensitive multimedia in
cloud storages by developing new and modifying existing protection methods based on LSB-steganography and
LW-cryptography protection of multimedia data in image containers and audio containers using private and public
keys. New methods of protection of multimedia data in cloud storage have been developed, providing secure data
transmission while reducing time expenses, in particular - the stegodata fragmentation method, steganography
method based on complementary image and palette encryption method. Proposed methods use composite block
keys and stream keys of random length. A reduction of time complexity of multimedia data protection methods hs
been proposed by parallelizing computations on cores of multicore processor and simplifying masking
transformations to protect stegodata in the container. The experimental model of steganography system
MultiHide has been developed to implement and analyze both the above mentioned methods and basic methods of
LSB-steganography and LSB-steganography using AES-cryptography, and also for research of program
implementation of appropriate cloud security services.
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