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1. Inceprauifina po60Ta IPUCBIYEHA BUPIIIEHHIO aKTyaJbHOI HAyKOBO-TIPAKTUYHOI 334l MiJBUIIEHHS PiBHS
3axMIIEHOCTi iHpopMaLiliHO-KOMYHIKaLiiHUX crucTeM MoOyHoBaHUX Ha Active Directory (AD). Po6ora 3ocepenkeHa
Ha po3po06JIeHHi Ta AOCiIKeHHI MeTOly BUSIBJIEHHS Kibep3arpos, 1110 6a3yeThCsl Ha aHasli3i 3aKOHOMIpHOCTe! B
aTakax Ta ix KopeJislii 3 ToBeJiHKOBUMY aHOMAJisIMU. AKTyaJIbHICTh TEMU 3yMOBJIEHA HEBIIMHHUM 3POCTaHHSIM
KiJIBKOCTI, CKJIAIHOCTi Ta MaclITady Kibep3arpos, 0Co6IMBY HEOE3IEKY cepell SIKUX CTAHOBJISTh PO3BUHEHI CTilKi
3arposu (APT). MeTtoto po60Tu € BEOCKOHaNIeHHs 3axucTy Active Directory Biz Kibep3arpos misxoM po3po0aeHHs
METOJly BUSIBJIEHHS, SIKUY iHTETrpye NOBEJiHKOBUI aHasi3 Ha 6a3i MAIIMHHOTO HaBYaHHS Ta KOPEJIALLio
3aKOHOMIpHOCTEH aTak Jj1s1 MiHimi3alii xubHMX crpaloBasb. Y nepmomy po3zini «AHAJIIS TIIAXOOIB TA 3ACOBIB
IIJISI BUSIBJIEHHS TA ITPOTUIIT KIBEP3ATPO3AM>» 371ifiCHEHO KOMILIEKCHUI aHAaJIi3 Cy4aCHUX iHCTPYMEHTIB Ta

IiAXOiB 1O BUSIBJIEHHS Kibep3arpo3 B KOHTEKCTi 3pOCTaHHS akTUBHOCTI APT-rpyn. BcTaHOBIEHO KPUTUYHY POJIb



inppacTpykTypu AD SIK IpiOpUTETHO] 11iJli 37T0BMUCHUKIB Ta BU3HAYEHO KJIIOYOBi (paKTOPM yCHIMIHOCTI KibepaTak,
30KpeMa MacoBe BUKoprcTaHHs TexHiK LOTL. Ha ocHOBI OPIBHAIIBHOTO aHAali3y METO/IB 3aXUCTY OOI'PYHTOBAHO
IIepCIEeKTUBHICTD MiIX0y BUSIBJIEHHS aHOMaJlii 11 ineHTudikalii HoBux Ta MoAU(IiKOBaHUX 3arpo3. BusHaueHo
HEOOXiJIHICTb BAOCKOHAJIEHHSI JAHOTO METOY [1J1s1 HiB€JIIOBAaHHS BUCOKOTO PiBHS XMOHMX CIIPALIOBaHb,
NPUTaMaHHOTO HOTO KJIaCHYHiil peanizanii. Y apyromy poaaini « IOCTIIHKEHHS 3AKOHOMIPHOCTEN B
KIBEPATAKAX TA BUSABJIEHHS AHOMAJIIV» nocikeHo 3aKOHOMIPHOCTi KibepaTak APT-rpyI Ta mifiITBepIKEHO
TEHJIEHIIi10 O BUKOPUCTAHHS JIETITUMHUX iHCTpyMeHTiB OC Windows 7151 MaCKyBaHHSI 37I0BMUACHOi aKTHBHOCTI.
Bru3Haue€HO KPUTUYHICTb KOMIIOHEHTIB AD Ta 10BeJeHO HeeEKTUBHICTD MiTX0iB HA OCHOBI iHAMKATOPIB
komnpomeratii npotu texHik LOTL. 3a pe3dysbTaTaMu MOPiBHSAIBHOTO aHaJli3y METOJiB MAlIMHHOTO HaBYaHHS
00rpyHTOBaHO BU6ip LSTM-aBTOKOyBaIbHUKIB 11711 06POOKY HEPO3MiYeHHUX JAHUX KOMaHIIHOTO PsiiKa.
3anpornoHOBaHO BUKOPUCTAHHS By3bKOCIIELiali30BaHUX MIKPO-MOZeJIeN OJ1s1 OKPEMUX CUCTEMHUX iHCTPYMEHTIB,
17151 3a6e3reyeHHs MiHiMi3allii XM6HUX CIIpalloBaHb Ta BUCOKY TOYHICTb BUSIBJIEHHSI aHOMAJIH. Y TPETbOMY PO31ii
«PO3POBJIEHHSA METO/IY BUSIBJIEHHS CKJIAJIHUX KIBEP3AT'PO3 3A JIOTTOMOTOI0 3AKOHOMIPHOCTE
ATAK APT-TPVII TA IX KOPEJISILIT 3 AHOMAJIISIMU» npesicTaBieHo eTany peaisallii 3alpornoHoBaHOro PilleHHs.
Po3po6sieHo MeTOuKY (GOPMYBaHHSI [TOJIITUK 6€3M1eKH Ta ayAUTy [Jis1 3a6e3MedeHHs 300py peleBaHTHUX JJaHUX.
OnuncaHo MeTOJ, BUSBJIEHHSI aHOMaJIbHOI TOBENIiHKY, peasi30BaHui 4epe3 By3bKOCIIeiali30BaHi MiKpo-MOei Ha
6a3i LSTM-aBTOKOyBaIbHUKIB JJ1s1 OKpEMUX ITpolieciB. [IpencTaBieHo MexaHi3M 6araTopiBHEBOi KOpeJsLii oz,
KU 3abe3Iedye Bajifalilo aHoMasliil yepes NOPiBHSAHHS 3i 3JI0BMMCHUMU NaTepHamu Ta TexHikamu MITRE
ATT&CK. ®opmaizoBaHO apXiTeKTypy IPOrpaMHOro KOMILJIEKCY. BIpoBaiKeHO aJirOPUTM PU3MK-OPi€HTOBAHOI
arperariii, 1o JMHaMiYHO PO3PaxoOBye piBeHb HEOE3NeKU IHIUAEHTIB 3 ypaxyBaHHSIM KPUTUYHOCT] aKTUBIB.
P0o3p06J1eHO 3arajibHy MaTeMaTU4HYy MOJIEJIb, KA ONKCYE B3a€MO/IiI0 BCiX KOMIIOHEHTIB METOZY. Y YETBEPTOMY
posgnini «PEAJIIBALLSA TA EKCIIEPEMEHTAJIBHE JOCLIDKEHHS OIEBOCTI METOLY BMSBJIEHHS CKIAOHKX
KIBEP3AI'PO3 3A IOTIOMOT'OO 3AKOHOMIPHOCTE! B KIBEPATAKAX TA X KOPEJIALII 3 AHOMAJIISIMU»
OIIMCAHO MPAKTUYHY iMIIJIEMEHTAlil0 pO3pO0JIEHOr0 PillleHHs Ta BUKOHAHO BCEOiYHE TeCTyBaHHSI.
ExcriepuMeHTaIbHO HiATBEPIKEHO BUCOKY TOYHICTh PO3p006IEHUX MiKpO-Mozeseil Ha 6a3i LSTM-
aBTOKOZYBaJIbHUKIB, Tle JOCSITHYTO CepelHboro nokasHuka Fl-Score Ha piBHi 90,95%.. 3arajpHa TOYHICTh METOLY,
peasizoBaHoro y ¢opmi npasus ADR, nifTBepIKyeTbCs KOPEKTHOIO Knacudikanieto 99,1% neritumuux ta 95,9%
3JI0BMUCHUX nofii. ITinTBepakeHo CTilKicTb MeToLy 4,0 06(ycKallii 3 TOKa3HUKOM ITOBHOTH 98,3%, 1110
[epeBepllye HaKpalli aHauoru 10 61,9%. JloBegeHo 30aTHICTh alTOPUTMY PU3MK-OPIEHTOBAHOI arperauii BUABIIATU
KOMIIJIEKCHi 6araToeTarHi aTaky, MIJIIXOM KOpeJisilii po3pi3HeHUX MOAil B eAuHUM iHuuAeHT. Po3po6ieHi nosiTuku
ayJMATy 0O3BOJIMJIM CKOPOTUTH OOCSAT BXiJHUX JAHWX NPUOINU3HO y 12 i MiIBULIMTY CHiBBiIHOIIEHHS CUTHAJY 1O
IyMY 710 44 pasiB. Y BUCHOBKAaXx y3araJbHEHO OCHOBHI HayKOBi Ta PAKTU4Hi PE3YyIbTaTH POOOTH, SKi
HiATBEPAXYIOTbh JOCITHEHHS IIOCTABJIEHOI METH Ta BUPIilI€HHS] HAYKOBO-TIPAKTUYHOI 3aa4i. OGIPYHTOBAHO
ePeKTUBHICTb pO3p00JIEHOr0 METO/Y BUSIBJIEHHS aHOMaJlil, peasizoBaHoro y ¢opmi npasus ADR Ha 6a3si
By3bKOCII€Lliali30BaHNX MiKpO-Mozeeli LSTM-aBTOKOAyBa/IbHUKIB, 1[0 3a6€311€4yI0Th BUCOKY TOYHICTh Ta
CTiHKiCTb 10 06¢yCKallii, a TAKOXK MPEICTABIEHO Ta OXaPAKTEPU30BAHO KiJIbKICHI Ta METPUKHU 3alIPOIIOHOBAHOTO

pillleHHS.

2. The dissertation is dedicated to solving the urgent scientific and practical problem of increasing the level of
security of information and communication systems built on Active Directory (AD). The work focuses on the
development and research of a method for detecting cyber threats, based on the analysis of patterns in attacks and
their correlation with behavioral anomalies. The relevance of the topic is due to the constant increase in the
number, complexity and scale of cyber threats, among which advanced persistent threats (APT) are of particular
danger. The aim of the work is to improve the protection of Active Directory against cyber threats by developing a
detection method that integrates behavioral analysis based on machine learning and correlation of attack patterns
to minimize false positives. In the first section, “ANALYSIS OF APPROACHES AND MEANS FOR DETECTION AND
COUNTERACTION OF CYBER THREATS”, a comprehensive analysis of modern tools and approaches to detecting
cyber threats in the context of the growth of APT groups’ activity was carried out. The critical role of the AD
infrastructure as a priority target for attackers was established and key factors for the success of cyber attacks



were identified, in particular the massive use of LOTL techniques. Based on a comparative analysis of protection
methods, the prospects of the anomaly detection approach for identifying new and modified threats were
substantiated. The need to improve this method to eliminate the high level of false positives inherent in its
classical implementation was identified. In the second section "STUDY OF CYBERATTACKS AND ANOMALIES
DETECTION", the patterns of cyberattacks by APT groups are investigated and the tendency to use legitimate
Windows OS tools to mask malicious activity is confirmed. The criticality of AD components is determined and the
ineffectiveness of approaches based on indicators of compromise against LOTL techniques is proven. Based on the
results of a comparative analysis of machine learning methods, the choice of LSTM autoencoders for processing
unlabeled command line data is justified. The use of highly specialized micro-models for individual system tools is
proposed to ensure the minimization of false positives and high accuracy of anomaly detection. The third section,
“DEVELOPMENT OF A METHOD FOR DETECTION OF COMPLEX CYBERTHREATS USING APT GROUP ATTACK
PATTERNS AND THEIR CORRELATION WITH ANOMALIES,” presents the stages of implementation of the
proposed solution. A methodology for forming security and audit policies to ensure the collection of relevant data
has been developed. A method for detecting anomalous behavior, implemented through highly specialized micro-
models based on LSTM autoencoders for individual processes, is described. A mechanism for multi-level event
correlation is presented, which ensures the validation of anomalies through comparison with malicious patterns
and MITRE ATT&CK techniques. The architecture of the software complex is formalized. A risk-oriented
aggregation algorithm is implemented, which dynamically calculates the level of incident danger taking into
account the criticality of assets. A general mathematical model is developed that describes the interaction of all
components of the method. The fourth section, “IMPLEMENTATION AND EXPERIMENTAL STUDY OF THE
EFFECTIVENESS OF THE METHOD FOR DETECTION OF COMPLEX CYBERTHREATS USING PATTERNS IN
CYBERATTACKS AND THEIR CORRELATIONS WITH ANOMALIES,” describes the practical implementation of the
developed solution and performs comprehensive testing. The high accuracy of the developed micro-models based
on LSTM autoencoders was experimentally confirmed, where the average F1-Score was achieved at the level of
90.95%. The overall accuracy of the method, implemented in the form of ADR rules, is confirmed by the correct
classification of 99.1% of legitimate and 95.9% of malicious events. The resistance of the method to obfuscation
with a completeness index of 98.3% was confirmed, which surpasses the best analogues by 61.9%. The ability of the
risk-based aggregation algorithm to detect complex multi-stage attacks by correlating disparate events into a
single incident has been proven. The developed audit policies have allowed to reduce the volume of input data by
approximately 12 times and increase the signal-to-noise ratio by up to 44 times. The conclusions summarize the
main scientific and practical results of the work, which confirm the achievement of the set goal and the solution of
the scientific and practical problem. The effectiveness of the developed anomaly detection method, implemented
in the form of ADR rules based on highly specialized micro-models of LSTM autoencoders, which provide high
accuracy and resistance to obfuscation, is substantiated, and the quantitative and metrics of the proposed solution
are presented and characterized.
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