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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MeToau yi0CKOHaIeHHs! apu(METUYHUX ONepalliil y MoJIsIX, KiIbLSIX Ta anrebpaiuHux KpUBUX [1JIs1

KpUNTorpagiyHux 3aCTOCYBaHb

2. Methods of implementation of high speed arithmetic operations in fields, rings and algebraic curves for
cryptographic applications

Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA BUPIIIEHHIO aKTyaJIbHOI HAYKOBO-TEXHIYHOI 3aa4i MiJBUIIEHHS IBUNKOLI
iHpopMmaliiiHO-TeIeKOMYHIKaLiTHUX CUCTEM LIeHTpiB cepTudikauii kitodiB HaljioHanbHOI cCTEMU €1eKTPOHHOTO
uudposoro nianucy nns JCTY 4145-2002, ECDSA (IEEE P1363-2000), RSA (IEEE P1363-2000) 6e3 ¢inancoBux
BUTpar. [ligBuiieHHs WBUIKOAIi onepalii eIeKTpOHHOro LMPPOBOro MifIMCy MOJISrae B 3MEHIIEHH]

004N CIIIOBAIbHOI CKJIAIHOCTI aJITOPUTMIB KpUINITOrpadiyHUX NEePETBOPEHb HA OCHOBI pO3POOKU yIOCKOHATEHUX
METO[IiB Ta aJIrOPUTMIB apudMeTHUYHUX OIepaLiil Haf, YMcilaMy, NToJIiHOMaMu i Toukamu enintnyHux Kpusux (EK), B
OCHOBHOMY Y 3MEHIIEHHI Yacy BUKOHaHHS TPYJIOMICTKOI onepallii CKaJasipHOrO MHOKEHHsI. B po6OTi yI0CKOHaIeHo
METOJ, IiJIEHHS BEJIMKUX LIJIMX YMCeJl OOMHAPHOI Ta MOBIMHOI TOYHOCTI HA OCHOBI aJITOPUTMY [iJIEHHS B CTOBIIYUK,
110 IO3BOJIMB MiABULIATY IIBUAKOIIIO F€HEPaLlii 3arajibHUX NTapaMeTPiB KpUnrocucreMu RSA. YIOCKOHANIEHO METOT,

300yTTS N - F'O KOPEHS, Ha IIPUKJIaJli KyOiYHOTO KOPEeHs, SIKUM J03BOJIMB IiIBULIUTH WIBUAKO/I0 IIOLIYKY



6ipauioHanbHO €KBiBaJleHTHUX KpUBUX EnBapaca no kpusux Berepurpacca 3 JICTY 4145-2002 Ta peKOMEH10BaHUX
NIST FIPS 186-4 y nBitfikoBoMY 10JIi. YIOCKOHAJIEHO METO] iHBEPTYBaHHS B [BIIIKOBOMY I10JIi, BIleplie po3pobieHo
METOJ], TOOYZ0BU aJIFOPUTMY IIPMBEEHHS 32 (PIKCOBAaHUM MOAYJIEM (TpU- ,ITITUYJIEHHA), 110 JO3BOJIUB OyAyBaTH
aNTOPUTMU J1J1s Pi3HUX LiTbOBUX IIAT(HOPM, Ta yIOCKOHATIEHO METO]] CKAISIPHOTO MHOXKEHHS B IPYIIi TOUOK
eJINTUYHOI KPMBOI, 32 paxyHOK BUKOPUCTAHH 6ipallioHa/lIbHO €KBiBaJleHTHUX KpUBUX EnBapica npu onepauii
CKaJISIPHOT'O MHOXXEHHS, 1110 JO3BOJIMJIO MiABUIMTY IIBUIKOA 0 ITpu ¢popmyBaHHi Ta nepesipui ELIT srigHo JCTY
4145-2002 ta ECDSA. Ha 0CHOBI 3alIpOIIOHOBaHUX Y, 0CKOHAJIEHUX METOiB 6yJ10 po3pobseHo 6ibaioTexy
kpunrorpadiynux npumitusiB «Cipher+»

2. Thesis is devoted to solving the actual scientific and technical problem of speed-up information and
telecommunication systems of the certification authority in National Electronic Digital Signature System for DSTU
4145-2002, ECDSA, RSA without significant financial costs. Speed-up of digital signature operations are in reducing
the time of a labor-intensive scalar multiplication operation. The method of dividing large integers of single and
double precision based on the school division algorithm is improved. This allows to speed-up of common
parameters generation for the RSA cryptosystem. Extracting of n -root method as an example of a cubic root is
improved. This allows to speed-up of searching birationally equivalent Edwards curves to Weierstrass curves from
DSTU 4145-2002 and recommended by NIST FIPS 186-3 in a binary field. Multiplicative inversion method in a
binary field is improved. First proposed method of algorithm building for modular reducing by irreducible
polynomial (trinomial, pentanomial) was developed. This allows the constructing of algorithms for various target
platforms. Scalar multiplication method in the points group is improved by using birationally equivalent Edwards
curves, which allowed to speed-up duration of creation and verification of digital signature in accordance with
DSTU 4145-2002 and ECDSA. All proposed methods in dissertation thesis are implemented in library of
cryptographic primitives “Cipher+”.
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