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1. InceprauiiiHa po60Ta NPUCBSIYEHA PO3B’I3aHHIO aKTyaJIbHOIO HAyKOBO-TIPAKTUYHOT'O 3aBAAHHS — Ii[IBUIIEHHS
eeKTUBHOCTI 3axUCTy iHPOPMaLiliHUX CUCTEM B YMOBax 3pOCTalOYMX CKJIAJHOCTEN aTak Ta epo3ii MepekeBoro
[IEPUMETPY LJIIXOM PO3POOKU Ta BIIPOBA/’)KEHHSI METOM0JIOTII 00y 10BY Zero Trust-apXiTeKTypy. 3apOIIOHOBAHO
iHHOBalliliHEe NIPOrPAMHE pIillIEHHS, SIKE [IOESHYE MEXaHI3MU ITMHAMIYHOT'O KOHTPOJIIO JOCTYITY, KOHTEKCTHOI
aBTOpU3allii, MOHITOPUHTY Ha PiBHI si7ipa 3a JornoMorow €BPF, neknapaTuBHOro KepyBaHHS MOJIITUKAMU

(OPA /Cedar), a Takoxx kpunrorpadiunoi Bepudikatiii fiiit 3a gornomororo Zero-Knowledge proofs. PeanizoBana
CHCTEMa [103BOJIS€ 3MEHIIUTY PU3MK KOMIIPOMETALil iHpPacTPyKTypH, 30KpeMa LUISIXOM HeHUTpasisalii aTak TUITY
IIOBTOPHOTO BUKOPHCTAHHS TOKEHIB, HEJIONYLIEHHSI HECAaHKI[iOHOBAHOTO GiYHOrO NMepeMillleHHs B MEPEXXi Ta
3a0e31e4yeHHs [TOCTiNHOI epeBipKU NOBIpU Ha KOXXHOMY eTalli JocTyny. EKciepuMeHTaslbHi pe3ysbTaTu
I€MOHCTPYIOTb BUCOKY ITPOAYKTUBHICTb 3alIPOIIOHOBAHOI apXiTEKTYpH, 3MEHIIEHHS 00CATiB JIOoTiB Ha 70%, 3aTPUMKY
aBTopu3allii He 6inble 4 Mc Ta ycrimHe 6710KyBaHHS 99% BioMuX WKiAnuBuX Aiil. Lle pilneHHs Moxe 6yTu

eeKTUBHO iHTerpoBaHe B Cy4acHi iHppacTpyKTypu opraHisaliii, siki mparayTs 3a6e31e4uTy IPOaKTUBHUI 3aXUCT



KPUTUYHUX aKTUBIB.

2. Dissertation is devoted to solving an urgent scientific and practical problem—improving the effectiveness of
information system protection in the face of increasingly complex attacks and network perimeter erosion by
developing and implementing a methodology for building Zero Trust architecture. An innovative software solution
is proposed that combines mechanisms of dynamic access control, contextual authorization, kernel-level
monitoring using eBPF, declarative policy management (OPA /Cedar), and cryptographic verification of actions
using Zero-Knowledge proofs. The implemented system reduces the risk of infrastructure compromise, in
particular by neutralizing token stealing attacks, preventing unauthorized lateral movement in the network, and
ensuring continuous trust verification at every stage of access. Experimental results demonstrate the high
performance of the proposed architecture, a 70% reduction in log volumes, an authorization delay of no more than
4 ms, and successful blocking of 99% of known malicious actions. This solution can be effectively integrated into
the modern infrastructures of organizations seeking to provide proactive protection for critical assets.
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