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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koau TemaTuyHuX pyopHK: 10.01, 82.13.27, 82.05

Tema guceprauii:
1. MexaHi3mMu ep>kaBHOTO YIIPaBJIiHHS CTBOPEHHSIM Ta QYHKI[IOHYBaHHSM Kibepdi3uiHUX CUCTEM

2. Mechanisms of public management for the creation and operation of cyber-physical systems

Pedepar:

1. Y nuceprauii o0IpyHTOBaHi TEOPETHUYHi 3aCafjyi MEXaHi3MiB 1ep’KaBHOT'O YIIPaBJIiHHS CTBOPEHHSIM Ta
(YHKIIOHYBaHHSM KibepQi3snYHMX CUCTEM B Tajy3sx €KOHOMIKM BiiloBigHO 10 KoHuenuii po3BUTKy 1u¢dpoBoi
€KOHOMIKH Ta cycHinbcTBa YKpainu Ha 2018-2020 pp. Ta 3aTBEpIyKEHOTrO IJIaHy 3aXOIiB OO ii peasnidawii i
PO3p06JI€HO KOHKPETHI NIPOIo3ullii o0 iX yI0CKOHaeHHsI. 3allpOIIOHOBAHO 3aKOHOABY€E 3aKPillJIEHHS
npouenypu crBopeHHst KOC, sika MOBMHHA CKJIAIaTUCh 3 TAKUX €JIEMEHTIB: BUBHAUEHHS Ialy3i (PyHKLiOHYBaHHS
K®C Tta nepesipka Ha LOTPUMaHHS 000B13KOBMX BUMOT QyHKIiOHyBaHHS. CPOpMOBaHa IIPOIO3HULIiS 00
3aKpilJIeHHs1 Ha OCHOBI CBITOBOTO JOCBiny Tppox a3 (ctafiit) crBopenHs: KOC: koHuenTyanisauii; peanisarii;
NiATBEPAKEHHSI. YIO0CKOHAJIEHO [TOHATIMHO-KaTeropiaJbHUM anapar, 30KpeMa, HalaHO aBTOPCbKe BU3HAYEHHS
HOHSTS («Kibep@isnyuHa cucTeMa»; «onepaTop KibepdisnuHoi cucTeMny; «apxiTeKTypa Kibep(isudHoi cuctemMu»);

aBTOPOM HAJIaHO MPOIO3ulLii OA0 IPAaBOBOTO PETYJIIOBAHHS iHHOBALIHUX LJISIXiB PO3BUTKY €KOHOMIKM Yepe3



IIPOIO3ULLiI0 PO3POOKU 1 MPUMHATTS 3aKOHY YKpaiHu «I1po nudpoBy eKOHOMIKY YKpaiHn». 3alpOIIOHOBaHI y
Iycepralii MexaHi3Mu aepskaBHoro ynpasiinHsa KOC, po3risaaioTbest IK KOMILIEKC 3aX0/1iB HOPMATUBHO-
IIPaBOBOTO, iIHCTUTYLiIIHOTO, OPraHi3aliliHOro xapakTepy, 110 [03BOJISIIOTh PO3POOUTH KOHIIENITYaJIbHi 3acajy Ta
[IPaKTU4HI peKOMeHalii 1719 OpraHiB Jep>kaBHOI BJIaX i MiCLIEBOTO CaMOBPSAYBaHHA OO0 AEPKABHOTO
yIpaBiiHHS cTBOPeHHIM Ta ¢pyHKUioHyBaHHSIM KOC B YkpaiHi. KiouoBi cioBa: nep>kaBa, MexaHi3Mu [1€p>KaBHOTO
yIpaBJliHHS, Kibepbesrneka, KibepdisuuHa cucrema, ceprudikanis pyHkuionanbHoi cymicHocTi KOC, HaByaHHS

¢daxisuis i3 KOC, crangaptu KOC, nudpposa ekoHOMIKa, 3aiiHATICT HaCEJIeHHSI.

2. In the dissertation the theoretical foundations of the mechanisms of public management for creation and
functioning of cyber-physical systems in the branches of economy are grounded in accordance with the Concept
of development of digital economy and society of Ukraine for 2018-2020 and the approved plan of measures for its
realization and concrete proposals for their improvement have been developed. The legislative consolidation of the
procedure for creation of CPS is proposed, which should consist of the following elements: definition of the sphere
of CPS operation and verification of compliance with the mandatory requirements for the CPS operation, to which
the author includes the following: functional safety, access security, integrity, availability, resilience, time
requirement, data semantics, identity, adaptability, "life cycle" requirement. The author has formed the proposal to
consolidate, based on world experience, three phases (stages) of the CPS creation: conceptualization; realization;
confirmation. The concept-categorical apparatus has been improved, in particular, the author's definition of the
concepts is given: "cyberphysical system"; "operator of the cyberphysical system"; "architecture of the cyber-
physical system". The legislative regulation of the mechanisms of public management for the creation, operation,
and compliance of CPS, which are functioning on the electric power industry objects on the Ukrainian electricity
market, to the functional safety requirements, access security (and cybersecurity), integrity, availability,
confidentiality, resilience, time standards (timeliness) of response of sensors, adaptability of CPS and other
requirements has been improved by placing on the National Commission that carries out state regulation in the
spheres of energy and communal services, the authority to carry out the mandatory certification of the
interoperability of the relevant CPS. The mechanisms of state support for innovative development of CPS, which
are proposed in the dissertation, are considered as a complex of regulatory, institutional, organizational measures,
which include: adoption of domestic and international standards as national in the field of creation and functioning
of CPS; Lending for innovative projects from the state or local budgets on the creation of CPS in various sectors of
the economy. The author provided suggestions on the legal regulation of innovative ways of economic
development of Ukraine through the proposal for the elaboration and adoption of the Law of Ukraine "On the
Digital Economy of Ukraine", in which one section should be the Section on the procedure for the creation,
operation, regulatory and legal support, public management of CPS and creation of a permanent independent state
collegial body on CPS entrusting him with the authority to carry out inspections of objects on which the CPS
operates in respect of compliance with the requirements of functional safety, access security (and cyber security),
integrity, availability, confidentiality, resilience, standards of time (timeliness) of reacting of sensors, adaptivity of
CPS and other requirements. Key words: state, mechanisms of public management, cyber security, cyberphysical
system, certification of functional compatibility of CPS, training of specialists on CPS, CPS standards, digital
economy, employment of the population.
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