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1. Illn6aes I'. . MeTonu afnanTuBHOI €BOJIOL|i LOBiIpY Y (pelepaTuBHOMY HaBYaHHI [1J1 KiG€P3axUCTy €HEPreTUYHUX
Mmikpomepex. - KBaniikauiitHa HayKoBa Ipalsl Ha pasax pykonucy. Jucepralis Ha 300yTTs CTyNEHs JOKTOPa
dinocodii 3 ranysi 3HaHb 12 — IHPopmaliiiHi TexHoOrII 3a crienianbHicTO 125 — Kibepb6esneka. — HanionanbHUM
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JuceprauiiiHy po60Ty NIPUCBSIYEHO PO3POOIEHHIO MO elel i METO/IiB OBIpYO-0OPi€EHTOBAHOTO (eAEPATUBHOTO
HaBYaHHS 1J151 BUSBJIEHHS aHOMaJIill y PO3NOIiJIEHUX EHEPTETUYHUX MIKPOMEPEKax. AKTyaIbHICTb JOCTiI>KEHHS
3yMOBJIEHA IU(POBi3alli€lo eHePreTUYHMX CUCTEM, IIOLMPEHHSM BiJHOBJIIOBAaHUX JPKEPeJ eHeprii,
iHTEJIEKTyaIbHUX JIIYMJILHUKIB, CEHCOPHUX MEPEXK 1 JIOKAJILHUX KOHTPOJIEPIB, L0 NIEPETBOPIOIOTh MIKPOMEPEXKI Ha
CKJIaHi KibepdiznyHi cucteMu. Y Takux yMoBax iH(popMalliiiHi aTaku, TOMUJIKY TeJeMEeTPii, Aerpasallis CEHCOPiB

abo KOMITpOMeTallisl By3J1iB MOXKYTb BIIJIMBAaTH He JIMILE HA J1aHi, a I Ha Qi3nyHi pe>knMu reHepatlii, Clo)KUBaHHS,



HAKONMYEHHS Ta 6aJlaHCYBaHHS eHeprii. MeTo1o poboTu € po3po6sIeHHS! MOJeslel i MEeTOIiB 1OBip4O-
opieHTOBaHOro (eiepaTUBHOTO HaBYAHHS [IJIs1 BUSIBJIEHHSI aHOMaJiil y MikpoMepesKkax, sIKi MiIBUIIYIOTh CTiHKICTh
ry106a71bHOI MOJeJIi 10 aTak OTPYEHHS, JIOKQJILHOTO KOHLEIITYalbHOTO fipeiidy Ta HeHaZiliHOi NOBeiHKM OKPEMUX
By3J1iB. OG’€KTOM JIOCTI[KEHHS! € KibepOesneKa Ta KibepCTiliKiCTb pO3MOiIeHNX eHepreTUYHUX MiIKpOMEPEXK SIK
KibepdisznuHux cucteM. [IpegmMeTom IOCiIKeHHS € METOIM, MOJIEJIi Ta aITOPUTMU JOBIpYO-OPiEHTOBAHOTO
denepaTUBHOTO HaBYaHHS 7151 Kibep3axucTy MikpomepesK. Y po6oTi O6I'PyHTOBAHO JOLi/IbHICTh BUKOPUCTAHHS
(denepaTUBHOTO HaBYAHHS SK MiIX0LY, 110 Aa€ 3MOTy Oy[lyBaTHU CIIiJIbHY MOAEb 0€3 LieHTpasisallii cupux
JIOKaJIbHUX JaHux. [TokazaHo, mo kjnacuyHuil anroputm FedAvg e HeOCTaTHBO CTIIKMM B YMOBAax CTaTUCTAYHO]
HEOJHOPITHOCTI, 4aCTKOBOI y4acTi KJIieHTiB, Apeidy NaHuX, WIKiAJINBUX OHOBJIEHD i aTak OTPy€eHHS. [IJis OA0JIaHHS
JMX 0OME>KeHb 3alIPOIIOHOBAHO y3arajJlbHEHUI METO, IOBIpuYO-Opi€eHTOBAHOTO (ellepaTUBHOIO HAaBYaHHS, SIKUN
noenHye jokanbHe LSTM-opieHTOBaHe BUSIBJIEHHS aHOMAJIil, 6araTo)akToOpHe OLiHIOBAaHHS II0BEiHKOBOI
HaZiHOCTI By37iB, 6alieciBCbKe OHOBJIEHHS IOBipH, JOBIpYO-3BaXXEHY arperariiio napaMeTpiB Mmojesei Ta
aJanTMBHE KePYBaHHS y4yacTIO KJIieHTiB Y dpenepaTuBHUX payHaax. HaykoBa HOBU3HA POOOTH IOJISITAE B
PO3pO06JIEHHI METOAY IOBipUO-OPi€HTOBAHOrO (elepaTUBHOrO HaBYaHHS 1J1s1 MIKDOMEPEX; YIO0CKOHAIEHHI
MEXaHi3My (ellepaTUBHOI arperatii IUISIXOM ypaxyBaHHS PEUTUHTY JAOBipH [0 KJI€HTIB; yL,OCKOHAJIEHHI MOJei
aJlafTHBHOTIO OLIiHIOBaHHS IOBIpM HAa OCHOBI 6araToakTOPHUX [TOBEIiIHKOBUX JOKa3iB; 10JAJIbIIOMY PO3BUTKY
3actocyBaHHs LSTM-mopenen g BUSIBJIEHHS aHOMAJIH y 4aCOBUX PAJIax €HEPreTUYHUX [1apameTpis. [
(OpMyBaHHS LOBipY BPaXOBAaHO F€OMETPUYHY Y3rOIPKEHICTb JIOKAJIbHOTO OHOBJIEHHS 3 [JI00QJIbHUM HAIIPSIMOM,
BIUIVB OHOBJIEHHS Ha BaJlilallifiHy SIKiCTb, CTAbi/IbHICTDb yYaCTi By3J1a, IOKaJIbHY iIHTEHCUBHICTb aHOMAJIiH, Qi3nyHy
IIPaBIOIOiOHICTh IOBEAiHKY Ta HOPMOBE BiIXWJIEHHSI OHOBJIEHHS. EKCrieprMeHTaIbHY [1epeBipKy IPOBeIeHO B
CcepeloBUlIi 3 MIiCTbMa BY3J1aMU MiKPOMEPEXI, SIKi MOJIeJI0I0Th (OTOEJIEKTPUYHI ITiACUCTEMU, PO3YMHU
JIIYMJIbHYK, By30J1 HAKOIIMYEHHA €HEPrii, KOHTPOJIEP HAaBAaHTAKEHHS Ta [TOTEHLITHO HEHANIMHUI BY30J1. PO3IJISIHYTO
HOPMaJIbHUI ClieHapil, cLieHapill OTpyeHHS, clieHapiil apelidy Ta KOMOiHOBaHUM clieHapiil. [TokazaHo, 1o
3aIpPOIIOHOBAHMI METO], 30epirae cTabisibHy 30DKHICTh Y HOpMaJIbHUX YMOBAX i 3a6e3neuye BUILY CTIMKICTb 0 aTak
nopiBHsHO 3 FedAvg. ¥V cueHapii oTpyeHHs cepeHbOKBagpaTu4Ha nomuska FedAvg spocrana o 0,181, Togi sk nig
3aIPOIIOHOBAHOr0 MeToay 3anumanacs 6;an3sko 0,102; Recall 3poctas 3 0,73 no 0,88, a FPR 3meHmyBascs 3 0,19 o
0,07. IlpakTr4He 3HaYEHHS PE3YyJIbTATIB [1OJIAra€ B MOKINBOCTI BUKOPUCTAHHS 3alIPOIIOHOBAHUX MOJIEJIEN i METOiB
IIPY CTBOPEHHI 3aXUIIEHMX CUCTEM MOHITOPUHTY Ta BUSIBJIEHHS aHOMaJIill y MikpoMepexkax, smart grid-
naT$opMax, po3NoiIEHNK €HEePreTUYHUX CUCTEeMax Ta iHIINX Kibeppi3nyHMX cepeloBUlLIaX, A€ HEOOXiTHO
MO€JIHATU JIOKAJIbHICTD JAHUX, KOJIEKTMBHE HaBYaHH4, CTiMKiCTh O HEHANIHUX BY3JIiB i CBO€YaCHE BUSIBJIEHHS
Hebe3neyHux BigxuieHb. Kito4oBi cyioBa: Mikpomepeka, Kibepbesneka, defnepaTuBHe HaBYaHHS, KpUTUYHA
inppacTpykTypa, BOBipYO-OpieHTOBaHa arperauist, LSTM, BusiBlIeHHSI aHOMaJliii, KOHLIENTyaJ IbHU Apen,
OTPY€EHHS MoJieJli, KibepdisuuHa cuctema.

2. Shybaiev H. D. Adaptive Trust Evolution Methods in Federated Learning for Cybersecurity of Energy Microgrids.
- Qualifying scientific work as a manuscript. Dissertation for the degree of Doctor of Philosophy in Field of
Knowledge 12 - Information Technology, Specialty 125 - Cybersecurity. - National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, 2026. The dissertation is devoted to the development of models
and methods of trust-aware federated learning for anomaly detection in distributed energy microgrids. The
relevance of the research is determined by the digital transformation of power systems, the spread of renewable
energy sources, smart meters, sensor networks, energy storage units, and local controllers, which transform
microgrids into complex cyber-physical systems. Under such conditions, information attacks, telemetry
manipulation, sensor degradation, or compromised nodes may affect not only data flows but also physical
processes of generation, consumption, storage, and power balancing. The aim of the dissertation is to develop
models and methods of trust-aware federated learning for anomaly detection in microgrids that increase the
robustness of the global model against poisoning attacks, local concept drift, and unreliable behavior of individual
nodes. The object of the research is the cybersecurity and cyber-resilience of distributed energy microgrids as
cyber-physical systems. The subject of the research is methods, models, and algorithms of trust-aware federated
learning for microgrid cyber defense. The work substantiates the use of federated learning as an approach that



enables collaborative model training without centralizing raw local data. It is shown that the classical FedAvg
algorithm is insufficiently robust under statistical heterogeneity, partial client participation, data drift, malicious
updates, and poisoning attacks. To overcome these limitations, a generalized method of trust-aware federated
learning is proposed. The method integrates local LSTM-based anomaly detection, multi-factor assessment of
behavioral reliability of nodes, Bayesian trust updating, trust-weighted aggregation of model parameters, and
adaptive control of client participation in federated rounds. The scientific novelty of the dissertation consists in
the development of a trust-aware federated learning method for microgrids; the improvement of the federated
aggregation mechanism by introducing client trust scores; the improvement of an adaptive trust assessment
model based on multi-factor behavioral evidence; and the further development of LSTM-based anomaly detection
in time series of energy parameters. Trust formation takes into account the geometric consistency of a local
update with the global direction, the influence of the update on validation quality, the stability of node
participation, local anomaly intensity, physical plausibility of node behavior, and norm deviation of the update. The
experimental evaluation was performed in an environment with six microgrid nodes modeling photovoltaic
subsystems, a smart meter, an energy storage node, a load controller, and a potentially unreliable node. Normal
operation, poisoning, drift, and combined scenarios were considered. The results show that the proposed method
maintains stable convergence under normal conditions and provides higher robustness to attacks compared with
FedAvg. In the poisoning scenario, the mean squared error of FedAvg increased to 0.181, whereas for the proposed
method it remained approximately 0.102; Recall increased from 0.73 to 0.88, and FPR decreased from 0.19 to 0.07.
The practical significance of the results lies in the possibility of using the proposed models and methods for
developing protected monitoring and anomaly detection systems in microgrids, smart grid platforms, distributed
energy systems, and other cyber-physical environments where data locality, collaborative learning, resilience to
unreliable nodes, and timely detection of dangerous deviations must be combined. Keywords: microgrid,
cybersecurity, federated learning, critical infrastructure, trust-aware aggregation, LSTM, anomaly detection,
concept drift, model poisoning, cyber-physical system.
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