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IIPeICTaBJIEHHS MEPEXHOro Tpadiky
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Pedepar/anoTamis:

1. Y puceprauii po3B’si3aHO HAYKOBO-TIPUKJIAAHY 33724y IiJBUIIEHHS TOYHOCTI Ta 30aJ1aHCOBAHOCTI BUSIBJIEHHS
KOMITIOTEPHHUX aTaK y KOPIIOPATUBHUX MepeKaX Ha OCHOBI YaCTOTHO-YaCOBOTO NPEJCTaBIEHHSI MEPESKHOTO
TpadikKy, afanTUBHOTO 6aJlaHCYBaHHS HaBYaJIbHOI BUOIPKU Ta CEJIEKTUBHOTO [TepeBU3HAYEHHS PillleHb Y 30Hi
HEBU3HAYEHOCTI IIPOTHO3Y. AKTYaJIbHICTb [OCIiI>)KEHHS 3yMOBJIEHA 3pOCTaHHSIM iHTEHCUBHOCTI MEPEKHOTO OOMiHY,
YCKJIAAHEHHSM CTPYKTYPH aTaK, IOSIBOIO HOBUX i KOMOIHOBaHUX CLI€HAPiiB BTOPTHEHD TA CYTTEBUM IMCOATIAHCOM
MiX HOpMasibHUM TpadikoM i pinkicHIMU THIIamMu aTak. Y pobOoTi IpoaHaIi30BaHO Cy4yacCHi CUCTEMU ¥ METOIU
BUSIBJIEHHS] BTOPTHEHb, CIIOCOOU [10JaHHS MEPEXKHUX JAHUX i MiIXOM [0 3aCTOCYBaHHSI MAIIMHHOIO Ta [MIMOMHHOTO
HaB4yaHHs. OOI'PYHTOBAHO JOLIIBHICT COHidiKalii MepesxHoro Tpadiky K 3aco0y NepeTBOPEHHS TAOJIUYHOTO
OIUCY MEPEKHUX 3'€IHaHb Y YaCTOTHO-YaCOBE MOJAHHS, IPUIATHE 1151 CIIEKTPAJIbHOTO aHasli3y Ta

aBTOMAaTH30BAHOTO PO3IIi3HABAHHS aTakK 3a JOIIOMOIOI0 IBOBUMIPHUX 3rOPTKOBUX HEMPOHHUX MepexX. OO eKT



IOCJIIPKEHHS — MIPOLIEC BUSIBJIEHHS KOMITIOTEPHUX aTaK y KOPIIOPAaTUBHUX Mepexkax. [IpemMeT qoCliIpKeHHs ~
MoJeJii Ta MeTOIU BUSIBJIEHHSI KOMITIOTEPHUX aTakK y KOPIIOPAaTUBHUX Mepeskax Ha OCHOBI 4aCTOTHO-4YaCOBOT0
IIpeJCTaBJIeHHs] MEPEXHOro Tpagiky, coHidikauii, aanTuBHOro 6ajaHCyBaHHS HaBYaJIbHOI BUOGIPKM Ta aHaJi3y
MOMMJIOK Kiacudikariii. MeToo foCHiIKeHHs € MiBUIIEeHHS] TOYHOCTI Ta 30a71aHCOBAHOCTI BUSIBJIEHHS
KOMITIOTEPHHUX aTaK MIJISIXOM pO3pO6JIEHHSI MOJEeJIeN i METOIiB YaCTOTHO-4aCOBOTO NPEJCTaBIEHHSI MEPESKHOTO
Tpadiky, GopMmyBaHHS iHPOPMATHBHUX CIIEKTPAJIbHUX O3HAK, aJlallTUBHOIO OajlaHCyBaHHS HaBYaJIbHOI BUOIpKYU Ta
CEeJIEKTMBHOTO NepeBU3HAYEHH PillleHb Y 30Hi HEBU3HAYEHOCTi MPOrHO3y. HaykoBa HOBU3HA I0JISITA€ B TOMY, 1110
BIIEpILE PO3PO6IEHO MOJIeJIb IPOLECY BUSIBJIEHHS! KOMITIOTEPHUX aTakK Ha OCHOBI COHi(ikallii MepeskHOro Tpadiky,
sIKa iHTerpye 3ByKOBe I1epeTBOPEHHS 6araTOBUMipHOIO IIPOCTOPY O3HAK, CIIEKTPaJIbHUI aHaJli3, afaliTHBHE
OaslaHCyBaHHs HaB4YaJIbHOI BUOIPKY Ta KACKaJHUI MeXaHi3M NPUMHATTS pilleHb. PO3p06ieHO HOBUI METOZ,
4aCTOTHO-4aCOBOTO [IEPETBOPEHHSI MEPEXXHOTrO TPa(iKy 3 JIiHIHHUM 4YaCTOTHO-aMILIITYAHUM BiIOOPaKEHHSIM i
NOJAJIbIIMM CIIEKTPAJIbHUM aHAJi30M; HOBUI METOJ, CUTHATYypO30€pPEKHOTO aIalITUBHOTO GaslaHCYBaHHS
HaBYaJIbHOI BUOIPKY 3i 30€peXeHHSIM CTPYKTYPHUX XapaKTepPHUCTUK MiHOPUTAPHOTO KJacy Ta BpaXyBaHHIM
IIOMMJIOK 6a30BOi MOJI€JIi; HOBUI1 METO/ Mi/IBUIIEHHS TOYHOCTI BUSIBJIEHHS aTaK Y 30Hi HEBU3HAYEHOCTi IPOTHO3Y 3
¢dopmaisauielo O-iHTepBaly Ta CEIEKTUBHUM II€PEBU3HAYEHHSIM PillleHb JONOMIXKHOI0 Mozeo. [TpakTuyHe
3HAYEHHS Pe3yJIbTaTiB I0JIAra€e y MOKIMBOCTI (popMyBaTH iHPOPMATHBHE CIIEKTPaJIbHE [10JAHHS MEPEXKHUX
3'elHaHb, 3acTocoByBaty 2D-CNN z1J151 aBTOMaTHU30BaHOT'O BUSIBJIEHHS aTaK i 3MEHIIyBaTH HEraTUBHUM BIJINB
IycbanaHcy KiaciB. EkciepuMeHTasbHi JOCIiIPKeHHS MiATBepAnIn TpaLe3faTHiCTb COHi(iKaliMHOro miaxony Ta
ePeKTUBHICTh KAaCKaJHOI CXeMH, 110 NOoenHYy€e 6anaHcyBaHHS SPAS, HIOMUIKOBO-OPi€HTOBaHE MillCUIEHHS
Ipo6JeMHUX IiIKJIACiB aTak, BU3HAUYEHHS O0-30HM i CeJIeKTUBHE IlepeBU3HaYeHHs pilleHb. TeopeTuyHi Ta NpakTUYHi
pesysbTaty BIIpoBamKeHo B TOB «ITT», I1I1 «ABiBi» Ta B OCBITHbOMY IpoLeCi XMEJIbHULIBKOTO HalliOHAJILHOTO
YHIBEPCUTETY.

2. The dissertation addresses the scientific and applied problem of improving the accuracy and balance of
computer attack detection in corporate networks based on the time-frequency representation of network traffic,
adaptive balancing of the training dataset, and selective reclassification of decisions in the prediction uncertainty
zone. The relevance of the research is determined by the growing intensity of network traffic exchange, the
increasing complexity of attack structures, the emergence of new and combined intrusion scenarios, and the
significant imbalance between normal traffic and rare attack types. The work analyzes modern intrusion detection
systems and methods, approaches to representing network data, and the use of machine learning and deep
learning. The feasibility of network traffic sonification as a means of transforming the tabular description of
network connections into a time-frequency representation suitable for spectral analysis and automated attack
recognition using two-dimensional convolutional neural networks is substantiated. The object of research is the
process of detecting computer attacks in corporate networks. The subject of research is models and methods for
detecting computer attacks in corporate networks based on the time-frequency representation of network traffic,
sonification, adaptive balancing of the training dataset, and classification error analysis. The purpose of the
research is to improve the accuracy and balance of computer attack detection by developing models and methods
for the time-frequency representation of network traffic, the formation of informative spectral features, adaptive
balancing of the training dataset, and selective reclassification of decisions in the prediction uncertainty zone. The
scientific novelty is that, for the first time, a model of the computer attack detection process based on network
traffic sonification has been developed, integrating audio transformation of a multidimensional feature space,
spectral analysis, adaptive balancing of the training dataset, and a cascading decision-making mechanism. A new
method for the time-frequency transformation of network traffic with linear frequency-amplitude mapping and
subsequent spectral analysis has been developed; a new method for signature-preserving adaptive balancing of the
training dataset that preserves the structural characteristics of the minority class and takes into account base-
model errors; and a new method for improving attack detection accuracy in the prediction uncertainty zone
through formalization of the o-interval and selective reclassification by an auxiliary model. The practical
significance of the results lies in the ability to form an informative spectral representation of network connections,
apply 2D-CNN models for automated attack detection, and reduce the negative impact of class imbalance.



Experimental studies confirmed the operability of the sonification approach and the effectiveness of a cascade
scheme combining SPAS balancing, error-oriented amplification of problematic attack subclasses, definition of the
o-zone, and selective reclassification of decisions. The theoretical and practical results were implemented at ITT
LLC, Avivi PE, and in the educational process of Khmelnytskyi National University.
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