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2. Decision support models for expertise of information security systems

Pedepar:

1. Y po6oTi BupilleHo akTyasbHy HayKOBO-IIPUKJIQIHY 3a7jady aBTOMaTu3allii npolecy NpoBeJeHHs eKCIIepTU3
KOMIIJIEKCHUX CUCTEM 3aXUCTy iHpopmallii Ta BUSIBJIEHHS HEBiANOBIZHOCTEN IpU POPMYyBaHHI QyHKIIOHAIIBHAX
npodiniB 3axucty. Y guceprauiiiHiil po60Ti MpoBeneHo aHajli3 iCHYI0YnX MoJiesiel, MeTOZIB Ta 3aC00iB MiATPUMKHU
NPUIHATTA pilieHb. ByJo 3'9COBaHoO, 10 iCHYI0YM MOJIeJli, METOJIM Ta 3aCO0U He 3a[0BOJIbHSIOTh BUMOTaMm LI0Z0
CHCTEM MiJTPUMKU [IPUNAHSTTS pillleHb, SIKi Majau 6 3MOTy BUKOPUCTOBYBAaTUCh 1PV IIPOBEEHHI lep>KaBHUX
€KCIIEPTU3 KOMIIJIEKCHUX CACTEM 3aXUCTy iHpopmaii. Po3po61eHo eKOMIO3ULIIAHY MOJEJb IIPEACTABIEHHS
CMUCJIOBUX KOHCTAHT Ta 3MiHHMX, 110 JO3BOJINJIO (OPMYBaTU 6a30Bi A6GJIOHN BUXiJIHUX JOKYMEHTIB. MOJIEJIb
IapaMeTpiB, 110 JO3BOJIUIIO Y GOpPMaIbHOMY BUTJISLII chOpMyBaTH HEOOXiHMI Habip BeJIMYMH [1J1s peasizalii
npouecy ineHTugikauii GyHKIioOHaNIBHOro NPoQiio 3aXUCTy B KOMITIOTEPHUX CUCTEMAaX. METOZ, ifeHTrudikai
(PyHKLIOHATIBHOTO MPOQII0 3aXUCTY, MO JO3BOJIUIIO peasiyBaTi NPOLEC reHepyBaHHs PYHKLIOHAIbHOTO IPOdinto

3aXHUCTY i nepeBipKy 1oro BUMOT 010 (PYHKLIN 3axUCTy (IIOCJIyT 6e31eKr) Ta rapaHTiil. 3alpONIOHOBAHO



CTPYKTYPHY MOZEJIb CUCTEMU MiATPUMKY IIPUIHSATTS PillleHb, MO JO3BOJINJIA aBTOMATU3yBaTH NPOLEC CKIAIaHHS
BUXiTHUX JOKYMEHTIB 32 ix mabsoHamu. Po3pobiieHo anropuTmiyHe Ta nporpamHe 3abesrnedeHHs, 0 103BOJINIIO
aBTOMAaTU3YBaTH MPOLieC IPOBEJIEHHS €KCIIEPTU3U KOMILJIEKCHOI CUCTEMU 3aXUCTy iHpopmallii Ta BUSIBJIEHHS
HEBiJMOBiAHOCTEN NpU (POPMYBaHHI (PYHKLIOHAJIBHOTO NMPO(IiIo 3axUCTy. [IpoBeieHi eKCIepUMEHTaJIbHI
IOCJIIKE€HHS IPOrPaMHOr0 3aCTOCYHKA, BIIPOBAIPKEHHS Ta YCIIIIIHE NIPAKTUYHE BUKOPUCTAHHS 3a3HAYE€HUX

PO3POOOK MiATBEPAUIN JOCTOBIPHICTh TEOPETUYHUX TillOTE3 i BUCHOBKIB JUCEPTAaLifiHOi POOOTH.

2. The dissertation is devoted to the decision of an actual scientific and applied problem of creation of models of
decision support for examinations of systems of technical protection of the information which will provide
reduction of time and errors at drawing up of documents of the state examination of complex information
protection system. In accordance with the requirements of the legislation of Ukraine to ensure the confidentiality,
accessibility, integrity and observability of this information in each automated system must create a
comprehensive system of information protection. The state examination of the complex information protection
system in information and telecommunication systems is carried out in order to determine the compliance of the
integrated information protection system with the technical tasks, requirements of normative documents on
information protection, to determine the possibility of putting the integrated information protection system into
operation. Based on the results of the work, a group of documents is formed which is the program and methods of
examination of the complex information protection system; list of tests; special opinion of the expert; test report;
certificate of conformity and expert opinion. The paper analyzes the existing decision support systems. The
models have been analized which has allowed automating the process of identification of the functional protection
profile. The developed model of parameters for identification of functional protection profiles in computer
systems which due to theoretical and multiple representation of certain sets of criteria of information security,
their elements and corresponding levels will formally form the necessary set of values for realization of process of
functional protection profiles identification in computer systems. The actual scientific and applied problem of
automation of the process of examinations of complex information protection systems and detection of
discrepancies in the formation of functional protection profiles is solved in the work. In the dissertation work the
analysis of existing models, methods and means of decision support is carried out. It was found that the existing
models, methods and tools do not meet the requirements for decision support systems that could be used in
conducting state examinations of integrated information security systems. A decomposition model of
representation of semantic constants and variables was developed which allowed to form basic templates of
source documents. model of parameters which allowed to formally form the necessary set of values for the
implementation of the process of identification of the functional profile of protection in computer systems. The
method of identification of the functional protection profile, which allowed to implement the process of
generating the functional protection profile and verification of its requirements for protection functions (security
services) and guarantees. A structural model of the decision support system is proposed which allowed to
automate the process of compiling source documents according to their templates. Algorithmic and software have
been developed which allowed to automate the process of examination of the complex system of information
protection and detection of inconsistencies in the formation of the functional profile of protection. The conducted
experimental researches of software application, introduction and successful practical use of the specified
developments have confirmed reliability of theoretical hypotheses and conclusions of dissertation work.
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