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Pedepar:

1. Inceprarisi IpUCBAYEHA PO3BSI3aHHIO aKTyaJbHOTO HAyKOBO-TEXHIYHOTO 3aBAAHHS PO3POOJIEHHS METOIUKU
nobyj0BY Ta BUKOPUCTaHHS Mojesel MmamuHHoro HasyanHs (MH, Mashine Learning) 111 MoGinbHMX areHTiB,
SIKUMU BHCTYIIAI0Th O€3MiI0THI JliTasypHi anapartyu (BriJIA), 3a OOMOrowo aBTOMaTH30BAaHOTO KOHBEEPA HA OCHOBI
Kubeflow i3 BukopucranHaM Kpamux npakTuk konnenuii MH ta npoueciB MLOps (Machine Learning and

Operation). Po3po6sieHa cTpaTerisi BUKOPUCTaHHS [IUX MOJeJIel 47151 MOOIJIbHUX areHTiB i3 BUKOpUCTaHHIM Mesh-



MEpEeX, 10 € YACTUHOIO OIIMCAHOT0 KOHBeepy. PO3BUTOK CydYaCHUX iHPOPMaLiTHMX TEXHOJIOTIN K HayKU IIPO OaHi,
aHasiTKa gaHux i MH cTtaioTh 0IHUMU i3 TOJIOBHUX iHCTPYMEHTIB 151 PO3B'sI3aHHS CKJIQAHUX IPUKJIAAHUX 33734 Y
pisHux cdepax gismpHOCTi. MH € ogHMM i3 MeToziB pyHKLiIOHYBaHHS WITY4YHOro iHTesneKTy (1), 30kpema
[IPaKTU4YHOI peasisalii 10ro MOKJIMBOCTEN HIJIIXOM CTBOPEHHS aJITOPUTMIB [1J151 BUSBJIEHHS 3aKOHOMIPHOCTEN Mif
4ac aHasi3y BeJIMKUX JaHUX, Ta iX ogablie BUKOPUCTAHHS 1J1s1 CAMOHABYaHHS. OCO6IMBO 1€ MUTAHHS €
aKTyaJIbHUM B YMOBax JNOCJigykeHHs BiliHu BriJIA 3a ponomororo 11 sk BapiaHTy HaZjlaHHS BiiICBKOBUM TaKTUYHOI
nepeBaru Haf, IPOTMBHMKOM Ta 3MEHIIEHHS PU3UKY [JIs JII0JCbKUX XXUTTIB. Bukopucrosyoun MH 3 anropurmamu
I, BriJIA MOXKyTb IBUJKO iNeHTU(IKyBaTU 3aTPO3HU, pearyBaTy Ha HUX, BECTU CIIOCTEPESKEHHSI Ta PO3BiIKYy.
3Bakal4y Ha 3a3Ha4Y€He, IPOBEJIEHHS OCIiIKEHb 00 PO3POOKU HOBOTO METO/LY i3 3aCTOCYBAHHSIM
interpoanux MH i IlI] B KepyBaHHS TaKTHUKOO 6010 Br1JIA, CTiiKOro o pafioeseKTPOHHUX IIEPEUIKO]] Ha CbOTOIHI €
aKTyaJIbHUM 3aBIAHHSM. [lJ1 OCSTHEHHS [TOCTaBJIEHOI B pOOOTI METH MOTPiOHO BUPIIIMUTY HACTYIIHI OKpeMi
3aBIaHHA gociimkenHs: 1. [IpoananidyBatu cydacHuil crad po3Butky MH i IIII 3 MOKJIMBICTIO iX 3aCTOCYBaHHS B
BrJIA. 2. JocninuTy MOXJIMBOCTI BUKOPUCTaHHS cydacHUuX MLOPps pileHs /1715 OKpalleHHs IpolieciB po3pooKu
ingopmauiitnux cucrem MH B po3pisi incTpymenTiB Kubeflow. 3. Po3apo6uTty Mmozess nody10BY Ta 3aCTOCYBAaHHS
MH i3 MOXXJIMBICTIO IIOCTIHOTO JJOHaBYaHHS, 10 AOCITAETHCS BUCOKUM PiBHEM IHTErpatlii Ta aBTOMaTHU3aLlii
KOHBe€EPY i3 BUKopucTaHHsM KoMIloHeHTiB Kubeflow i nnatdopmu Kubernetes. 4. EkciepumMeHTanbHO IEpPEBIpUTH
pe3yJbTaTU eKcItyaralii mogei B apcenani Kubeflow i3 BUKopucTaHHsAM Takux QakTOPiB OKPAIIEHHS SIK
IIBUJIKICTb PO3POOKHY, iMIIJIEMEHTALLi] 3MiH, 3MEHIIEHHS Yacy Ha IOLYK NPo6JieM, BiTHOBJIEHHS MiCJIsl II100aIbHUX
nepe60iB, 3MEHIIEHHS KiJIbKOCTi IOMUJIOK B MOJeli. 5. PO3po6uTy apxiTeKTypHY KOHLEILI0 CUCTeMU Ha 6a3i
nuctpubytusa Kubernetes k3s 3 BUKOpUCTaHHAM MOJIeJli MAIIMHHOTO HaBYaHHS B apaJiurMi TpaHUYHUX
ob6uncneHs (Edge computing) As1s1 MOGIIBHUX areHTIB i3 BUKOpUCTaHHSIM mesh-mepex. 6. [IpoBecTu OLiHKY
eeKTUBHOCTI BUKOpPUCTaHHS 6e31poToBoi Mesh-mepesxi ais ninsuineHHs GyHKI[IOHATBHOI CTIMKOCTI
posmnoginenoi indpopmauifiHoi cuctemu BriJIA. HaykoBa HOBU3HA OfEep>KaHUX Pe3yJIbTaTiB. Y IIpoLeci TEOPeTUYHUX i
€KCIIEPUMEHTAJIbHUX IOCIIIKEHb Ta MOJIEJIIOBAHHS OJleP>KaHO HACTYIIHI HOBi HayKOBi pe3ysbraTu:l. Briepiue
c(pOPMOBAHO KOHLEMNiI0 TOBHOLIHHOrO iH(OpMaLiliHOTO pillleHHs Ha 6a3i KOHBeepy HellepepBHOI iHTerpatiii i3
MOJKJIMBICTIO IIOCTIFTHOTO JOHABYaHHS, BUCOKOTO PiBHA iHTerpaii Ta aBToMaTusalii 3 BAKOPMCTaHHAM KOMITIOHEHTIB
Kubeflow i nnatdpopmu Kubernetes, 1110 103B0J1sI€ MOKPALIATHU KiJIbKICHY Ta SIKICHY CKJIa[JOBi €KCIIEPUMEHTIB,
3MEHIUIUTY Yac, 3aTPayeHuil Ha OTro MigroTOBKY, Ta MiHIMi3yBaTH IOMUJIKH, CIIPUYMHEHI JIOACHKUM (PAKTOPOM. 2.
Briepiie cipoeKTOBaHO apxiTeKTypHY KOHLEMNLiI0 CUCTeMU Ha 6a3i nuctpubyrusa Kubernetes k3s, mo go3Bosse
epeKTUBHO BUKOpUCTOBYBaTu Mogesi MH B napanurmi rpannynnx o64ucieHs (Edge Computing) i3
BUKOpHUCTaHHIM Mesh-mepex 1151 mo6inbHux areHTiB (BrJIA), o0 popmyloTh c06010 QYHKIIOHATIBHO CTilKY
posmnogineny iHpopmaLiiiHy cuctemy. 3. YIOCKOHAJIEHO MOAEJb MNifABUILEeHHS (QyHKIIOHAIBHOI CTINKOCTI
posnogineHoi inpopmauiiiHoi cuctemu BriJIA 3 BuUKopructaHHsM 6e31poToBoi Mesh-mepesxi nepenadi faHux, mo
I03BOJIMTH MPOTUCTOSITY PaflioeIEKTPOHHMM Ta HIIMM IepelKoaM i rpaloBaTy B aBTOHOMHOMY ab0 HalliB-
aBTOHOMHOMY pexXuMi.IIpakTuuHe 3Ha4€HHS OJIEP>KaHUX PE3YJIbTATiB y rajy3i po3po6KU Ta CTBOPEHHS €(PEKTUBHUX
METO/IiB IOOYLOBU Ta BUKOPUCTaHHS Mogenelt MH nis BriJIA nosisrae B HACTynHOMY: 1. 3alIpONIOHOBaHI
apxiTeKTypHi pimeHHs iHpopMaLifHUX CUCTEM Ta METOJ, MOXKYTb OyTU BUKOPUCTaHI JOCTiIHO-
KOHCTPYKTOPCbKMMU OpraHi3alisiMy Ta Aep>KaBHUMU CTPYKTypamMu 30poiHuX cuil YKpainu [jis peasizatiii
KOHLeNLii “AHaniTyHa cucTtema NigTPUMKU IPUNHATTA pilleHs A1 BriJIA®, mo nokasaHo yepes (PyHKLiOHabHi
mogeni npouecis (AS, TO-BE, SHOULD-BE). 2. Cy4yacni MLOps pimeHnb Ha 6a3i inctpymenTis Kubeflow nms
CTBOPEHHS Ta BUKOPMCTaHHS HaBYaJIbHUX Mojiesieil MH BIIPOBaIpKeHO B JUCHUILTIHY “CUCTEMU MiATPUMKA
IIPUMHATTS pilleHb”. Bucokuii piBeHb aBTOMaTHU3allii Ta iHTerpalii KOMIIOHEHTIB [03BOJIsIE CTBOPUTHU Ta 3aIlyCTUTU
posmnoginexi inpopmauiiiHi cucTemMu, MalIMHHE HABYAHHS, IITyYHUH iHTEJIeKT, MObiJIbHI areHTH, Mesh-mepexi,
6e3nisioTHUN AitanbHUi anapat, MLOps, Kuberentes, Kubeflow, rpannyni o6uncneHHs.

2. The dissertation is devoted to the solution of the current scientific and technical task of developing a
methodology for building and using machine learning (ML) models for mobile agents that act as unmanned aerial
vehicles (UAVs), using an automated pipeline based on Kubeflow using the best practices of the ML concept and



MLOps (Machine Learning and Operation) processes. A strategy for using these models for mobile agents using
Mesh networks, which is part of the described pipeline, is developed. The development of modern information
technologies as data science, data analytics and ML are becoming one of the main tools for solving complex
applied problems in various spheres of activity. ML is one of the methods of Artificial Intelligence (Al), in particular,
the practical implementation of its capabilities by creating algorithms for identifying patterns during the analysis
of big data, and their further use for self-learning. This issue is especially relevant in the context of the study of
UAV warfare with the help of Al as an option for giving the military a tactical advantage over the enemy and
reducing the risk to human lives. Using ML with Al algorithms, UAVs can quickly identify threats, respond to them,
conduct surveillance and reconnaissance. Considering the above, conducting research on the development of a
new method with the use of integrated ML and Al in controlling the combat tactics of UAVs that is resistant to
radio-electronic interference is currently an urgent task. To achieve the goal set in the work, it is necessary to
solve the following separate research tasks: 1. to analyze the current state of development of ML and Al with the
possibility of their application in UAVs. 2. investigate the possibilities of using modern MLOps solutions to improve
the development processes of information systems of the ML in the context of Kubeflow tools. 3. develop a model
for building and applying ML with the possibility of continuous training, which is achieved by a high level of
integration and automation of the pipeline using Kubeflow components and the Kubernetes platform. 4.
Experimentally check the results of operating the model in the Kubeflow arsenal using such improvement factors
as speed of development, implementation of changes, reduction of time to search for problems, recovery after
global interruptions, reduction of the number of errors in the model. 5. Develop an architectural concept of the
system based on the Kubernetes k3s distribution using a machine learning model in the edge computing paradigm
for mobile agents using mesh networks. 6. to evaluate the effectiveness of using a wireless Mesh network to
increase the functional stability of the distributed information system of the of the UAV. Scientific novelty of the
obtained results. In the process of theoretical and experimental research and modeling, the following new
scientific results were obtained: 1. The concept of a full-fledged information solution based on a continuous
integration pipeline with the possibility of continuous training, a high level of integration and automation using
Kubeflow components and the Kubernetes platform was formed, which allows to improve the quantitative and
qualitative components of experiments, reduce the time spent on its preparation, and minimize errors caused by
the human factor. 2. The architectural concept of the system based on the Kubernetes k3s distribution was
designed, which allows the effective use of ML models in the paradigm of edge computing (Edge Computing) with
the use of Mesh-networks for mobile agents (UAVs), which form a functionally stable distributed information
system. 3. The model for increasing the functional stability of the distributed information system of UAVs using a
wireless Mesh-network of data transmission has been improved, which will allow to resist radio-electronic and
other interferences and work in autonomous or semi-autonomous mode. The practical significance of the
obtained results in the field of development and creation of effective methods of building and using ML models for
UAVs is as follows: 1. The proposed architectural solutions of information systems and the method can be used by
research and development organizations and state structures of the Armed Forces of Ukraine to implement the
concept “Analytical decision support system for UAVs”, which is shown through functional process models (AS,
TO-BE and SHOULD- BE). 2. Modern MLOps solutions based on Kubeflow tools for the creation and use of
educational models of ML are implemented in the discipline “Decision support systems”. A high level of automation
and integration of components allows you to create and run a test model in a relatively short time, but without
reducing the quality of its work and reliability. Key words: distributed information systems, machine learning,
artificial intelligence, mobile agents, Mesh networks, unmanned aerial vehicle, MLOps, Kuberentes, Kubeflow, Edge
Computing
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