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Pedepar/anoTamis:

1. B ymoBax un¢poBoi TpaHcpopmallii Ta CTPIMKOrO PO3BUTKY iH(POPMaLiHUX TEXHOJIOTIN 3a0€3l1€4EeHHS 3aXUCTY
iHpopmaniitHO-KOMYHIKALiTHUX CUCTEM CTa€ OHI€I0 3 KJIIIOYOBUX CKJIQOBUX HALIIOHAJIbHOI O€3I1eKH 1eP>KaBU.
Oco00611BOr0 3HaUeHHs HabyBae Mpobdyiema 3abe3redyeHHs CTiKoro (pyHKLiOHYBaHHS KPUTUYHOI iHPpaCTpyKTypH,
OCKIiJIbKY Bif ii HafiiHOCTI 3a/1€XKUTh CTabiNIbHICTh €KOHOMIKH, 6e3I1eKa HaceJIeHHs! Ta 6e3MepepBHICTb HAJJaHHS
SKUTTEBO BKJIMBUX ITOCJIYT. B3a€MO3B'SI13KM MiXK 06'€KTaMy KPUTUIHOI iHpacTpyKTypu (POPMYIOTh B3aEMO3AIEKHI
KpUTWYHI iHPPaACTPYKTYPH, 10 O6YMOBJIIOE MO>KJIMBICTh BUHUKHEHHS KaCKaiHUX e(deKTiB y pasi HopyLIeHHS
(YHKLIOHYBaHHS OKPEMUX €JIEMEHTIB. Y TaKMX YMOBAaX 3pOCTa€ CKJIANHICTh OLIiHIOBAaHHS CTaHy CUCTEM Ta
IIPUMHATTS OOIPYHTOBAHUX pillleHb MO0 3a0€3MeYeHHS iX 3aXUIEeHOCTi. AHaJIi3 Cy4aCHUX HAYKOBUX JOCJiIKEHb
[I0Ka3aB, 10 iCHYIOYi MigX041 10 OLiHIOBaHHS e(EeKTUBHOCTI Ta 3aXUIeHOCTi iHPpopMaliiHO-KOMYyHIKaL[iHUX

CHCTEM He ITI0BHOIO MipOI0 BPaXOBYIOTh B3a€MO3aJIEKHOCTI MDK 00'€KTaMyu KpUTUYHOI iHPPaCTPYKTYpH, JUHAMIKY



3MiHM iX CTaHiB, BIJIUB iHIUEHTIB, a TAKOK B3a€EMO3B130K PU3UKY, HAIIMHOCTI Ta CTIMKOCTi B yMOBax 0OMEXXeHUX
pecypciB. Y 3B'S13Ky 3 LIUM yIOCKOHaJIEHHSI METO/iB OL[iHIOBaHHS e(peKTUBHOCTI QyHKI[IOHYBaHHS Ta 3aXUIIEHOCTI
iHpopmaliiHO-KOMYHIKalillHUX CUCTEM KPUTUYHOI iHPPACTPYKTYPH € aKTyabHOIO0 HAYKOBO-TEXHIYHOIO 33/1a4€l0.
Mertolo nucepTaliiHoi pob0TH € PO3POO6JIEHHS METO/IB OLiHIOBAaHHS €(DEKTUBHOCTI Ta 3aXUIE€HOCTI
iHpopMmaliiiHO-KOMYHIKaLlifHUX CUCTEM KPUTUYHOI iHPPACTPYKTYPH [ep>KaBU IJ1s1 MiATPUMKA IPUNHSTTS
OOIPYHTOBAHUX pillleHb 00 3a6e3edeHHs iX cTasoro GyHKIiOHYBaHHS B YyMOBaX 0OME>KEHOCTI pecypciB.
HaykoBa HOBU3HA OJI€P>KaHUX PE3YJIbTaTiB [0JISIra€ y HACTYITHOMY: O YJOCKOHAJIEHO METOJ, OL[iHIOBaHHS
e(eKTUBHOCTI PYHKLIOHYBaHHS CUCTEM 0€3IEKU B3a€MO3aJIEKHUX KPUTUYHUX iHPPACTPYKTYP, 32 PaXyHOK
BUKOPUCTAHHS TpadOBOTo MOJAHHS B3aEMO3aJIEKHOCTEN 00’€KTIB, MapKiBChbKUX i HAMliBMAPKiBChbKUX MPOIECIB
MOJeJIIOBaHHS CTaHiB, 10 3a6e31euye OLiHIOBaHHS IMOBIpHICHUX XapaKTE€PUCTHK (PYHKLIIOHYBAaHHS CUCTEMU Ta
OOI'PYHTYBaHHS PO3MOiNy iHBECTHULIN y 3a0e3MeYeHHs] 6e311eKU 00'€KTiB KPUTUYHOI iHPPaCTPYKTYpH. O
yIOCKOHAJIEHO METOJ], OL[iHIOBAHHSI BIIJIMBY iHLIMIEHTIB HA PiBE€Hb 3aXUILEHOCTi iHpOpMaLiiHO-KOMYHIiKaLiTHIX
CHCTEM KPUTUYHOI iHPPaCTPYKTYpH, SIKUH 32 paXyHOK dopmasiizallii B3aeMO3B's13Ky MK XapaKTepuCTUKaMU
iHIMIEHTIB Ta NapaMeTPaMU CTaHy CUCTEMHU, a TAKOXX BUKOPUCTAaHHS BaroBUX KoeillieHTiB iX BIJIUBY, J03BOJISIE
KUJIbKiCHO BPaxOBYBaTH BIUIMB iHIUEHTIB HA iHTErpa/IbHUM NTIOKA3HUK 3aXUIIEHOCT] Ta OLIIHIOBATY 3araJIbHAN CTaH
(PYHKIIOHYBaHHS CUCTEMHU; 0 OTPUMAB MOJAJIBIIOTO PO3BUTKY METOZ, MiIBUILILEHHS PiBHS 3aXUIIEHOCTi KpUTUYHHUX
iHopmaLiiiHuX iIHPPaCTPYKTYP, KU 3aBIsKu ¢popmaisaliii BBa€MO3B'I3KiB MK PUBUKOM, HAZiIHICTIO Ta
CTIiMKICTIO, BUKOPMCTAHHIO IHTErPAJIbHOI'O MOKa3HMKA PiBHS 3aXUILEHOCTI Ta BpDAXYBaHHIO TEXHIYHUX i
OpraHi3alifHuX (PaKToPiB, Jae MOXKJIMBICTb 37 ICHIOBATH KOMIJIEKCHE OLiHIOBaHHS CTaHy CUCTEMHU, IPOTHO3YBAaHHS
BILJIMBY 3arpo3 i ONTUMi3allilo cTpaTeriil MifgBuIeHHs CTiIKOCTi B yMOBax 06MekeHUX pecypciB. [IpakTuyHe
3HAUEHHS OJlep’KaHUX pe3ysbTaTiB. OTpUMaHi B IUCEPTAalliliHiil poOOTi pe3yabTaTy MOXYTb OYyTU BUKOPUCTAaHI y
cepi iHpopMaLiTHMX TEXHOJIOTIH 1151 OLiHIOBaHHS, IPOTHO3YBAHHS Ta 3a0€3MI€YEHHS CTAJIOTO (PYHKLIOHYBAHHS
iHpopmaniitHO-KOMYHIKaliTHMX CUCTEM 00'€KTIiB KpUTUIHOI iIHPPACTPYKTypU B YMOBaX AECTPYKTUBHUX BILJIUBIB.
[TpakTUyHa LiHHICTb POOOTU MOJISATA€ Y TAKOMY: 0 CPOPMOBAHO MIPAaKTUYHi peKOMeHZallii 111040 palioHalbHOIO
posIoziny iHBeCTULIi! Ta PECYPCiB 3 ypaxyBaHHSIM HasiBHUX OOMEXEHbB; 0 PO3POOIEHO METOIUKY OLiHIOBAaHHS
BILJIVBY iHIJUEHTIB, 110 JO3BOJISE€ BPAaXOBYBATH iX HACIIAKY NIPY NIPUMHATTI PilllEHDb MO0 YIIPABJIiHHA
(dyHKIiOHYBaHHSIM iHPOpMaliliHO-KOMYHIKaLiliHUX CUCTeM; O po3pobJieHO ITporpaMHe 3abe3redeHHs, sKe
3abe3rnevye KOMIIJIEKCHE OLIiHIOBaHHSI CTaHy iHPOpMaliliHO-KOMYHIKaL[ilfHUX CHCTeM, IPOTHO3YBaHHS BILIUBY
3arpos, a TaKoXX C(pOPMOBAHO IIPAKTUYHI peKOMeHAAllii o0 BUOOPY PaLliOHAIbHOI CYKYITHOCTI OpPraHi3aliiHuX i
TEeXHIYHUX 3ax0[1iB QYHKIIOHYBaHHS 00’ €KTiB KPUTUYHOI iHPopmaniitHoi iHdpacTpyKTypu. 0 pe3yabTaTy guceprariii
BIIPOBAKEHI i BUKOPUCTOBYIOThCA ¥ HistmpHOCTI TOB «AxxonSoft» Ta y HIJI npotupii Kibep3arposam aBiallifiHOi
ranysi KAI g5 BUpilneHHs IPUKJIAAHUX 3aBJaHb 3a0€3I1€4€eHHSI CTaIoro (PyHKLIOHYBAaHHS iHpOpMaLiliHO-
KOMYHiKaliiHux cucteM. KI04oBi €10Ba: KpUTUYHA iHPPACTPYKTYpa, 06'€KT KPUTUUHOI iHPpacTpyKTypH,
iHdopmaniitHo-KOMYHiKalliliHi cucTeMH, B3aeMO3aJIeXKHI KpUTHYHI iHppacTpyKTypy, Kibep3arposu, kibepoesmeka,
CTilKiCTBb, KiGEPCTINKICTb, MEpPEKEBa CTiMKICTh, OL[iHIOBAaHHS €(EKTUBHOCTI, [I0Ka3HUKU €(PEKTUBHOCTI, pU3UK,
HAMiMHICTb, JOCTYIHICTD, IHIUIEHTU.

2. In the context of digital transformation and the rapid development of information technologies, ensuring the
security of information and communication systems is becoming one of the key components of the national
security of the state. Ensuring the resilient functioning of critical infrastructure is of particular importance, since
the stability of the economy, public safety, and the continuity of vital services depend on its reliability.
Interconnections between critical infrastructure objects form interdependent critical infrastructures, which
creates the possibility of cascading effects in the event of disruption of the functioning of individual elements.
Under such conditions, the complexity of assessing the state of systems and making informed decisions regarding
their security increases. An analysis of current scientific research has shown that existing approaches to assessing
the effectiveness and security of information and communication systems do not fully take into account the
interdependencies between critical infrastructure objects, the dynamics of changes in their states, the impact of
incidents, as well as the interrelationship between risk, reliability, and resilience under resource constraints. In
this regard, improving methods for assessing the effectiveness of functioning and security of information and



communication systems of critical infrastructure is a relevant scientific and technical task. The aim of the
dissertation is to develop methods for assessing the effectiveness and security of information and communication
systems of the state critical infrastructure to support informed decision-making aimed at ensuring their
sustainable functioning under resource constraints. The scientific novelty of the obtained results is as follows: o the
method for assessing the effectiveness of functioning of security systems of interdependent critical infrastructures
has been improved through the use of a graph-based representation of object interdependencies and Markov and
semi-Markov processes for state modeling, which enables the assessment of probabilistic characteristics of system
functioning and substantiation of the allocation of investments in ensuring the security of critical infrastructure
objects; o the method for assessing the impact of incidents on the security level of information and communication
systems of critical infrastructure has been improved, which, through the formalization of the relationship between
incident characteristics and system state parameters, as well as the use of weighting coefficients of their impact,
makes it possible to quantitatively take into account the impact of incidents on the integral security indicator and
assess the overall state of system functioning; o the method for increasing the security level of critical information
infrastructures has been further developed, which, through the formalization of the relationships between risk,
reliability, and resilience, the use of an integral security level indicator, and consideration of technical and
organizational factors, makes it possible to perform a comprehensive assessment of the system state, predict the
impact of threats, and optimize strategies for increasing resilience under resource constraints. The practical
significance of the obtained results. The results obtained in the dissertation can be used in the field of information
technologies for assessing, forecasting, and ensuring the sustainable functioning of information and
communication systems of critical infrastructure objects under destructive impacts. The practical value of the
work is as follows: o practical recommendations for the rational allocation of investments and resources taking into
account existing constraints have been developed; o a methodology for assessing the impact of incidents has been
developed, which makes it possible to take into account their consequences when making decisions regarding the
management of the functioning of information and communication systems; o software has been developed that
provides a comprehensive assessment of the state of information and communication systems and forecasting of
the impact of threats, and practical recommendations have also been developed for selecting a rational set of
organizational and technical measures for the functioning of critical information infrastructure objects; o the
dissertation results have been implemented and are used in the activities of LLC “AxxonSoft” and the Research
Laboratory for Countering Cyber Threats in the Aviation Industry of KAI to solve applied tasks of ensuring the
sustainable functioning of information and communication systems.
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