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1. OpraniszanifiHo-1IpaBoOBi 3acaayu GOpMyBaHHS Ta peaisalii my6sivyHoi NoMiTUKY NPOTUAil iHdpopMaLiiHOMY
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Pedepar:

1. Y nuceprauii TeOpeTUYHO OGI'PYHTOBAHO HAINPSIMU BIOCKOHAJIEHHS OpraHizallifiHO-IIPaBOBUX 3acaj, GOpMyBaHHS
Ta peanisaljii ny6siqyHoi NoNiTHKY NPOTUAii iHpopMalLiiiHOMy Tepopu3My B YKpaiHi. Y3arajbHeHO TEOPETUYHI
3acagy NOCIiIPKEeHHS My0JIiYHOI OJIITUKY NIPOTUiI iHpOpMalLitHOMY TepOPM3MY Y HAyKOBil JlitepaTypi. Poskpuro
crienudiky 31iliCHEHHS MOJITUKY NPOTUZAIi iHpopMaLiiHOMYy TEPOPU3MY B YMOBax Cy4aCHUX I[7100aJIbHUX BUKJIMKIB
Ta 3arpos, 1o [oJIsirae y HeoOXiHOCTI aKyMYJIIOBaHHSI 3yCUJIb i3 3abe3reyeHHs iHpopmaliiiiHoi 6e3rexu, IOCUJIeHH]
MIXKHAPOJHOI BiJIOBiAANIBHOCTI I€P>KaB 32 BUKOHAHHS 3000B's13aHb i IPOLIelyp MUPHOTO BPETYJIIOBAHHS
indopmauiitHux 3arpo3. JJoBeeHo, o NpoTUis iHPpopmMaLiliHOMy TEPOPU3MY, SIK OJIHA 3i CKJIaJOBUX

LIMBiJi3aliiHOTrO MPOLECY, Ha MDKHAPOJHOMY PiBHi IOBMHHO MaTy CKOOIIEPOBAHY aHTUTEPOPUCTUYHY HisIJIbHICTD



SIK MiJCUCTEMY Hal[iOHAJILHOI Ta MDKHApOIHOI cucTeM 6e3neKu. PO3KpUTO 3MiCT OpraHisaliiHMX Ta MPaBOBUX
MexaHi3MiB npotuaii iHpopmarifiHomy Tepopusmy B YKpaiHi, a TaKOX [IpoaHasi30BaHO 3apyODKHUM LOCBIT,
oprasizalifflHOro Ta 3aKOHO[IaBYOTr0 3a0e3Me4YeHHs i QyHKIiOHYBaHHS HallioOHAJIbHUX CUCTEM IIPOTUAIi
iH(popMaLiTHOMY TEpOPU3MY 3a1J1s1 MOKJIMBOCTI I0r0 3aCTOCYBaHHS1 Y BITYM3HSIHIN lepKaBHO-YIIPaBJIiHCKIl
npakTuli. OCHOBHMMU HalpsAMaMy PO3BUTKY OPraHis3aliiHOrO MEXaHi3My BU3HAYEHO MiBUILIEHHS PiBHS
TOTOBHOCTI CHUJI i 3aC06iB Cy0'€KTiB 60pOTHOU 3 TEPOPU3MOM, OpraHizalis epeKTUBHOI MiXKBiZIOMYOi B3aeMOii Mix
cy6’ekTamy 60POTHOU 3 TEPOPU3MOM i KOOPJIUHYIOUMM OPraHOM Ta 3a6€31e4eHHs JieBOr0 MOHITOPUHTY 3arpo3
TEPOPUCTUYHOTIO CIIPSIMYBAaHHA i IPOTHO3yBaHHA BiATIOBIIHMX PU3MKIB, @ TAKOX IIPOBEAEHHS IIOCTIMHO AII0YNX
KOMaHHO-IITAa0HUX i TAKTUKO-CIIeLliaJIbHUX HaBYaHb i TpPeHyBaHb. Bu3HaueHo, 1110 [IpaBOBUII MeXaHi3M J03BOJIsIE
CHACTEMaTU3yBaTH I0pUIAYHI 3ac00M IIPAaBOBOTO BILJIMBY Ha CYCIIiJIbHI BiJHOCMHU, BUBHAYUTH MicClie i poJib TOTO YU
IHIIOTO IOPUIMYHOrO 3aCO0y y TPaBOBOMY I0JIi CycHinbCTBa. [IpoananizoBaHo 3apybiXHMI TOCBiA ineHTrdikarii,
CTaHJapTH3aLii Ta 3aXUCTy 006'€KTiB iHppacTpyKTypu. Lle nano migcraBy 3po6uTy BUCHOBOK, LIO Jliiepamu B Lif
cepi € yrpapiiHCchKi Ta BificbkoBi cTpykTypu CIIA i HATO, siki He sinile afieKBaTHO pearyoTh Ha icHyoui
Hebe3IeKy, a 1 31ilICHIOIOTh IPOrHO3YBaHH 3arpo3. CaMme TOMy L€l LOCBiJ, MOXKe OyTU BUKOPUCTaHUI y Ipoleci
pedopMyBaHHS epKaBHO-YIIPaBIiHCbKOI MPAKTUKU YKpaiHU y cepi 3abe3nedeHHs iHpOopMaLifiHOiI 6€3EKNU.
Po3pob6seHo npomno3ulii momo aganTanii MbDKHapogHOTO OCBiAY YIIPaBIiHHS CUCTEMOIO aHTUTEPOPUCTUYHOL
6e3reky, 1110 10JIsIrae B yJ0CKOHaNeHHi pOpM i CIocob6iB pearyBaHHsI Ha TEPOPUCTUYHI aKTH Ta MeXaHi3My
MIXKBiOMY0i B3aeMogii MK IiApo3aisiaMu CIleliaIbHOro NPU3HAY€HHS CKJIAIOBUX CEKTOPY O€3I1eKH i 060pOHU
YKkpainu. BusHaueHo npioputeTHi HanpsMu GOPMYBAHHS Ta peasidallii y6J1i4HOI O TUKY NPOTUAil
indopmarliitHoMy Tepopu3My B yMOBax 30poiiHOro KoHGIikTy Ha Cxozi YKpaiHu, B OCHOBI SIKMX Mae 6yTu

o6y j0oBaHa KOHLEMLis AE€P>KaBY, CIIPSIMOBAaHA Ha 00'€JHaHHSI 3yCUJIb BCIiX CKJIaJIOBUX CUCTEMHU IEP>KAaBHOTO
VIPaBJIiHHS MO0 NpoTugii npomy penomeny. CpopMOBaHO OCHOBHI 3aBIAHHS CTPATETil peasisauii my6siyHoi
iHdopmaniitHoi nosiTHKK YKpaiHy 1010 OKYIIOBaHUX i 3BiIbHEHUX TEPUTOPIiN Ha OCHOBI iHpOpMaLiliHOI
peiHTerpallii okpeMux perioHiB JloHeLbKoi i JIyrancbkoi obsacteil, yTBEpIKEHHS JIETiTUMHOCT] yKpaiHChKOi Bi1agu
Ta (OPMYBaHHS AaTPIOTMYHO HAJIAIITOBAHOIO IPOYKPAiHCBKOIO HACEJIEHHS, SKe TIOB'SI3y€ CBOE€ MallOyTHE 3
YKpaiHoto. 3anIpOIIOHOBAHO NEPCIEKTUBHY MOZEJb CEKTOPY Hal[iOHAJIbHOI 6e311eKu 3 MpoTufii indpopmauitHomy
TEPOPU3MY, 5K OJIMH i3 IPIOPUTETHUX HANIPSIMKIB PO3BUTKY BITUM3HIHOTO aHTUTEPOPUCTUYHOTO MEXAHIi3MY, IO B
CBOIO Uepry MigBUIINATL e(PEKTUBHICTb 3ab6e3edeHHs iHpopMallifiHoi 6e3neky Ykpainu. Koopaunyoda posb
BKa3aHOI MOJieJli HAJIEXKUTh AHTUTEPOPUCTUYHOMY LieHTpY npu Ciyx6i 6e3nexku YKpaiHu. Briepiue 3anpornoHoOBaHO
IIOITIOBHUTU 3aKOHOZIABYE I10JI€ KPAiHU MOHATTSIM «yIPaBJIiHCbKA JIAHKA JEPKaBHOTO MEXaHi3My NPOTU.ii
iHpopmaliiiHOMy TEpOPU3MY» SIK CKJIaJIOBOi J€p>XKaBHOI'O MeXaHi3My NPOTHUZIi 1IbOMY SIBUILY, 3aBJAHHSIM SIKOTO €
KOOpAMHALis NisJIBHOCTI Cy0'€KTiB 3a0e3ledeHHs iHpopmaliiiHOi 6e3MeKu Mif, yac CUTYyalill 3 03HaKaMu
iHdopmaliitHOro TepopusMy Ta BUPOOJIEHHS HUM NPOIO3ULIiil BiiMOBIAHKX YIIPaBliHCbKUX pilleHb. Ki104oBi cyoBa.
Jep>kaBHe yIpaBJiiHHS, [1y6JiyHa M0JIiTHKA, HallioHAJIbHA 6e3IeKa, rio6anisallis, ribopyuiHa BiliHa, 3arposy,
TepopusM, iHpOpMaLiliHNI TEPOPU3M, YIIPaBIiHChKA JIaHKA JIEP’KaBHOTO MEXaHi3My NPOTULii iHpopmMaLiiHOMy
TEPOPU3MY.

2. In the dissertation, the directions of improvement of organizational and legal bases of formation and realization
of public policy of counteraction to information terrorism in Ukraine are theoretically substantiated. Theoretical
bases of research of public policy of counteraction to information terrorism in the scientific literature are
generalized. The specifics of the implementation of information counter-terrorism policy in the context of modern
global challenges and threats, which is the need to accumulate efforts to ensure information security,
strengthening the international responsibility of states for the implementation of obligations and procedures for
peaceful settlement of information threats. It is proved that the fight against information terrorism, as one of the
components of the civilization process, at the international level should have cooperative anti-terrorist activities
as a subsystem of national and international security systems. The content of organizational and legal mechanisms
of counteraction to information terrorism in Ukraine is revealed, and also foreign experience of organizational and
legislative maintenance and functioning of national systems of counteraction to information terrorism for a

possibility of its application in domestic public administration practice is analyzed. The main directions of the



development of the organizational mechanism are to increase the level of readiness of forces and means of
counter-terrorism actors, to organize effective interdepartmental cooperation between counter-terrorism actors
and the coordinating body, and to ensure effective monitoring of terrorist threats and forecasting of relevant risks.
command-staff and tactical-special exercises and training. It is determined that the legal mechanism allows
systematizing legal means of legal influence on public relations, to determine the place and role of a legal remedy
in the legal field of society. The foreign experience of identification, standardization, and protection of
infrastructure objects is analyzed. This led to the conclusion that the leaders in this area are the management and
military structures of the United States and NATO, which not only adequately respond to existing dangers, but also
carry out threat forecasting. That is why this experience can be used in the process of reforming the public
administration practice of Ukraine in the field of information security. Proposals have been developed to adapt the
international experience in managing the anti-terrorist security system, which is to improve the forms and
methods of responding to terrorist acts and the mechanism of interagency cooperation between special units of
the security and defense sector of Ukraine. The priority areas of formation and implementation of public policy to
combat information terrorism in the armed conflict in eastern Ukraine, which should be based on the concept of
the state, aimed at uniting the efforts of all components of public administration to combat this phenomenon. The
main tasks of the strategy of implementation of public information policy of Ukraine on the occupied and liberated
territories on the basis of information reintegration of certain regions of Donetsk and Luhansk regions, affirmation
of the legitimacy of the Ukrainian government, and formation of patriotic pro-Ukrainian population connecting its
future with Ukraine are formed. A promising model of the national security sector to combat information
terrorism has been proposed as one of the priority areas for the development of the domestic anti-terrorism
mechanism, which in turn will increase the effectiveness of information security in Ukraine. The coordinating role
of this model belongs to the Anti-Terrorist Center of the Security Service of Ukraine. For the first time, it is
proposed to supplement the legislative field of the country with the concept of "management link of the state
mechanism of counteraction to information terrorism" as a component of the state mechanism of counteraction to
this phenomenon. Keywords. Public administration, public policy, national security, globalization, hybrid war,
threats, terrorism, information terrorism, management of the state mechanism for combating information
terrorism.
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