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V. BizomocTi npo gucepraniio
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Tema gucepranii:
1. IHpopmaliiiiHa TeXHOJIOrisl pO3Mi3HaBaHHS MEPEKEBUX IaHUX IHTEPHET Ha OCHOBI reHepaTUBHUX

HEMPOMEPEXKEBUX MOLETIEN

2. Information technology of learning and classification of Internet packet traffic data based on generative neural
models

Pedepar:

1. Y po6oTi IpoBejeHO AOCIIPKEHHS], TEOPETUYHE OO PYHTYBaHHS, PO3POOKY, IPOrPaMHE BUKOHAHHS Ta
€KCIIEPMMEHTAJIbHY [1ePEBiPKy METO/IiB HABYaHHS PO3IIi3HABaHHS KJIACIB JAHMX MAKeTiB Tpa@iKy IHTEepHET Ta iHmuMX
TUIIIB 3 JAaHMMU HaBYaHHS MiHIMasbHOTO OOCSTY Ha OCHOBI CTPYKTYPH LIiIbHOCTI reHepaTUBHUX IIPeCTaBIeHb
IQHUX Ta 3a[IPOIIOHOBAHO iH(OpPMaLliliHy TEXHOJIOTiI0 OOPOOKU JaHUX Ta HAaBYaHHS MAIIMHHUX CUCTEM Ha OCHOBI
CTPYKTYpH IIiJIbHOCTI TeHEPATUBHUX [IPEICTaBJI€Hb. Y TEOPETUYHIN YACTUHI pOOOTH IOCIiIKYBAINACS METOAU
CTBOPEHHS iH(POpMATUBHMX reHEPATUBHUX IIPEACTABIEHb Ta JOBEIEHO TEOPEMY IIPO KaTeropr3aliiio B
reHepaTUBHUX NPeCTaBIeHHSIX, IO JIESKUTh B OCHOBI METO/IiB HaBYaHHS 3 MiHiMaJIbHUMU HabOpaMu BiToOMUX
IAaHUX, 3alIPOIIOHOBAHMX Yy po6oTi. Ha mifcraBi pe3ysbTarTiB TEOPETUYHOI YaCTUHY Ta OIJISIY CYYaCHUX METO/IB Ta
MOJeJIell HABYaHHS WITyYHUX CUCTEM, 3alIPOIIOHOBAHI METOI HABYAHHS 3 BUKOPUCTAHHSIM HEKOHTPOJILOBAHOI

reHepaTUBHOI CTPYKTYpH (J1aHAmadTy LIiyIbHOCTI) IIpeCcTaB/leHb JaHUX [HTepHET: MeTOJ, BUSIBJIEHHS XapaKTepHUX



TUMIB JaHUX 6€3 BUMOT BiIOMUX JaHUX; Ta METOJ, iTEpaTUBHOTO HaBYaHHS HAa FreHEPaTUBHOMY JlaHAmadTi 3
MiHIMaJIbBHIMU Hab60OpaMy HaBYAJIbHUX JAHUX, 10 KiJIbKOX 3pa3KiB. Ha OCHOBI pe3ysbTaTiB TEOPETUYHUX JOCTiIKEHb
Ta €KCIIEPUMMEHTAaJIbHOI [1IepPEBipPKY 3aIIPOIIOHOBAHUX METO/IiB 3alIPOIIOHOBAHO iH(pOpMalliliHy TEXHOJIOTiI0 HaBYaHHS
3 BUKOPUCTAaHHSIM HEKOHTPOJIbOBAHOI T€HEPATUBHOI CTPYKTYPH (JaHAIA(Ty MibHOCTI) MPECTABIIEHb, SIKA 3'€IHy€E
006pOOKY JaHUX, HAaBYAHHSI T€HEPATUBHUX MOJieJIell Ta BUSIBJIEHHS iHPOPMaLIiiHOI CTPYKTYpHU JAHUX Y € AUHUIA
Ipoliec, SKU MO>Ke 3aCTOCOBYBATHUCS 3 JaHMMU Pi3HUX JKepeJt Ta TUIliB. Pe3yabTaT poO60TH MigTBEPIKYIOTCS
PETEJbHUM aHaJli30M TEOPETUYHUX OCHOB, JOCKOHAJILHOIO €KCIIEPUMEHTAJIbHOIO NTEPEBIPKOIO Ta PeLleH30BaHUMU

ny6JiKalissMy B yKpaiHCbKUX Ta MDKHAPOJHUX HAaYKOBUX BUJIAHHSIX.

2. In the thesis, a research into theoretical foundations of unsupervised generative learning, architecture of
generative models, design and development, implementation and experimental verification was carried out to
propose and verify methods and an information technology of training machine intelligence systems with minimal
sets of known data based on generative density structure (landscape) of informative representations created by
generative models in the process of unsupervised training with minimization of generative error. Developing such
methods is an essential challenge in a number of critical applications including analysis and classification of data in
computer networks and Internet. As was established in a number of studies, applying conventional methods with
standard sets of training data can affect generality and accuracy of methods in practical applications where data in
the networks differs significantly from the sources of training data. The proposed methods are based on the
informative structure of unsupervised generative representations produced with models of generative self-
learning that do not require known data to produce. Completely unsupervised methods of determination of
generative structure of informative representations proposed and verified in the thesis can produce additional
essential information about the input distributions to a learning model and allow to significantly reduce the
requirement for known data to achieve confident learning of both externally known classes and the common
general types or “natural concepts” in the data, offering a natural solution to the identified challenges in the stated
problem of Internet traffic classification. In the theoretical part of the thesis, methods of creating informative
generative representations were investigated and a theorem of categorization in generative representations
proven under a number of identified conditions. The theorem establishes a theoretical foundation for introduction
and definition of methods of learning characteristic types (native concepts) and known classes of Internet packet
data with minimal sets of training samples based on the density cluster structure in the latent distributions of data
proposed and developed in the thesis. The methods use the cluster structure of density distributions in the
informative low-dimensional generative representations of Internet packet data, created in the process of
unsupervised generative learning to produce latent samples associated with natural concepts or a known classes
of interest and construct classifiers of classes and natural concepts with improved accuracy results and reduced
dependency on the significant amounts of training data. The proposed approach has a number of essential
advantages compared to conventional supervised methods of machine intelligence, including: flexibility, in
learning specific classes and concepts of interest without the constraints of confident knowledge of the complete
conceptual structure of the data; the ability to learn iteratively, starting with minimal known samples (down to a
handful of samples) and improve learning results when new data becomes available without full retraining of the
generative model; massively reduced requirement for prior known training data; and, in a strong correspondence
to the stated problem of the thesis, reduce to the minimum the dependence of the learning success on the source
of training data via employing natural generative structure of the latent distributions of the data in the network. As
well, the proposed methods have interesting parallels to learning of biological systems that is characterized by
flexibility and ability to learn successfully with minimal data as and when it becomes available. On the base of
methods proposed and verified in the thesis, the information technology of minimal sample learning based on
density structure (landscape) of informative generative representations was developed. The technology combines
the stages of: data processing; selection and training of generative models in an unsupervised process;
determination of the density structure of latent representations and learning based on the identified generative
structure (landscape) of generative representations into a single information process that can be generalized and
extended to data of different types and origin in different domains and problem areas. The results of the thesis are



supported by a thorough review of the theoretical foundations of the problem and the existing approaches in
Internet data analysis and classification, comprehensive design of the models based on solid theoretical
foundations, extensive and comprehensive experimental verification; presentation and positive acceptance of the
results by the research community at international and Ukrainian scientific conferences and seminars;and peer-

reviewed publications in Ukrainian and international scientific literature.
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