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Pedepar:

1. Posrnspaerscs iHpopMaliiHO-Kepyioda Ta 00YMCIII0BaIbHA Mepeska KPYITHOTO BUPOOHMNYOrO MiANpreMCTBa 3
MHOXUHOIO TepiTopiasibHO po3noineHux ¢iniit. Juceprariifina pob6oTa npucBsiYeHa CTBOPEHHIO arlapaTHO-
[IPOrpaMHUX METOJiB ONTHUMI3allii AUCLUIIIIH 0OCIyTOBYBAaHHS ONE€PaALliiHAX CUCTEM PEAIbHOTO 4acy, 3aXUILEeHO]
06pOOKU MO y PO3NOIIIEHUX ONepaLiiHUX CUCTEMAX KOMITIOTEPHUX MEPEX 3 PisHUMU Qi3NYHUMU KaHAJIaMuU
nepepayvi. KoMm'torepHa Mepeska sIK HeBiJl' eMHa YaCcTHHA Cy4aCHOTO poOOTHU30BaHOrO MiAIpUEMCTBA Ipae
HaMBaKJIMBIIY POJIb B KEPYBAHHI IPOLIECOM BUPOOHMIITBA B 1IiJIOMY, Y3TrOJIK€HHSI YaCOBUX IIapaMeTpPiB OKPEMUX
110r0 JIaHOK, CMHXPOHi3allii BUpOOHNYMX, JIOTICTUYHUX Ta iHIIMX 3aBIaHb. BinNoBifHO, NporpaMHe 3abe3neyeHHs
(T13) BupOOGHUYOTO MifIIPUEMCTBA Ma€e CBOi crienndivyHi 0CO6IMBOCTI, He TpuTaMaHHi [13 3arajJibHOTO NPU3HAYEHHS.
Y po6oTi PO3IJIsIHYTI METOAM aHaJli3y I MOHITOPUHTY KJII0YOBOTO €JleMeHTy BUpoOoHU4oro 13 - onepauiiiHoi
CHACTEMU peasnbHOro yacy. OcobuBy yBary MpUiJIeHO ONepaliiHUM CUCTEMaM XOPCTKOTO PeayIbHOro yacy. 3a
pe3yJIbTaTaMu OIPallOBaHHS BEJIMKOTO OOCATY CTaTUCTUYHOrO MaTepiany [13 3arajibHOToO Npu3HadeHHs Ta

BHUpoOHKYoro 13 BUnisIeHO OJIMH 3 KJII0YOBUX I1apaMeTpiB PyHKLIOHYBaHHS BUpOOHUYOro I13 — TosiepaHTHICTb 1O



3aTPUMOK 3BE€PHEHb 10 NTaMOSITi. BCTaHOBJIEHO, 10 TOJIEPAHTHICTD IO 3aTPUMOK 3B€DHEHb [I0 MTAMOSITI

00U CIIIOBAILHOTO [IPUCTPOIO € BU3HAYAIbHOIO XapAaKTEPUCTUKOIO CUCTEM SKOPCTKOTO PeabHOro vacy. s
OTPMMAaHHS KiJIbKiCHUX XapaKTEPUCTUK BUPOOHUYOTO [13 3 HEKOHTPOJIbOBAaHMMI aHOMAJIiSIMU IIPOTPaMHUX
IIPOJYKTiB PO3PO0JIEHO CTaTUCTUKO-JIEKCUYHUI MiXiM 4O BUMiPy XapaKT€pUCTUK BUPOOHMYOTO IPOrPaMHOTO
3abe3neyeHHs: — MOAi(PiKoBaHi MeTpuKHU X0JICTe1a 3 BIPOBAIKEHMMHU CTOXaCTUYHOCTIMU. PO3p06IEHO METO[,
OI[iHIOBaHHS MOTIN(IKOBAHMUX METPHUK Ta OTPUMaHHS e(peKTUBHUX Ta He3MillleHUX OIiHOK. Y mrucepTaliiiHiil po6oTi
PO3BHHYTI HOBI MiAX0A4M IO YIIPABJIIHHA HAJIMHICTIO Ta 3axuleHicTIo OC: CTBOPEHHS MOHOJITHOI CTPYKTYPH gApa
OC (B Tomy uucii OC PY); BUKOPUCTAaHHS KOHLEMNLi} MyJIbTUCEPBICHOCTI Ta BipTyaJlbHOI MAllMHU; BUKOPUCTAHHS
CIIeLliaJIbHAX MOB IIPOTrPaMyBaHHs], TOJIEDAHTHUX JI0 HECAHKLIIOHOBAHOI'O BTPY4YaHHS. BCTaHOBIIEHO, 10
KOHLIEHTpAllis BCiX 3yCUJIb TiJIbKY Ha oNTUMI3alii cTpykTyp sigpa OC (Mikposiapa abo MOHOJIITHOTO sipa) He Ja€
OCTaTOYHOTO PO3B'SI3aHHS MPOTUPIY MK HAZIMHICTIO Ta MPOAYKTUBHICTIO. TiNIbKA KOMIUIEKCHUI MiAXin 10
PO3B’s13aHHSA IPO6JIeMHU JaBaTuMe 6akaHui pesdysbTaT. KiacudikoBaHi mepeskHi aHomautii 3a crenenem ix
Hebe3reKy Ta HeraTMBHOIO BIUIMBY Ha PYHKIIIOHYBaHHS KOMITI'IOTEPU30BAHOI0 Ta pOOOTU30BAHOTO BUPOOHUIITBA.
BupesneHi cTaTUCTHUYHI XapaKTEepPUCTUKY aHOMAJIiH Ta po3po6sieHi METOM iX BUSIBJIEHHSI Ta HeUTpaizallii.
Po3pob6seHnii onTuManbHNNA MeTog, InHamivHoro onutyBanHs OC PY, sika 06po6Jisie mpoLecu 3 pisHUMHU
cTereHs MU NepepuBaHHsL. [IpoaHanizoBaHi ix YacoBi xapakTepPUCTHUKU Ta CPOPMYJIbOBaHI YMOBU JOTPUMAaHHS
KPUTUYHOTO TEPMiHY 00CJIyrOByBaHHS. Po3po6sieHuit MeTo , onTuMisallii AMCIUIIIiHM 06CIyTOBYBAaHHS 3
[IepEePUBAHHSIMU i3 3aCTOCYBaHSIM METOJly YaCTOTHO-MOHOTOHHOTO aHali3y SIK Hal6isbIl €(DEKTUBHOIO METOAY
aHasi3y Ta CUHTE3y ONTMMAJIbHUX Oucuumainy obcayroByBanHs OC PY 3 npioputetamu. CyKynHiCTb pO3pO6IEHUX
METOJiB Jla€ MOXUINBICTb TOKPAIIMUTH YaCOBi XapaKTePUCTUKH, TOJIEPAHTHICTb JO 3aTPUMOK, HaZilHICTb Ta 6€3MeKy

BUPOGHMUYOTO NIPOrPaMHOTO 3a6€3IeYeHHs Ta 0T KJII0YOBOTO €JIEMEHTY — OIllepaliifHOl CUICTeMH peasbHOro yacy.

2. The information and control and calculating network of a large production enterprise with a set of territorially
distributed branches is considered. The dissertation is devoted to the creation of hardware and software methods
for optimising the service disciplines of real-time operating systems, secure event processing in distributed
operating systems of computer networks with different physical transmission media. The computer network as an
integral part of a modern robotic enterprise plays a crucial role in managing the production process in general,
coordinating the time parameters of its autonomous parts, synchronization of production, logistics and other
tasks. Accordingly, the software of the manufacturing enterprise has its own specific features that are not inherent
in general purpose software. The methods of analysis and monitoring of a key element of production software -
real-time operating system are considered in the work. Particular attention is paid to hard real-time operating
systems. According to the results of processing a large amount of statistical data of general-purpose software and
production software, one of the key parameters of the production software production is tolerance to memory
access delays. It is established that the tolerance to the access delays to the buffer memory of the computing
device is a crucial characteristic of the rough real-time systems. To obtain quantitative characteristics of
production software with uncontrolled anomalies of software products, a combined statistical and lexical
approach to measuring the characteristics of production software has been developed - modified Halsted metrics
with embedded stochastics. A method for estimating modified metrics and obtaining effective and unbiased
estimates has been developed. In the dissertation work new approaches to OS reliability and security management
are developed: creation of monolithic structure of OS kernel (including RF OS); use of the concepts of multi-
service and virtual machine; use of special programming languages tolerant to unauthorized intrusions. It is
established that the concentration of all efforts only on the optimisation of the structures of the OS kernel (micro
kernel or monolithic kernel) does not give a general dissolving to the contradictions between reliability and
performance. Only a comprehensive approach to solving the problem will give the desired result. Network
anomalies are classified according to the degree of their danger and negative impact on the functioning of
computerized and robotic production. Statistical characteristics of anomalies are allocated and methods of their
detection and neutralization are developed. The optimal method of dynamic polling of the RF operating system,
which processes with different degrees of interruption, has been developed. Their time characteristics are
analysed and the conditions of observance of the critical service life are formulated. A method for optimising the



discipline of intermittent service discipline with the use of the method of frequency-monotone analysis as the
most effective method of analysis and synthesis of optimal service disciplines of the RF OS with priorities has been
developed. The set of developed methods makes it possible to improve time characteristics, tolerance to delays,
reliability and security of production software and its key element - the real-time operating system.
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